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Abstract

Thisthesisproposes reoganizationalgorithm,basedntheregionabstractionto exploit thenatu-
ral structurein overlaysthatstemsfrom commoninterests Nodessel shly adapttheir connectiity
within the overlay in a distributed fashionsuchthatthe topologyevolvesto clustersof userswith
sharedinterests.Our architecturdeverageshe inherentheterogeneityf usersandplaceswithin
the systemtheir incentves and ability to affect the network. As such,it is not dependenbn the
altruismof ary othernodesin thesystem.

Of particularinterests theoptimality andfairnessof our design.Werigorouslyde ne idealand
fair networks anddevelop a continuumof optimality measuresy which to evaluateour algorithm.
Further to evaluateour algorithmwithin a realisticcontet, validateassumptionandmake design
decisions,we capturedatafrom a portion of a live le-sharing network. More importantly we
discover, name,quantify andsolve several previously unrecognizecgubtleproblemsin a content-
basedself-oganizingnetwork asa directresultof simulationsusingthetracedata.

We motivateour designby examiningthe dependencef existing systemsn ben&olent Super
Peers.Throughsimulationwe nd thatthe currentarchitecturas highly dependenbn the Itering
capabilityandthe willingnessof the SuperPeenetwork to absorbthe majority of the querybur-
den. Theremainderf thethesisis devotedto a world in which SuperPeerso longerexist or are
untenable.

In our evaluation,we introducefour reasongor utility suboptimalself-reoganizingnetworks:
anarchy(sel sh behaior), indifference myopiaandordering. We simulatethe level of utility and
happinesschiered in existing architectures. Thenwe systematicallyteardown implicit assump-
tionsof altruismwhile shaving theresultingnegative impacton utility. Froma sel sh equilibrium,
with muchlower global utility, we shav the ability of our algorithmto reoganizeandrestorethe
utility of individual nodesandthe systemasawhole,to similar levelsasrealizedin the SuperPeer
network.

Simulationof our algorithmshaws thatit reacheghe predictedoptimal utility while providing
fairnessotrealizedn othersystemsFurtheranalysisncludesanepsilonequilibriummodelwhere
we attemptto more accuratelyrepresenthe actualreward function of nodes. We nd that by
emplogying suchamodel,over 60% of thenodesareconnectedIn addition,this modelcorvergesto
autility 34% greaterthanachievzed in the SuperPeenetwork while makingno assumptionsn the
ben&olenceof nodesor centralizedrganization.

ThesisSupervisorKarenSollins
Title: PrincipalResearclscientist
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Chapter 1

Intr oduction

This thesisproposesan architecturamechanisnto addresshe scalability fairnessand optimality
issuesat the heartof mary overlay and distributed applicationnetworks. In particular we make
no assumptionssto the beneolenceof usersor nodesasis donein mary suchsystems. Our
architecturdeveragegheinherentheterogeneityf usersandplaceswithin the systemtheir incen-
tivesandability to affect the network. We believe sucharchitecturesreimportantin increasingly
competitve, andoftenhostile,ervironmentssuchasthe Internet.

By way of introducingour work, we detail trendsin Internetusageand policy that motivate
this research.Indeed,actualdatacapturedfrom the Internetis usedthroughoutandmary design
decisionsare the resultof analyzinghow usersbehae in dynamic,complex systems.We brie y
review overlayarchitecturesn generalandtheir weaknessemcludingfairnesspptimality andthe
presumptiorof altruisticnodes.A summaryof majorcontritutionsandanoutline of theremainder

of thethesisconcludethis Section.

1.1 Motivation

The physicalandlogical structureof networksis vital to their scalabilityandrobustness Network
overlays and distributed applicationframewvorks are no exception. Two trendsposeimpending
challengedo the logical constructionof future overlays. First, the numberof network elements
is growing rapidly as devices becomesmall and penasve. Second,ratherthan being “simple”
clients,nodesareincreasinglyboth producersand consumer®f data. The popularity of Peefto-
Peer(P2P) le sharing[38] anddistributed computationsystemse.g. [39], provide compelling

evidenceof this transformationHowever, the proliferationof P2Poverlaysandtheresultingtraf c
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load hasdriven mary policy implications. Among thesechangesare serviceproviders who cap
themaximumaggreatetrafc ortrafc rateandorganizationghatblock P2Psystemgo avoid the
trafc chagesandliability issues.

As the functionality traditionally provided by senersis distributedamongall nodesin the net-
work, it is usefulto view every nodeasa small databas®r sener. Ratherthanrequiringsupport
from the underlyingnetwork infrastructure nodesdynamicallyorganizethemselesin anad-hoc
fashionto form logical overlays.By routingdatathroughthe overlay programdesignerdiave been
ableto createapplicationghatsolve thedistributedlookup problem[3] without assistanc&om the
network or ary centralizedsystems.

To date themajority of overlayresearcthasfocusedon algorithmicef ciency andpurelytech-
nical issuesjgnoringthe policy andincentve problemsthatplaguereal systemsCurrentarchitec-
turesoverlook issuesof fairnessand assumehe ben&olenceof a large setof users. The lack of
fairnesdn the systemcausesi) “free-riding; wherenodesexploit otherswithout contrikuting; ii)
othernodedso be overburdenedandiii) lack of stability asnodesmaove or disconnectn anattempt
to equalizetheunfairness.

A secondproblemis suboptimalperformancelueto architectureshatignoretheinherentnode
heterogeneityThelack of optimality in thesystemcausesi) nodeso beburdenedsimplytransiting
datathey have nointerestin; andii) unnecessaryrafc andcongestion.

Our researctconsiderghe formation, fairness pptimality and equilibria of theselogical over
lays. We proposeaninterest-basedeoganizationarchitecturdo addressheissuesoutlinedabore.
We believe sucharchitecturegreimportantin increasinglycompetitve, andoftenhostile,environ-

mentssuchastheInternet.

1.2 Overlay Architecturesand the Inter net

We provide a detailedexaminationof prior work in overlaysandtopologyformationin Chapter2.
However, this sectionbrie y reviews thetwo large classe®f overlayarchitecturegandtheir current
strengthsaandweaknesseasfurthermotivationfor our system.

Structuredbverlays[34, 47] tightly constraimodeandcontentidenti ers, whichdetermingheir
locationsn thetopology througha DistributedHashTable(DHT) abstractionUniformly allocating
contentin the system suchthateachnodestoresapproximatelythe sameamountof data,requires

theuseof aconsistenhashfunction. The hashfunctiondeterminesvhich nodestoressachpieceof
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content.For example,in Chordnodesandcontentarehashedo identitiesthatareuniformly spread
over anidenti er “ring”. Thereforenodesmuststoreothers'content,irrespectre of their interest
in it, to maintainthe DHT invariantsthat guaranteecorrectlookupswith boundedcompleity. A
nodes'incentve to storecontentthatis not herown is basedon an expectationthat otherswill act
similarly and store her content. Ratherthan make strongassumptiongsto the altruistic nature
of nodesin the network, we focuson unstructurechetworks which canform organically allowing
nodesto sel shly connectandaffecttheirtopology

A secondclassof overlaysis thosewhich are unstructured.In unstructuredverlays,nodes
connectto otherwilling nodes. Sincecontentmay exist at ary topologicalpoint in the overlay
gueriesare ooded with alimited horizonbreadthrst searchAn inherentiradeoff existsbetween
thelikelihoodof locatingcontentin the systemversusreplicationfactor i.e. the extentto which a
pieceof contentis duplicatedandquerypropagatiordistancej.e. thequerytraf ¢ overhead.Short
of ooding queriesto all memberf the overlay usershave no guaranteeagainstfalsenegatives.
Thecompromiseetweersuccessfubperatiorandquery ooding limits the self-scalingproperties
which motivatedistributed P2Psystems.

To alleviate queryoverhead Gnutella[17] andothersystemdamplementa two-level hierarchy
of leavesand“SuperPeers(42]. SuperPeerarenodeswith high-bandwidthandlow-lateny con-
nectiity. Leavesconnecto SuperPeerandSuperPeersiterconnectith eachother The system
makesuseof asimpli ed Bloom lter to shieldleavesfromirrelevantquerytrafc. EachSuperPeer
maintainsa hashof le namesstoredon its leaves. Queriesare ooded betweenSuperPeersyut
only forwardedonto leavesif the hashindicatesa possiblequerymatch.

While this architecturéhasseveralbene tsandhasallowedthe continuedoperatiomrandexpan-
sion of the Gnutellanetwork, we believe it hasseveral a ws basedon the factthatit is dependent
on strongassumptiongboutusers'ben&olence.First, it reliesheavily on the existenceandaltru-
istic natureof the SuperPeersSecondit treatsall usersequivalently regardlesof their interests,
ignoringratherthanexploiting theinherentheterogeneityf users.Third, while usershave the abil-
ity to changetheir behaior, for exampleby moving aroundthe systemor tailoring their sharing
preferenceghe currentarchitecturgplacesthesefunctionsoutsideof thesystem.

Thiswork present@analternatve architecturghatbringstheusers ability to affect the network
andtheir incentives within the system. As such, our architectures no longerdependenbn the

assumedltruismof the SuperPeerer ary othernodesin the system.
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1.3 Contributions

In this thesis,we arguethatthe region abstractior{44] providesnovel insightinto nding optimal
logical network structuresn largedistributedcontentsystemsTheregionarchitectures aproposed
construcin designindargescale widely distributedandheterogenousetworks. A regionis anab-
stractionthatprovidesagroupingandpartitioningmechanismMembersof aregion shareor inherit
a setof commoninvariants may move betweerregionsor bein multiple regionssimultaneously

We usetheregion abstractiorasa basisfor developinga logical reoiganizatiorarchitecture At
avery high-level, it is intuitively obvious that network elementamay wish to logically reoganize
in responséo load, performanceor failure scenariosf giventhe mechanismso do so. We extend
previous notionsof interest-basetbcality [2, 45] to de ne regionsandsupportour architecture.

The architecturewe propose,and detail in subsequenChapters,s a distributed mechanism
wherebynodesexplore and reoiganizeon the basisof interests.We de ne a utility functionthat
capturesnterestsandtrafc load. In our design,nodesndependentlyeoiganizeto maximizetheir
local utility. We do not constrainthe connectionsof ary node;a nodemay add ary numberof
neighborghatincreasats utility. However nodeswhich aredissatis edwith a peerwill disconnect
from thatpeer for exampleif the costof connectingo thatpeeris higherthanthebene t.

Network reoiganizationis animportantfundamentatoncepthatis well explored,particularly
in altruistic,cooperatie ervironments.Lesswell understoods theability to provide bothoptimality
andfairnessin the presencef sel sh nodes. We considerreoiganizationalgorithmsin domains
of non-cooperafie nodesthat increaseglobal utility and prevent free-riding therebyfacilitating
formationof anoptimalandfair network.

To evaluateour algorithmwithin arealisticcontext, we capturedatafrom a portion of thelive
Gnutellanetwork and simulatevariousaspect®f our algorithms. More importantly we discover,
name,quantify andsolve several previously unrecognizedgubtleproblemsin a content-basedelf-
organizingnetwork asa directresultof usingthe tracedata. We shaw, throughsimulationsdriven
by our Internettracedata,the ability of our architecturdo provide fairnesswvhile maintainingopti-
mality.

Thekey contrikutionscontainedn thiswork are:

1. Theformalizationof ideality, fairnessandoptimality notionsin P2Psystems.We usethese

formalismsto evaluateour architecture.
2. An interest-basedeoiganizationscheme.We perform simulationsof our algorithmsusing
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real-world work loadscapturedfrom a live portion of the Gnutellanetwork. We provide

extensve analysisassessingptimality andfairnessandshawv the systemachiezing both.

3. An extensve trace-dmwen analysisof the relevant patternsof similarity anduserbehaior in
P2Ptrafc. This bothvalidatesthe assertiorof prior work andprovidesa rich basisfor our

analysis.

4. A quantitatve analysisof the dependencef systemssuchasGnutellaon the existenceand

altruismof SuperPeerdyringingasigni cantly new level of understandingp the problem.

5. Delineation,asa directresultof usingreal-world data,of several previously unrecognized
problemsin content-basedelf-oganizingnetworks alongwith solutionsandtheir quantita-

tive analysis.

The remainderof this thesisis organizedas follows. In Chapter2 we presentrelatedwork
in overlaysanddistributed network formation, mary of which this work builds upon. Chapter3
describesurP2Pdatacapturemethodologyandincludesdetailedanalyse®f locality andsimilarity
presenin the system.In addition,we discusseasonavhy the currentarchitecturds strainedand
provide further motivation for our work. Beforereasoningaboutoptimizing or reoiganizationwe
rst formally de ne ideality, fairnessand optimality in the context of P2Psystemsn Chapter4.
The Chaptercontinuesby detailing our interest-basedeoiganizationdesignandimplementation
Chapter5 bagins by presentingdetailsof the simulationmethodology We evaluateour design
againstexisting architectureshroughextensve simulationandshav the succes®f our approach.
Finally, Chapter6é concludeswith a summaryof major ndings, contritutionsandsuggestiongor

furtherresearch.
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He alwaysattributedto his critics a moreprofoundcomprehensiothanhe hadhimself,andalways
expectedrom themsomethinghe did not himselfseein the picture.

- Leo Tolstoy

Chapter 2

Background and RelatedWork

In this chapterwe review the existing body of work on topics relatedto our thesis. We begin
by presentingan overview of differentnetwork overlays,both researctbasedandin popularuse,
including how they solve the distributed lookup problem. Next, we discussother schemeghat
rely on locality within the overlayto provide context for our own work. Finally, we considerprior

researchihatexaminesncentives,reoganizationandsel sh network formation.

2.1 Peerto-PeerOverlays

To capitalizeon the power and scalingpropertiesof large distributed Peerto-Peer(P2P)overlay
systemsconsiderableesearcthasfocusedon the distributedlookup problem[3]. A nodeseeking
a pieceof contentmust nd, in a distributedfashion,which nodesstorethat content. Distributed
lookupin P2Poverlaysholdsthepromiseof self-scalability:theaggreatecapacityof thenetwork to
servicerequestgrows asafunctionof the numberof nodes .Naturallythe self-scalabilityproperty
is limited by the altruismof network participantsa centralthemeof the work presentedhere.
Theremarkablgromiseof self-scalabilityembodiedby the P2Pparadigm hasled to a wealth
of theoreticalj.e. academicandproductionsystemsThesesystemdgundamentallymplementone

of two approacheto building applicationlayeroverlays:unstructuredndstructured.

2.1.1 Unstructured

Unstructuredsystemsare simple to build and maintainas evidencedby the relative successand
popularityof working implementationsnthe Internet.Unstructured®2PoverlayssuchasGnutella

[17], Kazaa[26] and FreeNet[11], despitetheir effectivenessand wide-spreaduse, are neither
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optimalnor fair [1] andprovide excellentmotivationfor ourwork.! A centraltenantof this thesis,
shawvn in later Chaptersjs the ability to retainthe propertieswhich make unstructurecbverlays
successfulvhile achieving optimality andfairness.

Unstructuredsystemscan adapt,grov organically and reoiganizedynamically Nodesinde-
pendentlystoretheir contentwithout relying on ary system-wideresources.Popularcontent,for
instanceaparticular le, is oftenreplicatecby mary nodesn thenetwork. Nodesconnecto onean-
otherwith minimal constraints,ooding querieshroughthe overlaywith alimited horizonbreadth
rst search.An inherenttradeoff exists betweenthe likelihood of locatingcontentin the system
versugeplicationfactor i.e. theextentto which a pieceof contentis duplicatedandquerypropaga-
tion distancei.e. thequerytraf c overheadShortof ooding queriego all memberf theoverlay
usershave noguaranteeagainstalsenegatives. Thecompromisdetweersuccessfubperatiorand
guery ooding limits the self-scalingoropertiesvhich motivatedistributed P2Psystems.

To alleviate query overhead,Gnutellaand other systemsmplementa two-level hierarchyof
leavesand“SuperPeers[42]. SuperPeerarenodeswith high-bandwidtrandlow-lateny connec-
tivity. In contrasteavesaregenerallypoorly connectecindoftenbehind re walls. 2 Leavesusea
bootstrapmechanisnto connectin a pseudo-randorfashionto SuperPeerand SuperPeeriter
connectwith eachother EachSuperPeeconstrainghe maximumnumberof leavesit will sene,
soaleaf mustrepeatedhattemptconnectingo mary SuperPeerdn time, theleafestablishea set,
typically two to four, of stableconnectionsnto the SuperPeenetwork. Figure2-1 illustratesan
examplesectionof the Gnutellanetwork. 3

Thesystemmalkesuseof asimpli ed Bloom lter to shieldleavesfrom irrelevantquerytrafc.
Upon connectingo a SuperPeera leaf sendsa hashof the le nameswhich it stores.Thus,each
SuperPeemaintainsa hashof le namesstoredon its leaves. Queriesare ooded betweenSuper
Peersput only forwardedto leavesif thehashindicatesa possiblequerymatch.The SuperPeecan
know de nitely thata leaf doesnot sere a pieceof content,but cannotknow with certaintythatit

does.Thus,queriesmaystill beinadwertentlysentto leaveswho cannotprovide ananswer We give

1We save precisede nitions of optimality andfairnessfor Chapter4. Intuitively however, optimalandfair networks
canbe saidto maximizeglobalwelfareandensurehatnodescontributein proportionto their derivedbene t.

2The distinctionbetweerwell and poorly connecteds often fraughtwith dif culties. Most existing systemsmale
useof ad-hocmechanism$ make a determinatiorasto which nodesshouldsene asSuperPeersiell-connectedhodes
may electnot to sene as SuperPeersWe note that our architecture presentedater, is not requiredto make sucha
determinatiorasnodesnaturallyevolve andemegeascentralhubs.

3In reality, thereis a third-classof nodein Gnutella: a non-leaf,non-SuperPeanode. Thesenodesimplementthe
older, at topology of the original Gnutellaarchitecture.They areallowed to connectin orderto provide a migratory
pathto the hierarchicalnetwork. Thesenodespresentsomedif culty whencollectingdatawhich we detailin the next
Chapter
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Figure2-1: GnutellaTwo-Level Hierarchy

detailsof Bloom lters in generalandGnutella ltering in particularin Sectiord.5.

Thetwo-level hierarchyhasbeenlaudedasa signi cant successallowing the continualopera-
tion andexpansionof the Gnutellanetwork. However, the systemdependsn the altruistic nature
of well-connectedisersto sene asSuperPeeranddoesnotincreasehe chanceof nding unpop-
ular content. Singhet al. arguefor placingthe burdenof maintainingSuperPeersn the service
providers[41]. In contrast,our architectureurnsthe probleminto a sel sh distributed algorithm

withoutdependingpn SuperPeers.

2.1.2 Structured

Despitethe popularity of unstructurecbverlays,they lack correctnesguaranteesnd are reliant
on ooding. To addresgheseshortcomingsoftenperceved asbeingtoo signi cant to overcome,
mary structuredoverlays[3] exist in the academiccommunity Chordand Tapestry[47, 48] are
two popularexamples;othersinclude[19, 34, 37]. Thesestructurecbverlaysaregenerallyrealized
throughaDistributedHashTable(DHT) abstractionln contrasto unstructuregystemstheseover
laystightly constrainrnodeandcontentidenti ers, which determingheir locationsin the topology
throughaDistributedHashTable(DHT) abstractionStructuredverlaysimposestronghomogene-
ity wherenodesmaintainboth a constaninumberof connectionsand probabilisticallyequivalent
amountsof content. In mostimplementationsqueriesare guaranteedo be successfuin O(log
n) overlay hopsif the contentis presentin the system. We comparestructuredand unstructured
overlaysin the next chapter

Becausestructurechetworksenforcestrict contentplacemensuchthatnodesdo notnecessarily
storetheir own content,the designersf structurednetworks rely on the bene&olenceof nodesto
storeothers'content. Nodesarewilling to storethe contentof otherusersin the systembecause

they similarly rely on othernodesto storetheir own content.Thus,altruismis maintainedhrough
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expectation.

Clearly the storagdairnessof structurechetworks canbe easilygamed.Nganetal. suggesan
approachwherebynodespublishtheir resourceconsumptiorand contritution to the system[29].
By usinga distributedauditingtechniquenodeshave anincentie to publishtheir resourceecords
truthfully. However, thisis justoneof mary fairnessandincentive problemsn structurecbverlays.
The authorsdo not considerthe problemof fairnessasit relatesto the bandwidthresourceof
nodes.Sincecontentis allocatedto nodesaccordingto a consistenhashmechanisma nodemay
randomlybe asled to storea pieceof contentthatis very popularin orderto be a partof the P2P
system.Currentmethodsely on load-balancingnechanismso preventary nodefrom saturating.
Theissueof fairnesswithin structurechetworksis beginningto berecognizedsasigni cantissue,
particularlyin proposedHT servicessuchasOpenHash20].

Our work is similarly concernedwith providing incentives suchthat usersconsumeP2P re-
sourcesn proportionto their resourcecontritution. However, we investigatethe sel sh formation
of unstructuredhetworkswherenodesstoretheir own contentherebyeliminatingfairnesgproblems
asthey relateto le spaceresourceconsumption.Insteadour distributedalgorithmallows groups
of usergo interconnecsuchthattheimposedjueryloadis proportionalto thebene t nodesderive

from their connections.

2.1.3 Overlay Locality

Earlierwork recognizedheintuition that by preferentiallyconnectingpeerswith similar interests
together one canminimize query ooding andthusoptimize unstructured?2Psystems.Keleher
et. al [21] putforth someof the rst agumentgor maintaininglocality in distributed P2Psystems.

SemantidOverlay Networks (SON) areproposedn [13] which develop a classi cationhierar
chy suchthata nodebelongsto oneor moreindependenbverlaysandqueriesaretaggedso they
aresentto theright overlay Thedif culty with arigid classi cationschemas thatits performance
depend®nde ning criteriathatclassi esthedatawith sufcient granularityandrequiresusersand
nodeso classifytheir data.

Thework of Sripanidkulchaigt. al [45] reliesonthepresencef interest-baselbcality to create
interestbased'shortcuts”. Eachpeerbuilds a shortcutist of nodesthatansweregreviousqueries.
To nd contentapeerrst querieshenodesonits shortcutist and oods thequeryonlyif querying
the shortcutnodesis unsuccessfulWe extendthis ideato the network formationandusea utility

modelthatconsiderdairnessandcost.
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2.1.4 Reputation Systems

A signi cantissueof concerris thatof free-ridersnodesvho download les withoutproviding ary
valueorwhosomeha misrepreserthemselesto obtainbene t. Proposalsincludingthisone,that
attemptto mitigatetheimpactof free-ridinggenerallyrely on sometype of reputationrmechanism.

“Whitewashing”is the phenomenonvherebya maliciousplayer (i.e. network node)circum-
ventsreputationand repudiationalgorithmsby continually assumingnew identities. Sincenodes
areassumedo be honestinitially (otherwisethe systemcould not bootstrap)maliciousnodesex-
ploit their initial credit by whitewashing. Note that identity in the systemis typically not an IP
addressput rathersomesystem-speci cidenti er. While IP addressegrovide an architectural
mechanisnfor uniqguenessthe proliferationof NAT and re wall devicesdoesnot presere a one-
to-onemappingbetweerhostsandlIP, i.e. violating the end-to-endprincipal.

In a self-reoganizing system,this certainly is a potentialproblemas thereis a tradeof be-
tweenexploring a nodeandbeingexploited by thatnode. Free-ridingandsystemdor establishing
reputationsareanissueof a signi cant amountof researcH1, 23, 14]. However, reputationsand

truthfulnessarebeyondthe scopeof this paper

2.2 Network Formation

This Sectionexaminesprior work in network formation,particularlyasanoptimization.

2.2.1 Reorganization

In [9] Chunoutlinesa network optimizationgameto optimize structured®2Pnetworks. We usea
similar framewvork to modelour optimizationgamein the contet of anunstructured®2Pnetwork.
Gia[7] is anunstructured?2Psystemthatreoiganizesn spirit similar to our design.Gia uses
randomwalks for queriesand biasesthe walk toward high-dggree nodes. The additionalinsight
in Giais thatthesehigh-degreenodescanthenbecomeoverloadedso Giaimplementsa topology
adaptatiormechanismGia attemptgo force high-dgreenodesto be the oneswith high-capacity
andconnectdow-capacitynodeswithin shortreachof high-capacitynodes.The simulationresults
demonstratseveral ordersof magnitudescalabilityimprovementwith the Gia schemebut doesnot

addresgairnessor nodeattemptingo gamethe system.
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2.2.2 Sel sh Formation

Recentresearchthasexaminedthe structureof sel shly constructedoverlay networks [10]. The
authorsde ne a costfunction thatis proportionalto distanceand nd node-dgreedistributions
varying from node-dgreeto powverlaw. Similarly, throughsimulationwe seekto understandhe
equilibriaof graphghatarethe productof ouralgorithmandmeasuremerdata.Becauseur utility
is a function of interestlocality, we expectto nd signi cantly differentresultsthat complement
this previouswork.

Finally, the utility-basedeconomicclubs proposedn [2] are closely relatedto our scheme.
Their schemealso usesa utility functionto drive eachpeers reoganizationstratgy. While our
simulationresultsof networksthatincludealtruisticSuperPeeraresimilar, we areinterestednstead
in purely sel sh network. Thus,our focusis on network reoiganizationandformationin a world
where SuperPeerso longerexist. Our work is complementaryn that we examinethe classof
purelysel sh andhomogenousiodesderived from our tracemeasurementdn addition,we de ne

differentutility andreoiganizationmodelsbasedn severalpreviously unrecognizegroblems.

2.2.3 Regions

Ourwork is partof theregionsproject[44, 43] anddevelopsmethodsof reoiganizationwithin and
amongnetwork regions. Theregion architecturds a proposedconstructin designinglarge scale,
widely distributed and heterogenousetworks. Regionsarebasedon the notion that the Internet
is anincreasinglycomplex network of networks whereelementsare connectedandinterrelatedoy
a setof commoninvariants. A region is thusa partition of the network wherethe membemodes
shareconsistentontrol, state policy or knowvledge.The canonicakexampleof aregionis the setof
nodeswithin anautonomousystem(AS) [35]. Theregionsprojectseekdo provide anarchitectural
mechanisnwith whichto de ne anduseregions.

We expandon earlierregionswork [25] to understanchowv nodespatrticipatingin an overlay
region canorganizeandsegmentin orderto maximizetheir performance.Theresulting,sel shly
constructedslandsof interestmay be consideredsub-rgions, de ning nodeswith commonality

thathave reoganizediogether In this work, we further codify theregionsabstraction.

21



Explanationsvereadwancedput mostof theseweresimply phrasesvhich restatedhe problemin
differentwords,alongthe sameprincipleswhich hadgiventhe world “metal fatigue’

- DouglasAdams

Chapter 3

Analysis of P2P Data

The ability of a distributed reoiganizationalgorithmto exploit interestsdependson the ability to
successfullydrive anodeto the properregion of the network. However, if anodes queriesand les
aresufciently dissimilar nding a sustainablgositionin the network for the nodeis tantamount
to animpossiblebarteringproblem.

Prior work hasassumedhe existenceof high-deyreesof locality within unstructured®eerto-
Peer(P2P)systemsBeforeconsideringeoiganizationalgorithmsbasedon presumptionsf local-
ity, we validatethisassumptioragainsteal-world work loads.To performthevalidation,we collect
seseral daysworth of datafrom a portion of a popularunstructuredP2Pnetwork. Understanding
the dggreeof locality in working systemsallows us to betterdesigna mechanismso exploit that
locality.

In this Chapter we rst presentour datacollection methodologyand operationalspeci cs of
the Gnutellanetwork relevantto gatheringhe data.We thengive detailsof our collectionprogram.
Next we provide descriptve statisticson thedatacollectedincludingthedistribution of: connection
duration,sharedle count,querycount,queryrateandsharedle size. As a basisfor subsequent
designdecisionsn future Chapterswe analyzethe prevalenceof le replicationamongnodesin
our dataset.

Finally, we askto whatextent,if ary, interest-basebbcality canbeleveragedn anarchitecture.
We examineand quantify the existenceof locality in our datasetusingalgorithmsandtechniques
adoptedrom theinformationretrieval community

Thedataandresultsin this Chapteraretangentiato our actualarchitecturebut vital in validat-

ing assumptiongnakingdesignchoicesandmodelingreal-world work loads.
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3.1 Data Collection Methodology

For our studywe gatherdatafrom a portionof the Gnutellanetwork overa 72-hourperiodincluding
approximatelyl500nodes. Our captureprogram,grawl , shortfor Gnutella-cravler, establishes
itself asa SuperPeeon the Gnutellanetwork andanorymouslygathersqueriesand le lists from
all nodesthat connectto the hostrunningour collectorprogram. A signi cant fraction (approxi-
matelytwo-thirds)of peersrefuseto answerdirectoryqueriespresumablyfor privagy reasonsOur
analysisincludesonly thosehostswhich allowed listing of their sharedles. While this eliminates
mary nodesfrom considerationthe durationof our datacollectionin conjunctionwith the proba-
bilistic natureof nodeattachmenensureghat our sampleis reasonablyepresentate of the true
population.All IP addresseareanotymizedto maintainthe privagy of the Gnutellanodesgrawl
corverseswith. The datacollectedfor this studyis publicly available from the following URL:
http://ana.csai I. mit. edu/r beverl y.

We areprimarily interestedn the correlationbetweerna nodes queriesandits existing content
(i.e. sharedle list). Queriesdo not containthe P addres®f the originatingpeer insteadthey con-
tainauniqueidenti er from a 16-bytespacaandomlychoserby thenodeissuingthequery Nodes
have no knowledgeof wherea queryoriginatedbeyond knowing from which directly attachedpeer
the queryarrived. Presumablythis designfeatureprovidesadditionalprivacy againstthird-parties
mappingqueriesto nodesandIP addresses.

Queryrouting in Gnutellais performedasfollows. Nodesin the network maintain nite state
on previous queries,mappingidenti ers to the peerfrom which the querywasreceved. On the
basisof the identi er mappingsquery hits are forwardedbacktoward the originator Figure 3-1
illustratesthe queryresponsenechanisnwith anexample. A nodeissuesa queryfor key “ABC”
andgivesthe queryanidenti er of “101” Thequeryis ooded amongthe SuperPeerandsentto
a nodeattachedo S5 thatcananswerthe query SuperPees maintainsa tablethatmapsquery
identi ers to incominginterfacesandroutesthe reply to Sz. Similarly, S3 sendshe reply backto
Si1. Thearrow in the gure representthe queryreturnpath.

As mentionedin Chapter2, a third-classof Gnutellanodesare thoselegag/ nodeswhich do
not implementthe latestprotocol supportingthe two-level hierarchy Thesenodesare allowed to
connectin orderto provide a migratorypathfrom theold, at GnutellaarchitectureWe alsoallow
thesenodego connectandtermthem“non-leaf,non-SuperPeeriodes.

In orderto disambiguatejueriesreceved from peersthat originatedthe requestrom queries
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Query: ABC
QuerylD: 101

Query Peer|
101 1

Query Peer|
101 3

Figure3-1: GnutellaQuery/Responsklechanism

simply forwardedon behalfof otherpeersgrawl useswo techniquesLeafnodesareguaranteed
to have no children. As a SuperPeergrawl recordsall queriesfrom its leaf peerssincethese
gueriesmustbe generatedy thatpeer Secondpeersarerequiredto incrementhe hop countand
decrementhe time-to-live (TTL) elds in the Gnutellapaclet header Grawl recordsall queries
from non-leaf,non-SuperPeanodeswith a hop countof one. Whena peerdisconnectsits query
listis ushed to disk alongwith the connectiorduration.

In additionto recordingthe queriesgrawl attemptgo acquirethe sharedle list of eachnewv
peerthat connects.The collectoraskspeersfor their le list in two ways. First, grawl attempts
an HTTP connectionto the hostas several clients provide an HTML list of les. Unfortunately
mary hostsare behind re walls. If the HTTP methodfails, the collector sendsa specialquery
messageavith aTTL of 1 andsearchof four spacesThis specialqueryis honoredoy mary clients
to index all les the hostis sharing. Despitethe bestefforts of thesetwo methods,a signi cant
fraction (approximatelytwo-thirds) of peersrefuseto answerthesedirectoryqueries,presumably
for privagy reasons.Our analysisincludesonly thosehostswhich allowed listing of their shared
les. Table3.1summarizesheoperationof the collectorprogramby describingts actionstakenin
responséo network events.Unlessotherwisespeci ed,grawl actsasanormalSuperPeer®

We performatokenizationprocedureon the queriesand le names.To tokenizewe eliminate:
i) non-alphanumericsi) stop-words: “it, she,of, avi, mpg; etc.; andiii) singlecharactetokens.
We do not useothernormalizationtechniqguesuchas stemmingtokens[24] to their root words,
e.g. “singing” ! “sing”. Although stemmingmethodscould raisethe matchquality, the issueis
orthogonato ourproblem.Thus,our similarity measureareunderestimatorof thetruesimilarity.
Theresultingtokensareproducedy separatingnremainingwhite-spaceén thestring. We assume

tokenizationin theremaindeiof this document.

In fact,grawl is basecbn thefreely availableopen-sourcélutella[27] SuperPeecode.
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Table3.1: DataCollectorEvent/ActionSummary

| Event# | Description

grawl action |

1 Leafi connects HTTP-geti'ssharedles. If getfails, goto2.
2 HTTP-getof i fails Sendspecial‘getall les” querywith TTL=1
toi.

3 SuperPees connects Allow upto 50 SuperPeeconnections.

4 Receve queryfromleafi | Recordandtimestampguery

5 Receve queryfrom non- | If hop-count=1recordquery
leaf, non-SuperPear

6 Non-SuperPeer discon-| AnonymizelP, ush queriesandconnectime
nects to disk.
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Figure3-2: CDF of NodeConnectiorDuration,Mean= 708seconds

3.2 Data Descriptive Statistics

Wenow presentiescriptve statisticsof thedatacapturecandusedn simulationwhichwerefertoin
later ChaptersFor instancewe usethe averagequerycountandqueryrateto drive our calculation
of the discountfactorin our utility formula. Figure 3-2 presentghe cumulatve distribution of
connectiontimes our SuperPeeexperiencedduring datacollection. Similar to previous studies
[18, 38|, we seethatthe averageconnectiortime is approximatelyl1.8 minutes,avery shorttime.
As few as5% of the nodeswereconnectedor morethananhour 50% of the nodesconnectedor
lessthan349 secondsapproximatelyé minutes.

Suchhigh degreesof connectiity churnarelikely indicative of threefactors.First, mary nodes
are free-riding, i.e. connectingonly long enoughto download a particularpiece of contentand
thenleaving the system.Secondmary nodesareattemptingto nd SuperPeerthatarenearbyas

measuredy somelateny mechanism.And third, mary nodesareattemptingto nd content,but
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Figure3-3: CDF of NodeSharedrile Count,Mean= 134 les

areunableto do soandarethusmanuallyreoganizing.

In the next sectionwe presentour algorithmwhich placesthe reoiganizationwithin the sys-
tem. We believe thatour algorithm, asit takesincentvesinto accountand preventsusersthatare
connectedor long durationsfrom beingtaken adwantageof, will leadto longerconnectiondura-
tions and hencegreaterstability Indeed,in orderfor a nodeto reolganizesuchthatit maintains
connectiondo its preferredregionswill take a nite amountof time providing a disincentiveto
disconnecting.

Fromcapturingthelist of le namesandsizeswe gaininsightinto the propertiesof thecontent
which nodesarewilling to share.In Figure3-3 we seethaton average hostssharedl34 les and
only 20% offer fewer than10 differentpiecesof content.Thus,evenin a network whereusershave
no incentive to provide les or answerthe queriesof othernodes.a signi cant proportionof those
nodeshatdoshareles shareafairly large numberof les. 2 We usethis factasinspirationfor our
epsilonequilibriummodelin Section5.4. The meannumberof queriesperhostwas11 asshavn
in Figure3-4. Over 40% of the hostsin our datasetsenta singlequery againa likely indicatorof
churnin thesystem.

The total size of all les sharedwasalmostl GB as seenin Figure 3-5. This leadsto the
obserationthatnotall les shouldnecessarilyoe consideredequal.A le thatis very large might
provide greaterutility thanonethatis small. We do not differentiatebetweenles in this work, but
our designcouldbe supplementedy thisintuition.

Finally, the averagepernodequeryratewasapproximately0.012queriesper seconda value

we useto determinean appropriatediscountfactor in our simulations. Figure 3-6 displaysthe

2Recallthatwe mustexcludeapproximatelytwo-thirdsof the nodesthatrefusedo provide their list of les.
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Figure3-4: CDF of NodeQueryCount,Mean' 11queries
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Figure3-5: CDF of NodeShareFile Size,Mean=997MB
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Figure3-6: CDF of NodeQueryRate,Mean' 0.012queries/second
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Figure3-7: CDF of File Replication

distribution of queryratesseenfrom all nodes.

3.3 Replication

An interestingfeatureof the datais understandinghe extentto which le replicationoccursin real
systems.After tokenizationwe nd the numberof nodesholdingeachunique le in the network
asshavn in Figure3-7. Approximately76%of the les areuniqueto a singlenode,indicatingthat
24%areduplicatedatleastonce.

Two les may be different,for instancedifferentformatsof the sameimage,andstill provide
thesamebene t for a usersearchindor that le. However, it mayalsobethe casethatreplication
isamorespeci ¢ phenomenomherethe le mustbeanexactreplica. To determinghe numberof
exactreplicasof les, we changeour de nition of aunique le in the systemto bethetupleof its

le sizein bytesandsetof tokens.We seethatapproximately86% of theseunique les resideona
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singlenode.Thus,14%areduplicatedat leastonce.

3.4 Interest-Based._ocality

The ability to designa distributed interest-basedeoiganizationalgorithmdependson being able
to successfullydrive a nodeto the properregion of the network. For example,considera node
holding les that are all classicalmusic, but issuingonly queriesfor acid jazz. That nodewill
have signi cant dif culty nding a portionof the network to which shecanconnectbecauseodes
answeringherguerieswill likely beunableto derive ary bene t from her le store.ln essenceahis
is a classicbarteringproblemandleadsto our rst question:

Question#1:“T o whatextent,if any, caninterest-basedocality beleveraged?”

We areprimarily interestedn the correlationbetweera nodes queriesandits existing content,

i.e. sharedle list. In this Sectionwe seekto determinehe similarity.

3.4.1 Similarity Metric

To assesgshe correlationbetweena Gnutellanodes les andthe queriesit issues,we usetwo
metricsfrom theinformationretrieval (IR) community TheJaccardimilarity [33] betweera setof

le tokensF andqueriesQ for nodei is simply:

JFi\ Qij
IFi [ Qi

We calculatethe Jaccardsimilarity for the nodesin our datasetwherewe successfullycapture

sim(Fi; Qi) = (3.1

boththe les andqueries.Figure3-8 displaysthe cumulatve distribution of Jaccardsimilarity.
A moreaccurateandwidely acceptedsimilarity metricis cosinesimilarity, alsoknown asthe
vectorspacemodel(VSM) [4]. Let theunionof les andquerytokensof nodei beU; = F; [ Q;.

S
-Ui. Letn; = jUy;j for the les and

For all nodesi in N total nodesfrom our study letU =

gueriesof nodei. We de ne two vectorsof sizen: fj andg suchthateachelementof the vector
is aweightfor atokenin U. We usethe Text Frequeny, InverseDocumentFrequeng (TFIDF)

formulafor thevectorweights:

N
freq

i = (freg;)log( ) (3.2)
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Figure3-8: Jaccardsimilarity CDF betweerFilesandQueries
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Figure3-9: TFIDF-WeightedNormalizedCosineSimilarity CDF betweerFilesandQueries

Wheref req; is thefrequeng of tokent in U; andf req is the frequeng of tokent in U (all
of F; Q). In orderto copewith the varying lengthsof eachF;; Q;, we normalizeby the length
of the vectors. The similarity betweenthe vectorsis then the distancebetweenthemin an n-
dimensionakpace.We computethe dot productof the length-normalizedrectorsto determinethe
cosinesimilarity betweerthe les andqueriesof anodei:

sim(F:Q) = 3. (339
ifiiia]

Figure 3-9 displaysthe TFIDF weightednormalizedcosinesimilarity betweenthe les and
gueriesof our dataset. We seethat60%of the nodeswve captureexhibit similarity betweertheir le
setsandqueries.Our interest-baseceoganizationschemedescribedn the next Chapteris based

onthis encouragingesult.
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Courviction is worthlessunlesst is convertedinto conduct.

- ThomasCarlyle

Chapter 4

Designand Implementation

We presenburdesignandimplementatiorof ainterest-baserkoiganizatiorschemen thisChapter
We focuson designinga systemthat corvergesto an optimal andfair structure propertieswhich
werigorouslyde ne. Thesystemshouldbe robustto malicioususerswvho canmisbehae or derive
bene t from the systemwithout contrikuting, i.e. “free-riding”

Firstwe formally de ne idealandfair networks within the context of Peefto-Peer(P2P)over-
lays. To evaluateour designwe outlinea continuumof optimality rangingfrom globalto individual
welfaremaximizingnetworks. In addition,we shav thatenumeratingll possiblenetworksin order
to nd anoptimalone,ataskwe performin our subsequeralgorithmevaluation,is exponentially
hard.

Next we evaluatethe dependencef the currentarchitectureon the presencef SuperPeerslo
supportouragumentwe shav theuseof Bloom lters in the systemandanalyzethefalsepositve
rate.As expectedwe nd thatthe systemis highly dependentnthe SuperPeers.

To take the rst steptoward a rational network equilibrium, we look at a SuperPeemodel
whereleavesbehae in anindividually rationalfashion.We thenexaminethe potentialfor leavesto
reolganizearounda staticSuperPeenetwork.

Finally we considetthe problemattheroot of ourwork, aworld in which SuperPeerdisappear
or arenolongeraltruistic. We shav anumberof previously unrecognizeghroblemsn content-based
self-oganizingnetworksalongwith their quantitatve analysis.Our utility functionandreowganiza-
tion algorithmaretheresultof carefulanalysisof theseproblemsandthe ability to properlymodel
the system.Basedon our tracedata,we defenda choiceof discountfactor We concludeby intro-

ducingfour reasondor utility suboptimalself-reoganizingnetworks: anarchy(sel sh behaior),
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indifference myopiaandorderingto give furtherbasisfor our subsequerdnalysisandresults.

4.1 De ning Ideal and Fair Networks

Beforewe canbggin to reasoraboutoptimizationor reoiganizatiorwe must rst de ne metricsby
whichto evaluateour networksandalgorithms.Herewe provide our basede nition for optimaland

fair networks. The basicframavork we considerwhich we extendshortly is:

A setof nodesN .

An undirectedgraphG = (V;E) of vertices(V) andedgegqE) whereeachvertex is anode
(V = N).

Foralli 2 N, asetof les F; andqueriesqQ;.

A time-to-live (TTL), t, representinghe querypropagatiordepth.

41.1 lIdeal

We de ne anideal network asonewhereevery querythat canpossiblybe answeredy ary other
nodeis successfulMore formally, de ne F;; (t) asthesetof les availableto nodei asaresultof
maintaininganedgeE connectingo j whenqueriespropagatdo a depthoft. Fort > 0, we can
expressFi; (t) by therecursve expression:

0 1

Fii)=F[ @ Fix (1 1A (4.1)
k2nbrs(j) i

ThusF;; (t) includesthe les of theneighborj to whichi attachesiswell asthe les available
to j, throughall k of j's neighbors, with the TTL decrementedIn otherwords, this expression
givesthe setof les determinedby the unionof all les availableto i via nodeswithin its query
reachasaresultof the connectiorwith neighboy .

LetS;; bethesetof successfutjueriesfor nodei asaresultof connectingo nodej :

Sij = Qi\ Fj; (4.2)

1k mayor maynotalsobeaneighborof i dependingon whethera cycle exists, but nothingpreventsthis from being
thecase Sincewe areinterestedn theunionof all les, multiple pathsto the samenodedoesnot affect our de nition
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Let S; bethe setof successfubjueriesfor nodei asa resultof sendingits queriesQ; to its
completeneighborset:

Si = Si;j (4.3)
j2nbrs(i)

De ne P; asthe setcontainingall possiblyanswerablejueriesof i, i.e. the numberof queries

answeredsaresultof connectingo every othernode:

j=0

P; Sij (4.4)
An idealnetwork graphG constructiorthenimpliesthatthe numberof satis ed queriesfor all

nodes 2 G equalshe maximumpaossiblesuccessfutjueries:

Thecanonicaldealnetwork is afully-meshedgraph(atotal of %n(n 1) edgespuchthatevery
nodehasanundirectededgeto every othernode;mary otherswill existin practice.

Note thatthesede nitions of the ideality of a network do not take into considerationdentical
context duplicatedat morethanonenode. Thus,we requirethateachquerybe answerednly by
at leastoneothernodefor a matchandgive no additionalbene t to multiple matchedor a single
query In latersectionswe considerthe bene t of redundany, i.e. the situationwherequeryq of

nodei isfor le f andnodesa andbbothstoref wherea6 b6 i.

4.1.2 Fair

Fairnesss the ability of the network to preventnodesfrom gainingutility without contrituting. A
nodethat issuesqueriesbut doesnot provide ary reciprocalbene t is a free-riderand shouldbe
disconnectedrom the network. Nodesprovide bene t eitherby answeringqueriesdirectly or by
providing transitto othernodesvho answetthequery Thenetwork shouldensurghequerysuccess

of eachnodeis proportionalto the querysucces# providesto its neighbors:?

8n 2 N;8i 2 nbrs(n) : sy / Sin (4.6)

2More preciselywe areinterestedn maintainingutility fairnessput forego introducingutility until Section4.6.2.
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4.2 De ning Optimality

Optimality is thenthe balancebetweeranideal andfair network. We de ne a utility functionthat
rewardsideal andfair networks while penalizingthosewith needles€ommunication.The utility
functionis discussedn detailin Section4.6.2,but abstractlywe de ne u; (E;;t) astheutility of a
nodei in thesystemwheni hasneighborsde ned by E; andqueriesaresentwith aTTL of t. E;j,
theedgeofi, arede ned by thegraphG. Theglobalutility of agraphG for TTL t is theaggreate
utility of all individual nodes:
W
uGit) = ui(Eit) (4.7)
i=0
In this sectionwe formally developde nitions for acontinuumof optimality. At oneendof the
rangearesocially optimalnetworkswhich maximizetheglobalwelfare. Diametricallyopposedare
purelysel sh networkswherenodesmaximizetheirindividual theirindividual utilities. An optimal
network of sel sh nodesmustprovide no incentive for themto changetheir topology Thus,we
referto sel sh network optimaas*“equilibrium optimal’ Finally, in the middle of the spectrums

risk-adwersealtruisticoptimality. Eachof thethreetypesof optimality arediscusseachext.

4.2.1 Socially Optimal

Thesociallyoptimalnetwork is onethatignoresindividual userpreferencer happinessndinstead
maximizesthe aggregate utility. For all possiblegraphsin the exponentialsetf Gg, the socially

optimalnetwork is onethatmaximizesutility for agivenTTL t:

Gso(t) = g2 fGg:u(g;t) max[u(G g;t)] (4.8)

Socially optimal networks assumea centralizedoracleplanneris controlling nodeconnections
in orderto provide the highestaggrgatesocialutility. Becausenodescannotactautonomouslyn
this model, individual nodesmay be disenfranchisedh orderto provide bene t to othernodesif
sucha connectioryieldshigherglobalutility.

To illustratethe factthatlowering one nodes utility canincreasehe global utility by alarger
amountthanwaslost by thatnode,we examinetwo possiblenetworks. Froma setof edge<E, let
&; 2 E denotethe undirectedconnectionfrom nodei toj. Considergraphsg;h 2 G identical

exceptfor g having anadditionaledgefromi toj: g= h|[ e;;.
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Thenin the socially optimalmodel,the utility of g may be greaterthanthe utility of h evenif
theutility for thesinglenodei hasgonedown asaresultof theconnectiorfromi toj . In thishighly
plausiblesituation,the globaluutility is greatemwith theconnectiorfromi toj becausethird node
k (possiblyk = j, but not necessarilyfontributesmoreglobal utility to the systemthani detracts.

Formally, 9i; j; k 2 N;i 6 |; i 6 k suchthat:

ui(e;j 2 E)<ui(ej ZE)
uk(e;j 2 E) > uk(e; ZE)

u(g) > u(h)

Theimportanceof this exampleis thatsomeindividual nodesmay be“unhapyy,” or lesshappy
thanthey might be, in orderto maximizeglobal welfare. The ratio betweenthe socially optimal

utility andthesel sh utility is commonlyknown asthe“Price of Anarchy”[30].

4.2.2 Risk-AdverseAltruistic Optimal

Weconsidemnew classof optimalityweterm“Risk-AdverseAltruistic.” Suchnetworks t between
socially and equilibrium optimal. While thesenetworks cannotbe consideredn equilibrium for
purelysel sh nodesthey provide areasonablapproximatiorof existing P2Pnetworks. Thatis to
say we believe mary P2Pnodesarealtruisticsolong asthey derive some but notnecessarilall, of
thebene t of connectingo the system.We make only passinguseof this modelin our simulations
andpresenit hereprimarily for completeness.

A risk-adwersealtruistic optimal network is onewhereall nodeshave non-ngative utility (i.e.
are“happy”). However, a nodemay not maximizeits individual utility in orderto provide higher
global utility (i.e. bealtruistic). We assumehat nodesare not myopic andcanimplementa dis-
tributedalgorithmto determinegf their actionsmaximizethe global utility.® Alternatively, we may
againassumenoraclethatsenesasthe centralplanner Formally, the risk-adersealtruistic opti-

mal network for agivent TTL is:

Grao(t) = 92 fGg:u(git) max[u(G gt)l;ui(g;t) 08i (4.9)

3Unfortunately assumingompleteor semi-completé&nowledgerequiressigni cant coordinationauthenticatiorand
veri cation in a distributed system. Sucha systemis beyond the scopeof this work andwe userisk-adwersealtruistic
optimalonly asa modelby whichto measurehe performancef realsystems.
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4.2.3 Equilibrium Optimal

The nal classof optimality we considelis equilibriumoptimal. Suchnetworksrepresenthe high-
estglobalutility obtainablesubjecto theconstrainthatno nodecandisconnecbneof its peersj.e.
remove anedge andincreasats individual utility. In otherwords,for theactionspacehatincludes
droppingconnectionsthe nodecannotobtainhigherutility by takinganaction. Thus,the network
is consideredstableandin equilibrium. Formally, we de ne the equilibriumoptimal network for a

givent TTL as:

Geo(t) = g2 fGg:u(g;t) max[u(G g t)ui(Ei;t) > ui(Ei e&;;t)8i; 8 2 nbrs(i)
(4.10)

4.3 Comparing Structur ed and Unstructur ed Overlays

Having de nedideality, fairnessandoptimality, we considethow to bestarchitectasystento realize
thesegoals.Again we turnto previouswork for inspirationanda basisuponwhich to build. In this
sectionwe comparestructurecandunstructureaverlaysin the context of our goals.

Theremarkablgromiseof self-scalabilityembodiedby the P2Pparadigm hasled to a wealth
of theoreticaland productionsystems.Herewe comparestructuredand unstructurecbverlaysin
the context of fairness. Our designusesthe region abstractiorto realizea systemwith the most
appealingoropertiesof each.

Despitethe power of structuredoverlays,Chavathe,etal. [7] succinctlyidentify severaldisad-
vantagesn the context of the mostpopularP2Papplication: le sharing.

The rst disadwantagestemsfrom strict contentplacementin conjunctionwith the frequent
membershipchangescharacteristicof a realistic InternetP2P le sharingsystem[18, 36]. Uni-
formly allocatingcontentin the systemrequiresthat, for eachpieceof content,a consistenhash
functiondeterminesvhichnodestorest (e.g.,in Chordnodesandcontentareuniformly spreacbver
anidenti er “ring”). Thereforenodesmuststoreothers'contentjrrespectie of theirinterestin it, to
maintainthe DHT invariantsthatguaranteeorrectlookupswith boundedcomplity. Becauseof
frequentnodechurn,the systemincurssubstantiacommunicatiorand processingostsrelocating
contentamongnodes A seconddravbackis thatkeyword searchearemorerelevantin le sharing

networks thanthe exact matchquerieson which structuredP2Psystemgely. Keyword supportin
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structurecbverlaysis non-trvial. Finally, mostqueriesarefor “hay” ratherthan“needles”.In other
words,the majority of queriesarefor popularcontentwhich is, by extension,well replicated.By
destrying the naturalintereststructurea DHT is optimizedfor a uniformly distributedtrafc load,
anunrealisticassumptionn productionnetworks.

Unlike structurechetworkswhich have substantiaimaintenanceverheadunstructuregystems
aresimpleto build andmaintain.However, thecompromiséetweersuccessfubperatiorandquery

ooding limits the self-scalingpropertiesvhich motivatedistributed P2Psystems.

Selectinganappropriateoverlay depend®ntheintendedapplicationandneitherstructurechor
unstructureadsystemsareideal. Unstructuredbverlaysareappealingdueto their low maintenance
overhead replicationof popularcontentandability to searchon wildcard queries(i.e. “hay” not
“needles”).Howeverthesesamesystemsexhibit unattractre propertiesno correctnesguarantees,
largeamountsf querytraf c andlack of fairnesdi.e. “free-rider” syndrome) Onthebasisof these
obserations,we chooseo baseour designon unstructureaverlays.

Our thesisis the following. Thereexists a naturalstructurein P2P systems,andregionsin
generalthat stemsfrom commoninterests.lf nodesadapttheir connectiity within the overlayto
optimizefor commonintereststhe overlaywill evolve to clustersof userswho have strongshared
interests.Theseareconnectedvith longerlinks thatcorvey informationaboutsecondevel prefer
ences.With the additionof utility-basedtrustmechanismsthe topologyevolvestoward increased
ef ciency andreducedcongestiorwhile pruningmisbehaing nodesandfree-riders.In otherwords,

the systemprovidesa closerrealizationof network optimality.

4.4 Reorganization Algorithm Design

Informally, the designof our systemis asfollows. A nodeenteringthe overlay usesa bootstrap
mechanisnto locatea setof initial peersasin existing P2Pdesigns.Nodesattemptto maximize
their utility by exploringthebene t of maintainingdifferentconnectionsn theoverlay Thusnodes
arefacedwith aclassicexplorationversusexploitationproblem.

Nodessel shly attemptto maximizetheir local utility which is simply a bene t minus cost
function we provide later A neighborpeerthat provides a query resultincreaseghe utility of
maintaininga connectiorto thatpeer Similarly, nodeslose utility astheir neighborsgssuequeries
andtherebyincreasethe trafc load. Note that the utility of a peerproviding a query response

increasesegardles®f whetheror notthatpeeris thenodeproviding the le. Thenodemaysimply
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Figure4-1: InterestRegions

be on the reversepath of the queryresponse.In this mannernodescan provide both directand
indirect utility that may be eithera positive or negatve contritution. If a nodeforwardsa query
to its neighborswvho do not have the le, it cannotprovide ananswerto the original querier Thus
nodeswith dissimilarinterestswill tendto disconnectvhile thosewith similarinterestswill connect.

By notimposinga hierarchythe systemcapturesiddencorrelationsdhetweergroupsof users.
For instancea cionadosof acidjazzmay alsobe avid programmersThe systemwill clusteracid
jazz nodesin closeproximity to nodeswith sourcecode. We graphicallyshav interestregionsof
a hypotheticalnetwork in Figure4-1. Acid Jazz(AJ) nodesarein aregion connectedo the Jazz
(J) region. A secondevel preferencas shavn by the nodein aregion (P) which joins Acid Jazz
to aregion of programmer®ffering Code(C). This Figureillustratesthatregionsmay exist within
otherregionsandregionsneednot necessarilype connected.

To evolve, nodesin the systemcontinuallyexplore new links. The goal of the evolution algo-
rithm is to eliminatenodesthatonly sene to relay messagedreeingsystemresourceso improve
systemperformancendscalability We punishbadneighbordy disconnectinghelink to them.In

summaryour designprovidesthefollowing bene ts:

Nodesin the overlayreoganizeasa function of the queriesthey obsere ratherthanrelying
on an explicit classi cation hierarchy* By not imposinga hierarchy the systemcaptures

hiddencorrelationshetweergroupsof users.

“We couldusea large genreclassi cationstratajy aspartof the bootstrapmechanisnto improve convergencetime,
but do notconsideitit in this work.
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A utility functionto modelthederivedbene t of eachpeer The systemprovidesfairnesshy

ensuringhatno incentie existsto misbehae.

The systems global utility is increasing.While the topology may converge to a local opti-
mum, it is continually optimizing toward an improved state,onethat cannotbe worsethan

Gnutellas randomconnectiorstratayy.

Fairnessandoptimality Higherquerysuccessatesareachievzed evenwith a lower time-to-

live (TTL) andhencdessquerytrafc. Free-ridersaredisconnected.

The utility functionis a critical decisionin our algorithmdesignandshouldmodelreality as
closely as possible. However the utility function may requirea very large numberof variables
to completelydescribea particularnodes preferences Regardlessthe utility is clearly a bene t
minuscostfunction. Subsequerfbectiongdescribeour utility functionin greaterdetailandanalyze
thesimulationsensitvity to parametechangesn thefunction. Theinability to accuratelymodelthe

payofs for a large setof independenplayersin a systemmotivesthe epsilonequilibriumanalysis

in Section5.4.

45 Bloom Filters

Beforeanalyzingthe systems'dependencen SuperPeersye provide backgroundn Bloom lters
[5] andtheir usein existing P2Pnetworks. We thenexaminethe Bloom lter falsepositive rateas
derivedfrom our dataset.

Bloom lters provide acompacimethodof representinglemenimembershipConsideta setE
of n elementsey; ::;; e,. To constructabloom Iter, choose independenthashfunctions:hyq; :::hy
whereeachhashfunctionproducesaresultin therange[0; m). CreateanemptybooleanvectorB
of lengthm: jBj = m. For eachelementn theset,run eachof thek hashfunctionsto producemk
values.Eachof themk valuessetsabit in thebloom lter vectorB. Forthej 'th hashfunction,bits
h; (&)8i will besetto true. Calculationof thebloom lIter representatioB of theelementetE is
givenin Algorithm 4.1.

To determinef anelemente is a memberof B, checkthatB[hj(e)] = 1 8j. Algorithm 4.2
formally stategshemembershiguery

Bloom Iters areappealingbecauséhey have the ability to represenelementmembershipn a

X edsize. For instance Gnutellahostsusea simpli ed Bloom lter wherek = 1 andm = 64 (B
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fori = 1tomdo
B[i]=0
fori = 1tondo
forj = 1tok do
Blhj(e)] = 1
return@)

Algorithm 4.1: Bloom Filter Digest

forj = 1tok do
if B[hj(e)] = Othen

return(flse)
Blhj(e)] = 1
return(true)

Algorithm 4.2: Bloom MembershipQuery

is a 64k-bit vector)to representheir list of les. Each le nameis hashedo avaluein therange
[0; 65535)

Bloom lters canprovide falsepositves,indicatingmembershigpresencavhenthe elements
not actuallyin the set. However, thereare no falsenegatives; a Bloom Iter membershipuery
thatindicatesthe elementis missingis alwayscorrect. The probability of a falsepositive depends
on the numberof elementshashfunctionsandsize of the Bloom lter vector Thefalsepositve

probabilityrateis givenby:

(1 em )k (4.11)

In Gnutella,with a singlehashfunction,thefalsepositive rateis:
1 em (4.12)

As shavn in Chaptel3, theaveragenumberof les sharedoy hostsin ourdatasetvas134.The
expectedfalsepositive rateis: 1 emss ' 0:2%.

Within the context of P2R Bloom lters offer an additionalbene t. protectingthe privagy of
anodes sharedle list. It is impossibleto recreatehe setof keys thatgeneratedhe bloom lter.
An exhaustve searchof the key spacewould leadto far too mary falsepositives. Thus, Bloom

Iters provide anelegantmechanisnio bothreducecommunicatiorcostandallow leavesto senda

privatizeddigestof their le lists.
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4.6 Dependenceon SuperPeers

Having validatedthe potentialfor self-reoganizationin Chapter3 andoutlinedthe adwvantageof
unstructuredverlaysin the context of our goalsin this Chapter we examinethe questionof how
bestto incorporatereoganizationinto an architecture. We will considerreoiganizationin both
homogenousnd heterogenousetworks, i.e. thosewith and without the two-level hierarchyof

SuperPeerandleaves. We considetthreepotentialarchitectures:

1. SuperPeemnwithoutSelf-Reoganization:ThisrepresentthecurrentarchitecturewhatGnutella

usestoday

2. SuperPeerwith Self-Reoganization:Thiswouldbean“augmented'Gnutellausingthecon-
ceptsof self-reoganizatiom. For example,differentSuperPeersould sere as“clusterlead-

ers”for variousinterestsmuchastherearebulletin boardsetc. today

3. Self-ReoganizationAlone: This representa world in which either SuperPeerso longer

exist or we chosenotto emplg them.

To guide our decision,we examinethe importanceof SuperPeeri our datasetandthusthe
dependencef the systemon the SuperPeers.An olvious additional questionis “What would
happenf the SuperPeergst wentaway?” While this is moreat the heartof our amgument,it is a
dif cult questionto answerscienti cally sinceit requiresusto make mary assumptionasto howv
the network would function. Regardlessof the assumptionsit is clearthatwithout thesehubs,the
network would suffer signi cantly. Sincethe primary role of SuperPeerss to Iter andlimit the
guerieswe askthequestion:

Question#2:*"What would happento the systemif the Superieers did not Iter themessges?”

4.6.1 The BaseModel

To answetthis rst questionwe turnto our datasetThedatapresentsiswith anunderlyingframe-
work for thenetwork. Uponthisframewvork we build amodelwhichwe useto drive our simulations.

Herewe extendthe earlierframewvork, whichwe will build uponfurtherin latersections:

A setof usernodesN , eachcorrespondingo realusersin thetrace

A setof SuperPeers$s
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Table4.1: SuperPeefopologyConstructiorParameters

| Parameter] Value | Description
Ca 10 Max NumberSuperPeekeaves
Cs 5 Max NumberSuperPeeto SuperPee€onnections
C 2 Leafto SuperPee€Connections

A non-directedgraphG = (V;E) whereV = N[ S

Foralli 2 N, asetof les F; andqueriesQ; correspondingo the les andqueriesobsered

for all non-SuperPegslayeri'sin thetrace.

Recallthatour dataignoresthe structureof the Gnutellanetwork it wascapturedrom. Instead,
thedatasimply representaodesandtheir correspondinges andqueries We createthenetwork of
leavesand SuperPeerasfollows. Gnutellaspeci esa numberof network propertiesve maintain:
the numberof connectiondeaves attemptto maintainwith SuperPeer§C, = 2); the numberof
leaf connectionsSuperPeerarewilling to maintain(C, = 10); andthe numberof SuperPeeto
SuperPeeconnection{Cs = 5). Theseparametersaresummarizedn Table4.1. For N leaves,
we createNc—? SuperPeersSuperPeerare randomlyconnectedo form a d-regular graphusing
the methoddescribedn detailin Section5.1.1. Eachleafis randomlyconnectedo Cg different
SuperPeersubjectto the constrainthata SuperPeeacceptsat mostC, leaves.

Giventhis model,arun of the systemin our simulatoris the following four stepprocess:

1. Eachnodesendsall of its queries.
2. Accordingtothe TTL, thequeriesare ooded throughthe SuperPeenetwork.
3. Accordingtothe TTL andSuperPeeBloom ltering, queriesarepropagatedo theleaves.

4. Totalquerytrafc andthenumberof successfutjuerymatchesarerecorded.

Figure4-2 presentshe resultsof this simulation,plotting aggrgatenumberof queriesagainst
query TTL for a world with andwithout ltering The y-axis on the left of the graphshavs the
aggrgatenumberof messagem the network without Itering while the y-axisontheright shavs
thesamemeasurevith ltering. In all simulationruns,the network topologyis static. Clearly the
lossof Itering would have a signi cantly negative impacton the systemjncreasingqueryload by

afactorof approximately400!
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Figure4-2: QueriesRecevedby Leavesin SuperPeeNetwork vs. TTL

Observation#1: The scalability of the current Gnutella systemis highly dependenbn the

continuedexistenceandfunctioningof the Superkes.

4.6.2 An Individually Rational Model

Oneproblemhiddenin Figure4-2 is thatquerymessagéoad not only causescalabilityproblems
but mayalsocausenodedo reconsidewhetheror notthey arehappy beingconnectedo thenetwork
atall. Nodescanconsumeonsiderabl€PUandbandwidthresourceprocessingncomingqueries.
It is reasonabldo expectuserswhosequeriesare not being successfullyansweredo leave the
network, particularlyif remainingconnectedurdensthe user

Clearly onewayto reduceguery-inducedbadis by decreasinghequeryTTL, furtherlocalizing
querypropagationHowever, doingsodirectly decreasethe querysuccessate.

To analyzetheintertwinedeffectsof thequeryloadandsuccessatefor a user we enhanceur
model.De ne anexecutionfunctionRUN (G; F; Q) which simulateghe systemproducesa setof

tuples(Li; M;) where:

L; is theaggrgateload (in queriespersecondyeceved by nodei in graphG. Theinduced
load of anodej is calculatedby takingthetotal numberof queriesissuedby j in thetrace

anddividing by thetotal amountof time thatit wasconnectedn thetrace.

M; is thetotal numberof querymatchesbtainedby nodei from issuingqueriesQ; through
its links in graphG. In termsof our earlierde nitions, the numberof querymatcheds the

sizeof thesuccessfujuerymatchset:M; = |S;j.
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We de ne atraditionalbene t minuscostutility functionthatcapturesnterestsandload. Our
bene t functionis the squareroot of a nodes querymatchegM ;). Its corvexity representslimin-
ishingmamginal returnfor additionalmatches.The costof supportingthe neighborsetis given by
thelinearfunctiong(x) = x . We discusschoosingan appropriatevalueof in Section4.9.5.

De ne theutility of nodei as:

P —
Ui(G;Mi;Li): M; Li;8i2N (4.13)

Thus, the utility for i maintainingconnectiondo its neighborsetis a corvex function of the
numberof successfutjueriesasaresultof thatneighborsetminusa linearfunctionon the number
of queriesi hasto processon behalfof its neighbors.An olvious questionis whetherthis utility
function,whosetermsadmittedlyhave inconsistenunits, is representaie of a users preferences.
We discusghis andexaminethe assumption$uilt into the utility functionin the next Section.

This modelprovidesthe basisof anindividually rational system Nodes:

Leave the systemif they receve lessthanzeroutility.

Have no ability to affectthetopologyof the system.

We evaluatethe SuperPeenetwork underthe basemodelandthe individually rationalmodel
in Chapters. The resultsof our simulationsshov the dramaticimpactof Bloom Itering on the
overall systemutility. The key reasorfor the reductionin systemutility without ltering is thata
signi cant numberof the nodedeave the system.Thus,

Observation#2: The sustainabilityof the current Gnutellasystermis highly dependenon the

continuedexistenceof the Superkeers.

4.7 Modeling Assumptions

Beforeproceedindurther, we take a brief diversionto discusamodelingassumptionsve make and
theirimplications.

A key simplifying assumptiormadethroughoutis with respecto the temporalnatureof the
system. A real P2Poverlay network is highly dynamicwith nodesenteringandleaving, gaining
new content(e.g. downloading)andissuingqueriesover time. To lend tractability to a comple

problem,we do not examinetemporalaspectof the system.Instead the nodes, les andqueries
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aretakenasa x edsetatonepointin time. This allows usto focusontopologyandreoganization
issues. To properly model a temporal le-sharing overlay would require gatheringdatafrom a

muchlarger sectionof the Gnutellanetwork for alongerduration.We operatdan this modebothto

simplify the problemfor initial analysisandsincea datasebf a periodontheorderof weeksmakes
theanalysisratherunwieldy While we recognizehelimitations of this mode,anddiscusgpossible
futurework thatincludestime in Chapter6, we feel thatthe effect of this assumptioris especially
minimal in thoseexperimentavherethe network topologyis x ed.

Our utility function includesa several assumptions.First, the bene t of query matcheshas
diminishingmaginalreturn,i.e. P M in theutility function. Secondwe assuméhatthecostof the
incomingqueriesscaledinearly with theload. Third, we assumehatall usershave the sameutility
function. Fourth,for our simulationswe mustselectavalueof . We do notpresumeo beableto
determinaa “correct” utility function,but ratheruseit asatool for makingdirectionalcomparisons.
We considerhow to bestchoosea valuefor in Section4.9.5. Theinability to modela large set
of userpreferenceaccuratelymotivatesour investigationof anepsilonequilibriumin Section5.4.
Thus,we feelwe arejusti ed in our useof the utility functionandassumptiongresentedhere.

A third assumptioris how to scoremultiple responsethata querycanreceve. In calculating
M, we might countmultiple hits from the source(i.e., found along different paths)as multiple
matches.Or, the nodescould countonly multiple hits for the same le from differentsourcesas
multiple matches.For example,in Figure4-3, a nodeissuestwo queries:f ; andf,. While there
aretwo pathsto the nodewhich storesf 1, andhencetwo possiblequeryresponsegaths(a query
responsenay cometo S; from both S, andSs, eachof which is forwardedto the original querier
leaf) thereis only a singlematchfor f ;. Ignoring multiple responsefrom the samenodeprevents
nodesfrom building densegraphsin orderto maximize utility. However, someamountof path
redundang canbebene cial. In contrasttherearetwo distinctcopiesof f ,, thusbene tis derved
from both asthe queryresponsesriginatefrom differentsources.We examinescoringmultiple

responses Sectior4.8.2.

4.8 SuperPeerswith Reorganization Ar chitecture

We have presentech modelfor evaluatingandsimulatingthe currentGnutellaP2Poverlay archi-

tecture.We next turn our attentionto the secondpotentialarchitectureanaugmentednutella-like
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Query: f,f,

Figure4-3: Redundang andCalculatingQueryMatches

systemwhereleavesreoganizearoundthe SuperPeenetwork.®

4.8.1 Reorganization Model

Algorithm 4.3 speci esanaive perroundreoiganizationprocesgor leavesin a SuperPeenetwork.
Leavesattemptto nd a SuperPeethey arenot alreadyattachedo thatis willing to acceptnev
connectionsEachleaf propagateds queries.Leavesreceve queriesfrom their SuperPeera/hen
the SuperPees' Bloom Iter indicatesa match. After all queriesarepropagatednodesdetermine
the utility of their SuperPeeconnectionsand performa drop step. Let u;; bei's utility derived
from maintaininga connectiorto nodej .6 We usethe simpledroprule of disconnectingiodesthat

contrikute negative utility.

f SP g = setof SuperPeers
while j busydo

i rand(SP  fnbrs(i)g)
Connecto j
SendandReceve Queries
for all k 2 nbrs; do

if (Ui < 0) dropk

Algorithm 4.3: leaf Reorg(i): Leafi Reoganization

In this andlater Sectionswe emplg/ a small facetiousnetwork to guide our designdecisions
or illustrateimportantobsenations. We constructa simple network consistingof 6 leavesand10
SuperPeersThe les andqueriesof leaves0, 1 and2 werechosersuchthatthesethreenodeshad
strongly similar interests. Leaves 3 and4 were createdin the samecontrived fashionbut with a
differentsetof sharednterests.Finally leaf5 has les andqueriesdissimilarfrom all of the other

leaves.

5SomeP2Psystemsely on lateny measurement® drive a leaf s selectionof SuperPeeconnectionsin this sense,
they tooreolganize.Our reoiganizations insteaddriven by fairnessandoptimality aspreviously described.
5\We later shaw thatutilities cannotbe measuredh isolation,but rathermustbetaken acrosscoalitionsof neighbors.
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Figure4-5: Leaf Reoganizatiorwithin SuperPeeNetwork, = O:1,ttl = 2

Using the sameprocedureasin Section4.6.1, the simulatorrandomlyinterconnectghe 10
SuperPeerfabeled9000through9009to clearly distinguishthemfrom leaves)andthenconnects
theleavesrandomlyto 2 distinct SuperPeerdn eachof the simulationsthatfollow, the simulation

beginswith this sameinitial topology shavn in Figure4-4.

4.8.2 Simulation

Theutility of theinitial networkfor = 0:1andaTTL of 2is 17 if eachSuperPeehasthebloom
Iter digestof its leaf children. If we allow the network to reoiganizeaccordingto our algorithm,
we seethatutility quickly cornvergesto 242. Theresultingtopologyis shavn in Figure4-5.

In this densegraph,nodes0, 1 and 2 have tried to connectto eachothervia mary different
SuperPeerslIn fact,eachSuperPeers lled with the maximumnumberof leaf connections.The

maximumnumberof leavesis ve in this simulationand boundsthe utility. Nodeswith strongly
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similar interestsgain utility with multiple connectionaup to the point that the utility imbalance,
i.e. load, on a neighboy in conjunctionwith  causesone peerto drop the connection. In this

simpleexample,the TTL is 2 sothe load effectsarelocalizedarounda single SuperPeeandthe

low = 0:1 allows asmary connectionsasthe SuperPeerwvill support. Thus, we seethe two

groupsstrongly connectedvhile node5, the nodewhich canonly contrilute load, is completely
disconnected.

A secondinvocationof the simulationyields a slightly differentutility resultof 252. In this
example theorderin which nodesdiscorer eachothervia differentSuperPeeris uencestheequi-
librium result! SinceeachSuperPeemaintainsat most ve leaf connectionspncethe SuperPeer
is “full”, othernodescannotattachandexploretheadditionalutility of the connectionlf thenodes
have apositive utility for the SuperPeetonnectionthe SuperPeewill never have ary nen connec-
tion slots. Theleaf connectioncountin combinationwith the utility disbalancéetweena pair of
nodesattachedo the sameSuperPeeis the mainin uence on the equilibrium stability seenin the
example.

Whennodesarerisk-adwersealtruistic(Sectiord.2.2),whereeachnodestopsexploring onceits
utility is positive, the network quickly convergesto autility of 27. Nodes0, 1 and2 clustertogether
asdo 3 and4. Node5 maintainsa connectiorto every SuperPeethatdoesnot conneclieavesO, 1,
2, 3 or 4. Sincethe utility of connectingo a SuperPeethatconnectghe otherleavesis negative,
5 will alwaysdisconnect.Similarly, since5 is indifferentto connectingto SuperPeerthatdont
have otherleaves,it maintainsconnectiongo all of them. We notethatwhile nodesactingin this
semi-sel shmannemllow the network to quickly reachequilibrium,theglobalutility is far shortof
thatin the previoustwo examples.

Figure4-6 shawvs the utility of the precedinghreeexamplesasa functionof simulationround.
The rst two lines shav the two simulationinvocationswhere = 0:1 andTTL is 2. Thethird
line shaws theutility of thenetwork in therisk-adwersealtruisticmodel. Our simulationdeadto the
following two obserations:

Observation#3: Nodesshouldnot derive additional utility from multiple pathsto the same
source nodeholdinga particular pieceof content.

Observatior#4: Thearti cial limits on SuperRerleafconnectionganlimit the nal utility.

"We discusshe orderingproblemin detailin Section4.11.4.
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Figure4-7: Effectof Changing onReoganizedTopology = 0:25ttl = 2

4.8.3 Sensitvity to Alpha

We next explorethe effectsof changing , the discountfactorappliedto queryloadswhennodes
computetheir local utility. Again, we startwith the initial topology of Figure4-4. The resulting
topologyfor = 0:25is shavnin Figure4-7.

Becaus®f theincreasedostof queryloadwith = 0:25, nodes3 and4 clustertogethearound
a single SuperPeewhile 0, 1 and 2 clusteraroundmultiple SuperPeersin contrastto the earlier
examples3 and4 arereleggatecdto theirown clustersincetheincreasedostof loadfrom SuperPeers
that connectthe otherclusterforcesthe disconnection.Becausehereare unfull SuperPeerghe

utility reachesa point whereit oscillatesbetweenseveral utilities around100 at equilibrium. The
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Figure4-8: Network Utility vs. Roundfor Different in SuperPeeNetwork

resultsof changing aregivenin Figure4-8. Thus,we male thefollowing intuitive obseration:

Observatior#5: Thediscountfactor , affectstheresultingreoiganizedtiopolayy and utility.

We discussselectingan appropriatevaluefor in Section4.9.5. Our resultsandobserations

leadto our rst conclusion:

Conclusion#1: GivenObservationd, 2, 3 and4, wedecidenotto includeSuperRers in our

proposecarchitectue.

4.9 The Full Model

With the backgroundof the previous Sections,ncluding partial modelsto build the properintu-
ition, we now presenta full modelfor sel sh, interest-basedeoganizationwithin a network of
homogenousodedi.e. without explicit SuperPeers)e make thefollowing re nementsto earlier

models:

Equilibrium: As before,we allow nodesto have a disconnecactionaspartof their stratgy.
A nodemay disconnectary of its existing links and possiblybe fully disconnectedfor a
utility of zero). Thus, it is the casethattwo nodesconnectedy a link in the overlay must

desirefor thatedgeto exist.

Reopganization: Nodesreoganizeindependentlyin eachround of simulation. Beginning

with aninitial topology nodesexploreby connectingo othernodesn the system.As before
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andperourassumptiong Sectiond.7,nodesssueall of theirqueriesandreceve all possible
responsesn every round. On the basisof the responsesand the load from peers,nodes
determinewhich membersof their currentpeersthey wish to retainandthosethey wish to

disconnect.

Free-Riding Truthfulnessand Reputations:A signi cant issueis that of free-riders,nodes
who download les without providing ary valueor who somehw misrepresenthemseles
to obtainbene t. In a self-reoganizingsystemthis certainlyis a potentialproblemasthere
is a tradeof betweenexploring a nodeand being exploited by that node. Free-ridingand
systemdor establishingeputationsareanissueof a signi cant amountof research1, 14]

but beyondthescopeof this paper For thepurpose®f our simulationtheissueis mostlymoot
aswe ignoretemporalaspectsand effectively compressour tracedatainto a single period.
However, we do notethatcommunitiesandcommunitystructureprovide a naturalmeansof

addressingheissueof reputations.

Numberof Rounds:In a real dynamicsystemnodeswill be continuallyjoining andleaving
the systemandhencethe network will never be stable.Evenin our simulationswith a x ed
populationof nodesas derved from our traces,the sheersize of the network implies that
it will take a signi cantly long time to stabilize. Thereforein our experimentsunlessoth-
erwisenoted,simulationsrun for 10,000rounds. If we assumel0 secondsper round, this

correspond$o approximately27 simulatechours.

4.9.1 Coalitions

In developingour reoganizationschemewe nd thatdecisionmakingis a key componentwith

severalsubtleaspectsOnthebasisof prior experiencexploring andthe currentsetof connections,

nodesmustdecidewhich subsebf connectiondo keep. A naive approactevaluatedinks individ-

ually andforms perlink opinionstowarda decision.However, this approachignoresthe ability of

multiple links to provide the sameles. Thus,the utility contritbution of anindividual link is not

importantbut ratherits uniquecontribution. Thisis depictedn Figure4-9.

In this Figurethereis a setof four nodesA; B;C andD, andtheir constituentles. We also

shawv theload eachof thenodesexertson A. ConsiderA's decisionprocess A mustdecidewhich

subsebf its currentpeerst wishesto keepat eachround. AssumeA is trying to satisfyqueriesfor

les F1; Fy; F3 andF,.
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Load: 0.11

F1,F2

D

Load: 0.11

Figure4-9: Network TopologyDemonstratindg?otentialCoalitionsandtheir Importance The exis-
tenceof B andC makesA undesirable.

If A is initially connectedo B, all of A's queriesare satis ed giving A a utility of P 4
10(G:3) = 1. However, if insteadA wereconnectedo C andD, A would alsobe ableto satisfyits
gueriesput with a higheraggregateutility of P 4 10(011+ 0:11) = 1:8. To provide nodeswith
the ability to properlydeterminetheir bestaction,we borrowv from Shaplg to introducethe notion
of coalitions[40]. Seee.g.[22] for amoremoderntreatmenbof coalitions.

From our example,we seethatit is impossibleto scorethe links completelyin isolation but
ratherthe node must examinethe potential coalitions. This is a potentialdownside sincethere
are a combinatorialnumberof sets. In practice,the computationaload on a given nodeis not
signi cant sinceit will likely be consideringonly asmallnumberof links. However, thisdoesmake
the network topologydependenbn ordering,aninterestingobseration thatwe discussn Section
4.11.4.

We assumeéhatwhena nodeis indifferentbetweentwo coalitions,it will selectthelargerone

in thehopethatby doingso, it canaid globalutility while notdeviating from a sel sh stratayy.

4.9.2 Bullies

Oneissuerelatedto the exploration problemis that if nodeseliminatedundesirablepeersevery
period,the systemstability andpotentialfor explorationwould be signi cantly diminished.For a
TTL > 1, whenanoderecevesaquery it passed onto all its neighborsThus,if anodeconnects
to anundesirablgeer onewith ahigh queryloadandlow numberof desiredles, it maycausehe

peersalreadyconnectedo it to dropsincethey toowill suffer thehigherqueryload. We termthese
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Q={A} Q={8B}

Q={A-Z} .- . F={A)

s

F={z}

Figure4-10: Bully Playersin the System

undesirablenodesoullies.

For example,Figure 4-10 shavs the effect of a bully playerin the system.AssumenodesN g
andN areconnecte@ndno otherconnectiongxist in thenetwork. No andN; arein equilibrium,
sincebothnodesarederving utility from connectingo eachotherandthey do notwishto deviate
from their currentcoalition. Now considera bully node,N » thathasalarge numberof queriesand
asetof les thatis eithersmall or of minimal useto otherplayersin the system.As N, explores,
it might chooseto connectwith Ng. By connectingo N, the queriesof N, areforwardedalong
to N1, upsettingthe equilibrium balancethatNg andN1 werein. ThusN is actingasa bully in
thesystem.If N; disconnectérom Ng asaresult,beforeN candisconnecthebully N, thenthe

globalutility andstability of the systemwill decreasasaresult.

4.9.3 Hysteresis

In orderto overcomethis dif culty andto promoteexploration,we implementa simplehysteresis
in thenodes.Nodesmaintainpernodehappinessvhich,in combinationwith asimulatedannealing
stratgy [31], drivesreoiganizationdecisions.Thegoal,in the contet of bullies for example,is for
anodeto dropanothemodewith someprobabilitybasedonhow hapy or unhapp it is with it over
theperiodsin which thetwo nodeshave interacted.

Simulatedannealindhastheattractve propertythatinsteadf continuallytakingasel sh choice
thatcanleada nodeto a local minimum, nodesmake decisionsbasedon probabilitiesthat expo-
nentially decay Algorithm 4.4 shavs the booleandecisiona nodei makesfor choicesinvolving a

seconchodej basedni'snotionof happinessvith j .
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Eachnode maintainsan notion of happinesshappy, with every other nodein the system.
happy is a non-ngatwve integer In eachround,whena nodej is part of the optimal coalition
for nodei, happyi[j] = hi[j] + 1. Conversely if a nodeis not part of the optimal coalition, i
decreasegs happinessvith thatnode. At eachdecisionpoint, the probability of a nodetakingan
actionX thatinvolvesj is givenby: Pr[X] = e %14napoyilll Thus,if happy[j] = 0, i will drop
j with probability 1. If hi[j] = 15, thereis only a 12% chancethati will dropj duringthe drop
phase.A nodefor whichi hasnever interactedwith previously is givenaninitial happinessf 15.
Thus,nodesareinitially consideredyood. k = 0:14 waspicked to give a 50% decayafter5 time

steps.Solving0:5 = e’ givesk = 0:139

k=014

ro [G1)

p e khappy[i])
if r pthen

returnfr ue)
returnf alse)

Algorithm 4.4: makeM ove(j ): i DecisionMakingBasedon |

4.9.4 Algorithm

In eachround,the peersusethe makeM ove algorithmto determinewvhetherto accepta newv con-
nectionor dropmemberf acoalition. By usingsimulatedannealingnodesquiesceastheir utility
corvergesto anoptimum.

Algorithm 4.5 speci esthedistributedreoiganizationalgorithm. Eachnoderandomlyselectsa
nodeotherthanitself andits neighborsto connectwith. After sendingandreceving queriesthe

nodeevaluatests local utility for eachcoalitionin the neighborsetandperformsa dropstep.

fN g = setof all nodes
Connectorand(N i nbrs(i))
SendandReceve Queries
for all coalitionsk 2 nbrs(i) do
c BestCoalition
for all nodeg 2 nbrs(i) cdo
happy[i] happylj] 1
for all nodeg 2 cdo

happy(j]  happyfj] + 1

Algorithm 4.5: reorg(i): Nodei Reoganization

Algorithm 4.6 providespseudo-codéor thedropalgorithm.
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if makeMove(j) = truethen
dropj

Algorithm 4.6: drop(i; j ): Nodei PeerDropping

4.9.5 ChoosingAlpha

Acrossour dataset,we seethatthe averagenumberof possiblequerymatchegernodeis approxi-
mately3. The meannumberof queriespernodeis aroundl1. And eachnodes averagequeryrate
is 0.02queriespersecond.Let k be the numberof neighborsa nodehason average.An average
nodecansupport:

p__
M k%002 o0

Fork = 3andTTL = 2,we nd = 9:6. Thus,wechoose = 10for theexperimentdn this
work unlessotherwisenoted.

Our nal obserationis the sensitvity of ourresultsto in the costfunction. By increasing ,
we createnetworksagreatemumberof smallerclustersandalargerproportionof fully disconnected
nodes.Similarly, decreasing producesetworkswith fewer larger clusters.While our resultsare
sensitve to , andin factwe achieve a muchhigherquerysuccessatewith larger , therelatve

differencewe demonstratstill holds.

4.10 Finding Optimal Graphs

In this sectionwe describeour techniquedor nding the“optimal” network structure.Understand-
ing the ideal network that maximizesglobal utility provides a basiswith which to comparethe

sel sh algorithm.Unfortunatelyanexhaustve searctof all possiblegraphss exponentiallyhard.

Theorem4.10.1 For n = jVj nodesthe numberof possiblesimple undirectedgraphs,including

cyclicanddisconnectedraphs,is:
. K 1
if Ggj = 2" wherek = En(n 1) (4.14)

Proof. Considerthe n-by-n booleanconnectiity matrix N whereelementN; is eitherO or 1 to
indicatea connectionor lack of a connectionbetweennodesi andj. We ignore elementsof the
matrixdiagonal:N;; 8i = j asnodesmplicitly connecto themseles. Thisleavesn?  n matrix
elements Sincethegraphis undirecteda connectiorbetween andj needonly berepresentetly

Ni; = 1orNj; = 1, butnotboth. Thus,we requirek = %n(n 1) elementf the connectiity
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matrix N to represengll possiblegraphs. Note that this is simply the arithmeticseries. Each
elemenbf thematrixis either“on” or “off” to represené connectioror lack of aconnectionThus

thereare 2 differentsimple, undirectedgraphpermutationsllowing for cyclic anddisconnected

graphs. |}

Insteadwe will uselocal searchtechniquedo approximateghe optimalgraphsn Section5.3.2
of the evaluationchapter The simulatorpopulateseachnodewith actual les andqueriescaptured
from a portionof thelive Gnutellanetwork. We ignoreary structurewhile capturingGnutelladata;
we areinterestednly in the les andqueries.Thesimulatorrandomlyconnectghe network sothat
eachnodehasthe samedegree(k-regular). Simulationproceedsn roundsthat alternatebetween
addinga randomedgeand removing a randomedge. After each“move; the network utility is
computed.

Network utility is determinedoy taking the queriesof eachnodeand propagatinghemto all
neighborswithin deptht wheret is the TTL. If theutility of the network decreaseastheresultof
thelastmove (i.e. therandomlyaddedor removed edgehurtsglobal utility), the move is undone.
In thisfashion theutility is monotonicallyincreasing.To avoid local minima,thealgorithmrestarts
with a new randomlyconnectedetwork after p roundswith no increasdn utility. In practicefor

networks of thesizewe considetere,avalueof p = 5000empiricallyworkswell.

4.11 The Costof Being Sel sh

In this subsectiorwe provide intuition behindthe utility differencebetweenthe globally optimal
graphandthesel shly constructedyraph.We nd four maininterrelateccause®f non-optimality:

anarchyindifference myopiaandordering.

4.11.1 Anarchy

Recallthatsomeindividual nodesmay be unhappy in orderto maximizeglobalwelfare. Theratio
betweerthe socially optimalutility andthesel sh utility is known asthe“Price of Anarchy”.
Considerthethreenodeswith their les andqueriesasshavn in Figure4-11. Assumequeries
propagatéwo hops,i.e. TTL = 2. BothnodesNg andN; wish to communicatevith N,. But
neithernodeis offering les. NodeN, derivesno bene t from the connection.Thusin a purely

sel sh environmentthe network will bedisconnected.
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Q={A} Q=1{B} Q={

F={} F={} F={AB}

Figure4-11: ExampleNetwork lllustratingthe Priceof Anarchy

Fromtheperspectie of maximizingtheglobalutility however, aconnectedjraphis optimal. As
long astheimpactof the ostracizedchodesis lessthanthe bene t accordingto our utility function,
the optimalalgorithmwill connecthe nodes.

AssumethatnodesN andN; sendqueriesat a rateof oneevery ten secondsuchthatL g =
L, = 0:1. Fortheutility functionde ned previously in Equation4.13,the utility of the network
aspicturedin Figure4-11is P iUy =21 0:2). Solving for P i Ui > 0 easilycon rms the
simpleintuition thatfor all < 5, theutility of connectings globally betterthanthe disconnected
network of singletongesultingfrom sel sh constructionFor example, = 1yieldsaglobalutility
of 1:6 whenconnectedsin the gure. In contrasthe sel shly constructedetwork hasa utility of
0.

Thisintuition generalize$o othernetworks,andnodeghatarenotsolelyfreeriders.Depending

ontheutility function,similar resultsareobtainedor arbitraryT T L andcontent.

4.11.2 Indiffer ence

The secondohenomenonvhich leadsto globally sub-optimahetworksis dueto indifference.We
termthisthe“Price of Indifference. Considetwo nodeswith les andqueriesasdepictedn Figure
4-12. Again,assumel TL = 2. Assumethateachnodesendsts queriesevery tenseconds.The
gueryloadfrom thenodesareLg = 0:1,L; = 0:2.

Let = 5. If nodeNg is connectedo N; ug = pI (0:2) = 0. EventhoughNg gains
utility from the successfutA” query it losesthe sameamountof utility from the loadinducedby
connectingo N1. ThusNy is utility indifferentto N 1.

Thedisconnectedhetwork naturallyhasa utility of 0. However, the individual utilities of N g
andN1 interconnectingireug = 0, Uy = P 1 (0:1) = 0:5for aglobalutility of u = 0:5in this

example.
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Q={A} Q ={B,C}

F ={B} F={A}

Figure4-12: ExampleNetwork lllustratingthe Priceof Indifference

4.11.3 Myopia

Finally, we introducethe notion of “Price of Myopia” which is closely relatedto the issuesof
indifference. Nodeshave incompleteinformationand only make decisionsbasedon their current
setof neighbors.We assumehat given enoughtime to explore, nodescan nd othernodeswhich
arebestableto satisfytheir queries.Insteadwe areinterestedn the moresubtleeffect of myopia
wherenodesare blind to moves andtopologiesto which they areindifferent, but would increase
globalutility.

To illustrate myopic behaior, we give an examplein Figure4-13. We considentwo different
worlds in this gure. In world one,nodeNg and N, are connectedwvhile N1 is disconnected.
In world two, nodesNg andN» both connectto N;. The following threepropertieshold in this

example:

1. Theutility of nodeNg in bothworldsis the same:Uyor1d1(0) = Uworid2(0). Ng is utility

indifferentto eitherworld.

2. All nodesin eachworld arein equilibrium: Uyorig1:2(Nj) 0 8i and @coalitionc 2

nbrs(N;) suchthatUyimn <(Nj) > U(Nj).
S . ) P P
3. Theglobalutility in worldtwo is greatethanin worldone: ; Uworida2(Ni) > ; Uworid1(Ni).

Assumethat eachnodesendsits setof queriesevery seconds.Let' = - to simplify the
discussionFor thethreenodeggyiven,condition1, Uyorig1(No) = UWO”dz(NO),impIies:pI "=
P 2 3 .Thus, ' 0:207 Notethatin bothworlds,all nodeshave non-ngative utility andnodes
have no incentive to deviate from their currentpeers. For all nodes,no coalition exists thatis a
subsebf the currentneighborsetandgivesa higherutility to thatnode.

P i Uworia1(Ni) = 2 3 andP i Uworid2(Ni) = 2p§+ 1 10 . Thus,for' < 0:26], the
utility of world two is higherthanin world one. In particular for' = 0:207, Uygrig1 = 1:379and

Uworldz = 1:758 Thus,the Priceof Myopiain this exampleis 1:538 = 1:275
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World 1:

F ={B,C} F = (E} F = {A,D}
Q={AE} Q ={C,b} Q={B}
World2:
F ={B,C} F = {E} F = {A,D}

Figure4-13: ExampleNetwork lllustratingthe Priceof Myopia

If sel sh nodestry to minimize their connectiity by droppingconnectiongo which they are
indifferent,Ng andN, will connecto eachotherinsteadof usingN ; astransit N1 will bediscon-

nected Notethatthis outcomedoesnot contradictthe behaior of utility maximizingnodes.

4.11.4 Ordering

In this subsectionwe demonstratehat the orderingof events, suchas exploration and decision
making,affectsthe eventualoutcomeof the system.

Considethenetwork of four nodesasshaw in Figure4-14.NodeN g hastwo differentcoalitions
thatsatisfyherqueries.The rst coalitionis to simply connecto N ;. Theseconctoalitionincludes
N> andNs. In eithercoalition,thedervedbene tis thesamebothqueriesaresatis ed). However,
N prefersthe coalitionincluding connectiondo N, andN 3 becauséhey collectively induceless
loadthanN 1 alone.

If Ng andN1 connectandthenNg exploresN», Ng will maintainits connectiornto N; since
N1 providesanswerdo all its queriesandN, providesno additionalbene t. SinceN, canonly
answeronequery Ng will notdropN; in lieu of N,. Similarly, if No exploresand nds N3 while
connectedo N1, Ng will maintainits connectiorto N .

Thereforewe clearly seethat orderingof eventsanddecisionsaffectsthe globalandindividual
utilities in our system. This sourceof non-determinismn turn also affects our ability to realize

optimality.
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Q ={W,X)Y,z}

Figure4-14: ExampleNetwork lllustrating Problemsn OrderingDecisions

4.12 Summary

In this Chaptemwe rigorouslyde ned ideal andfair networks aswell asproviding a continuumof
optimality measuresWe examinedexisting structuredandunstructurecverlay designsandtheir
applicability to our designgoals. Basedon our analysis,we choseto build our systembasedon
unstructuredystems.

We examinedthreepossiblearchitecturesthe currentGnutella-like unstructuredarchitecture,
an augmenteddesignwith leaf nodesthat reoiganizearoundthe SuperPeerand a homogenous
network of nodesthat self-oiganizein a distributedfashionwithout relying on the altruismof ary
playersin thenetwork, in particularthe SuperPeers.

We looked at theimportanceof Bloom lters in theexisting architectureandanalyzedhefalse
positive rateasderivedfrom our collecteddata.Fromsimulationruns,we found, not unexpectedly
thatthecurrentarchitectures highly dependentnthe ltering capabilityandthewillingnessof the
SuperPeenetwork to absortthe majority of the queryburden.

As a possiblearchitecturewe performedbasicsimulationswhereleaf nodesreoiganizein a
SuperPeenetwork. From our simulationswe madea numberof obserationsincluding the fact

thatthe SuperPeersanlimit theachievzableglobalutility in particularcircumstancesie wereable
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to obtainmuchhigherutility in a contrived examplenetwork, validatinginitial assumptionsf our
design.

We thentackledthe crux of our thesis,a world in which SuperPeerso longer exist or are
untenablefor whatever reason.We describedseveral problemsandrationalefor our designdeci-
sions.For example,in respons&o uncooperatie nodesn the system(bullies), we useda hysteresis
mechanisnbasedn simulatedannealing.We alsofoundthatactionscannotbe madein isolation,
but ratheramongstoalitionsof the existing neighborset. Our designincludeda discussioron the
selectionof the utility functionandits shapeanddiscountfactor .

Next, we looked at the problemof nding optimalgraphsandprovedthefactthatenumerating
the entire setof possiblegraphsis exponentiallyhard. Our desireto nd the optimal network is
motivatedby wantingto compareour resultantyeoganizedopologieswith optimaltopologies We
useour resultsin this Chapterto designanoptimaltopologysearchstratgy in our next Chapter

Finally, we examinedreasonswvhy our distributed sel sh algorithmsmay not performaswell
asthe optimaltopologies.We introducedfour reasongor utility suboptimalelf-reoganizingnet-
works: anarchy(sel sh behaior), indifference, myopiaandorderingto give further basisfor our

subsequerdnalysisandresults.
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Theresultsweremoreoftensurprisingthansuccessfulput hefelt it wasworth it for the sale of the
few occasionsvhenit wasboth.

- DouglasAdams

Chapter 5

Evaluation

The previous Chaptershave presentedhe motivation and designof an interest-basedeoiganiza-
tion algorithm. In addition,we have provided resultsfrom rst-order simulationsandanalysess
supportingevidencefor designdecisions.

This Chaptervaluategsheperformancef ouralgorithmagainshypotheticabptimalnetworks,
thosecreatedby a centralplannerwith completeinformation. More importantly we evaluatethe
reoganizednetworks againstthe existing architecture Our conjecturehasbeenthatthe algorithm
providesa betterrealizationof fairnessand optimality within a region of P2Pnodes. Even more
drastically we mayimagineaworld wherethe currentlypresumedltruismof alarge classof nodes
in the system(the SuperPeersilisappear®r is no longerapplicable. Intuitively it is clearthat
nodeswill realizea higherdegreeof fairnessasthey actsel shly andthusby de nition will take
actionsthatareindividually bene cial. The downsideto providing fairnessandallowing nodesto
actautonomoushhoweveris the potentialfor lossof aggreateutility, or globalwelfare.In Chapter
4 we provided several reasondor the utility differencesseenin a reolganizedversusan optimal
network.

We beagin this Chapterby revisiting the existing heterogenousarchitectureof SuperPeerand
leaves. Using our methodsof simulationdescribedn previous Chaptersanddetailedfurtherhere,
we evaluatethe individual and global utility of this basemodel. All of our simulationsaredriven
by thereal Gnutelladatacapturedrom alive portionof the network anddescribedn Chapter3. To
provide ametricof utility equilibriumin thebasemodel,we measureheutilities in aheterogenous
network underthe assumptiorof individually rationalleaves. Thusour rst two sectionsprovide

metricsof the existing architectureve uselaterto compareperformancef our algorithmwith.
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Next we usesearchtechniquedo nd solutionsfor the threetypesof optimal networks we
describedn Chapter4: social, risk-adwersealtruistic and equilibrium optimal. Comparisorand
discussiorof the optimal networks highlightsseveral problemsinvolved in a purely sel sh reoga-
nizationalgorithm. The mostdetrimentalof which is the simplebarteringproblem,causinga large
fraction of nodesto fully disconnecbecausedhereexists no suitablepeernode. Analysisof the
deagreestructureof theresultingoptimaltopologiesprovidesfurtherinsightinto how our algorithm
behaesonrealdataandnodes.

We thensimulateour interest-baseteoganizationalgorithmandshav thatit achievesa global
utility very closeto the predictedequilibrium optimal utility while disconnectingree-riders.This
resultis encouraginghowevertheglobalutility falls far shortof the utility obtainedn thebaseand
individually rationalSuperPeemodels.

Matchingtheutility of the existing architecturgrovidestheimpetusfor thesubsequerdection:
ananalysisof the additionof Bloom Itering to all nodesin the system.We modela hypothetical
reolganizationmodelwherethe utility imbalanceis nulli ed by blocking extraneousqueries,i.e.
thosewhich cannotpossiblyelicit ananswer UsingBloom lters we shav thatthe global utility is
within thatrealizedby the SuperPeemodels.

Extensve supportingdatafrom the simulationsis provided for eachsituationincluding global
utility asa function of reoiganizationround,the differencein individual nodeutility betweendif-
ferentnetworks, messagdrafc in the systemand succesgate. Eachof thesemetricsprovides
additionalinsightinto the performancef our reoiganizationalgorithm.

We performathird type of simulationusinga techniqueborraved from the gametheoryliter-
ature: epsilonequilibrium. Epsilonequilibriumrelieson the premisethatit is impossibleto accu-
rately predictthe utility functionfor every playerin the system thereforenodescontinueto make
sel sh decisiongut expandthe stratgy spacdo includeall moveswithin  of thesel sh move. We
nd thatby emplo/ing sucha model,thedisconnectiomroblemsof our othersimulationsdisappear
andourreoganizationalgorithm nds asolutionwhereover 60% of thenodesareconnectedMost
encouragings thatthis model corvergesto a utility 34% greaterthanachieved in the SuperPeer
modelswhile makingno assumptionsn the ben&olenceof nodesor centralizedrganization.

Finally, thisevaluationChapterconcludedy examiningthecommunitystructureof theresultant
networks. We emplg/ several recentalgorithmsto quantitatvely measurethe inherentstructure
of our topologiesincluding an analysisof the connecteccomponentsbetweennessentrality and

modularity
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5.1 Random Graph Construction

Before presentinghe evaluationof our algorithm,we brie y diverge to discussa simulationpar
ticular. Recallthatour capturedracesignoretopology We areinteresteconly in the contentand
guerieswith no presumption®f thetopology Thus,to accuratelysimulatethe network structure,
we mustconstructrandomgraphswith particularproperties While this Sectionshavs someof the
non-trival issuesnvolved, the casuakeademayskip to the next Section.

Whenrandomlyconstructinggraphsof interconnectesodesrepresentate of the Gnutellaar
chitectureour goalis to createnetworkswhereevery nodeis connectedo d othernodesatrandom.
d maybedravn from a probability distribution or maybeconstantWhend is constantwe saythat
thegraphis d-regular. In logical networksthereis noreasorto have morethanoneundirectecedge
betweenrary pair of nodes;suchgraphsareknown assimple We placeno restrictionson whether
the graphis connectedthatis whethera pathexists from every nodei 2 V to every othernode
j 2 VingraphG = (V;E). In factouralgorithmmay encouragelisconnectedslandsof nodes
with similar interests.Finally, the graphis permittedto containcycleswherea subsebf G's edge
setE forms a path suchthatthe rst andlastnodesarethe same. In this sectionwe detail our
methodfor initially connectingour simulatednetworks.

In particular we wantto generatesimpled-regulargraphs possiblydisconnectedr containing
cycles,asthoughthey weredravn from the uniform distribution of all possibled-regulargraphs.it
is not possibleto generate d-regulargraphfor all numbersof nodes.For d even,andn nodesary
n > d maybeinterconnectedo generatea d-regulargraph. For d odd, only evenn wheren > d
may be usedto generatehe d-regulargraph.Usingthefollowing theoremwe only generatenitial

connectyity graphsfor which d-regularconstructionexist.

Lemma 5.1.1 Thenumberof nodesN which producea d-regular graph G is lowerboundedby
d+ 1

Thisis trivially truesinceeachnoden; mustconnecto atleastd otheruniquenodes.

Lemma 5.1.2 Thenumberof nodesN which producea d-regular graph G mustsatisfythe condi-

tion 2jdN (theproductofd andN is even).

Eachedgee connectsa pair of nodes. Let the degreeof nodei be d(i). Placingan edge

betweemodes andj requiresthatd > d(i) andd > d(j). Thetotal numberof possiblepairings
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isdN. If dN is not eventhenthereis no possibleway to placeedgesbetweennodessuchthat
d(i) = d;8i 2 G. Given this intuition and the previous two lemmas,we have the following

theorem.

Theorem5.1.3 Thenumberof nodesN which produced-regular a graphG is givenby:

8

2i> d8i if d mod2 = 0
N = (5.1)

7i> d8(imod2= 0) ifdmod26 0

5.1.1 FastRandomRegular Graph Generation

Onemethodfor choosingad-regulargraphatrandomis to generat¢heentiresetof d-regulargraphs
for a given numberof nodesn anddegreed. Draw a graphuniformly at randomfrom this setto
outputad-regulargraph.However, asshavn previously in Theorend.10.1 thisis anexponentially
large setandthusintractableto generatelnsteadwve usethealgorithmof StegerandWormald[46].
Their algorithm, we which term GEN (n; d) on n nodesto createsimple d-regular graphs,runs
in expectedtime O(nd?)O(1) for d = O(IO n). GEN (n; d) canbe summarizedsthe following

four-stepprocess:
1. Creatend unpairedpoints:U = f1;2;:::;; ndg. Theserepresenh groupsof d points.

2. Until no suitablepairsremain: choosei; j randomlyfrom U. If i;j aresuitable(de ned

below), connecthemandremorei; j from U.

3. Forall pairsi; j, creategraphG suchthatnodes modn andj modn have anedgebetween

them.
4. Test:if G is d-regular, outputit, otherwiseretry.

Wherea“suitable” pairi; j isde nedasonewherei 6 j andgroup(i) 6 group(j). Figure5-1
shaws the partialexecutionstep2 of the Wormaldalgorithmgraphicallyforan = 6 d = 3 network
construction.Eachcolumnrepresents groupfor a singlenode. Connectiorna (the line dravn in
the Figurewith label”a”) denotesalink betweemodel andnode2. It is suitablesincethereare
no otherlinks betweengroup1 and2. b similarly connectsiode?2 to 4. However, connectiorc is
not suitablesincethereis alreadyconnectiorb betweergroups2 and4.

We give pseudocodeof our implementatiorof the StegerWormald algorithmusing a single

dimensionakrrayin Algorithm 5.1. The algorithmconstructsarrayP consistingof the nd points
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Figure5-1: StegerWormaldPairwiseConnectiorof nd Vertices

to be paired. While thereare pairsremainingto connect,the algorithm getsa randompair and
determinesf they aresuitablevia Algorithm 5.3. If thetwo pointscanbe connectedthe pairarray
is re ected suchthatpositionin thearrayre ects thevertex numberto which it connects.

After a creatingsuitablepairwiseconnectiondor all nd points,the algorithmcreatesa graph
G. Foreverypointi 2 P, determinghe correspondingroupj = i modn. Add anedgebetween
nodej andthevaluethatpositioni in arrayP pointsto: g;p 1. Add thisedgeto G andoutputthe

nal graph.

fori = Otond 1do
Pli] 1

pairs

while pairs > 0do
suitable = false

while notsuitabl e do

i;j  GetRandRir()
suitable = Suitable; j )
Pli]=j
Pil1=i

pairs pairs 1
fori = Otond 1do

j = imodn

E E+epp
returnG = (V;E)

Algorithm 5.1: GEN (n; d): StegerWormaldd-regularGraphGeneration

Algorithm 5.2 simply selectdwo unmatchegbointsx; y wherex 6 y atrandomfrom therange
Otond 1.

To determinaf two pointsaresuitablefor connectionwe simply nd whetherthereis anexist-
ing connectiorbetweerthesamegroup.An existingconnectiormeanghatanadditionalconnection
would createa paralleledgesuchthattwo pointsareconnectedy morethanoneedgeandthusour
graphwould no longerbe simple. Algorithm 5.3 checkseachmemberof the group. Arithmeticis

donemodulon to easilybreakthe singledimensionahrrayinto n groups.
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x  [0;nd)

y [0;nd)

while P[x] 0do
X  [0;nd)

while P[y] Oorx = ydo
y  [0;nd)

return(x; y)

Algorithm 5.2: GetRandPair (): StegerWormaldPair Finder

fori = 0tod 1do
if (P[x + (ni)] = y) modn then
returnf alse
returntr ue

Algorithm 5.3: Suitabl e(x; y): StegerWormaldSuitablePair

Note thatthe algorithmmay reachdeadlockwhenunconnectegairsremainandthoseuncon-
nectedpairsareall in the samegroup. In practice we supplemenbur algorithmwith a checksuch

thatthe algorithmrestartavhenthereareun-connectableairsremaining.

5.2 SuperPeer Network Simulation

The rst stepin evaluatingour schemds to revisit the existing heterogenouswo-level hierarchy
whichwe previouslytermedthe“BaseModel” Sectiord.6.1shavedthenumberof messagem the
systemtheresultof a rst-order simulation.Usingthe utility functionof Section4.6.2,we extend
the simulationand analysisto include modelingthe individual node and global utilities. These
utilities, in conjunctionwith thequerysuccessate,provide abaselineagainstvhich to evaluateour
proposedeoganizationalgorithm. We thenconsidersimilar metricsfor a SuperPeenetwork with

individually rationalleaves.

Our objective in this Sectionandthe next is to shav the currentlevel of utility andhappiness
achieved with the existing architecture We thensystematicallyteardown theimplicit assumptions
of altruismbuilt into theexistingarchitecturavhile shaving theresultingnegative impacton utility.
Oncewe have asel sh equilibrium,presumablyvith muchlower globalutility, we shav the ability
of our algorithmto reolganizeandrestorethe utility of individual nodesandthe systemasawhole

to similar levelsasrealizedin the SuperPeenetwork.
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5.2.1 BaseModel

We bagin our analysisby examiningthe performanceandglobal utility of todays SuperPeenet-
works. Gnutellaspeci esanumberof default network propertiesve maintainaspreviously detailed
in Table4.1. SuperPeerarerandomlyconnectedo form a d-regular graphusingthe methodde-
scribedin detail in Section5.1.1. Eachleaf is randomlyconnectedo Cg different SuperPeers,
subjectto theconstrainthata SuperPeeacceptatmostC, leaves. To reiteratearun of thesystem

in our simulatoris thefollowing four stepprocess:

1. Eachnodesendsall of its queries.
2. Accordingtothe TTL, thequeriesare ooded throughthe SuperPeenetwork.
3. Accordingtothe TTL andSuperPeeBloom ltering, queriesarepropagatedo theleaves.

4. Totalquerytrafc andthenumberof successfutjuerymatchesarerecorded.

We establishthe query succesdaselineby computingideality (Section4.1.1),the maximum
possiblenumberof successfufjueriesf every leaf nodeweredirectly connectedo every otherleaf.
Recallthat P; is the setcontainingall possiblyanswerablequeriesof i. Thenthe querysuccess
baselings: Pmax = P ion JPil-

We simulatethe basemodel network to determinethe TTL that provides the highestultility.
In the SuperPeenetwork, we areconcernednly with the global utility giventhatthe SuperPeers
performbloom ltering to eliminateunnecessaryrafc downstreamtoward the leaves. Table5.1
summarizeshe simulationresults;we list the utility without bloom Itering for comparisoronly.
As the TTL increasesthe “reach” of the queriesimprovesincreasingthe successate. At aTTL
of 5, the network providesresponse$or 96.0%o0f Pnax . However, in spite of the bloom lters,
utility dropspasta TTL of 4. Thus,thereis anin ection pointin the utility obtainedversusTTL
with a maximumutility of 213. The utility dropis dueto multiple queryrequestsarriving at the
SuperPeerfrom differentingressconnections.Becausehe SuperPeerdo not maintainstateon
which querieshave alreadybeenforwardedon to their leaves, theleavesreceve multiple copiesof

thesamequery *

This is a modelingassumptionatherthanan architecturaissueandmay not necessarilype truein all implementa-
tions. However, it doesnot quantitatvely affect our endresults.
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Table5.1: Network Performancen BaseModel Consistingof Two-Level Heterogenoudletwork
of SuperPeerandLeaves

| TTL | Utility (No Filtering) | Utility | % Succesg

2 -1421 64 0.082
3 -8943 198 0.399
4 -46089 213 0.648
5 -233515 -289 0.960

Table 5.2: Network Performancen Individually RationalModel Consistingof Two-Level Het-
erogenoudNetwork of SuperPeerandindividually RationalLeaves

| TTL | Utility (No Filtering) | Utility | % Succesg

2 2 2 0.002
3 21 27 0.102
4 -214 92 0.192
5 -1328 130 0.308

5.2.2 Individually Rational Model

Next we examinethe samenetwork topologyandparticipantsamegraphG asin thebasemodel),
but in a context wherethe leavesareindividually rational,a notionwe introducedn Section4.6.2.
Theactionspacds whetheraleaf maintaingts setof SuperPeeconnection®r disconnect®neor
moreof them. Thatis, givenour utility function, aleafwill chooseto disconnecmembersof its
SuperPeesetif doingsowill improve thenodes utility.

We run our four stepsimulationagain. Table5.2 displaysthe global utility andsuccessatein
the SuperPeenetwork with individually rationalleaves. Notethatthe successatesaremuchlower
andthe utility is only 61% of thatachieved in the original network. Becauséndividually rational
nodesmaydisconnectthe successateis only 31%.

The utility of eachnodeis plottedin Figure5-2 for both the basemodelandthe individually
rationalmodel. In the caseof individual rationality the utility of mary nodesis zeroasthey fully
disconnect.This impliesthatin the currentarchitecturea majority of nodeshave anincentve to
deviate from their SuperPeerssuggestinga possiblereasonfor the lack of stability seenin our
measurementata.

Sincetheindividually rationalmodelis representate of anequilibriumin the currentarchitec-

ture, we take the maximumutility obtained,130,asthe network utility achieredin a Gnutella-like
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Figure5-2: NodeUtility in SuperPeeNetwork with Individual Rationality

system.In thenext Sectionwe proceedo examineourfull modelincludingahomogenousetwork

with reoiganization.

5.3 HomogenousNetwork Simulation

Having establishedhe performancef our dataseton the baseandindividually rationalSuperPeer
topologiesand mechanismswe next seekto understandhe performanceof our reolganization
algorithm. However, beforesimulatingand measuringhe performanceof the algorithm,we rst
determineoptimality for the network without SuperPeersln Chapter4 we de ned threetypesof
optimality: social,risk-adersealtruisticandequilibrium. This Sectionprovidessimulationresults
that nd eachtype of optimality, Understandinghe optimal,ideal network that maximizesglobal
utility providesa basiswith whichto comparehesel sh algorithm.

As provedin Sectiord.10,it is exponentiallyhardto enumeratandtestall possiblegraphstruc-
turesfor the purposeof nding anoptimalone. Instead we usesearchtechniquego approximate
the optimal graph. We startwith afully disconnecte@raph.With no connectionsgvery nodehas
a utility of zeroandis thusin equilibrium. Simulationproceedsn roundsthatinclude addinga
randomedgeand remaoving a randomedge. After each“move; the network utility is computed.
If the network utility is greaterthanary previous utility, andthe optimality conditionsaremet,the
move is kept. Otherwisethe move is reversed. The optimality conditionsdiffer accordingto their
de nitions. To avoid local minimums,we restartafter p moveswithout ary utility improvement.In
practicefor networks of the sizewe considerere,avalueof p = 5000empiricallyworkswell. In

our simulationswe restartatotal of k = 10times.
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5.3.1 Risk-AdverseAltruistic Optimal

ConsideRisk-AdwerseAltruistic optimality, asde nedin Sectiord.2.2,whereall nodesare*happy,”
i.e. theirindividual utilities arenon-ngative. During thesimulation,if theutility of eachnodeafter
the move remainsnon-ngative andthe global utility improves, the move is kept. Otherwisethe
move is undone.More formally, the searchfor Risk-AdverseAltruistic optimality canbe summa-

rizedin the pseudacodeof Algorithm 5.4.

fori = 1tok do
DisconnecgraphG = (V;E) s.t.E = fg.
no_improve O
while no_impr ove < pdo
Add randomedgee; 62E
score  util (G)
if Uy 08i 2 V andscore > bestscore then
no_improve O
bestscore score
else
remove e;
no_improve no_improve+ 1
Deleterandomedgee; 2 E
score util (G)
if Uy 08i 2 V andscore > bestscorethen
no_improve O
bestscore score
else
adde,
no_impr ove  no_impr ove+ 1

Algorithm 5.4: raoSearch(G): SearcHor Risk-AdverseAltruistic Optimal

Figure5-3 displaysthe searchor risk-adwersealtruisticoptimal utility. We nd thebestutility
of 200, approximatelythe sameas achieved in the SuperPeenetwork and a similar succesgate
of 54%. In both optimal non-SuperPearetwork andthe individually rational SuperPeenetwork,
all nodeshave non-ngative utility, but the optimumutility foundin the non-SuperPearetwork is

signi cantly better

5.3.2 Equilibrium Optimal

However, the optimality we aremostinterestedn is anequilibriumoptimality, asde nedin Section
4.2.3,wherenodeshave bothnon-ngative utility andno way of droppinga connectiorto improve

theirutility. In otherwords,a sel sh nodehasnoincentve to dropalink to furtherincreaséherutil-
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Figure5-4: Searchfor Optimal Equilibrium Utility

ity atthe expenseof theglobalutility. Figure5-4 displaysthe searcHor optimalglobalequilibrium
utility. Theutility is muchlowerthanin thesearctfor risk-adersealtruisticoptimum,with utilities
between30 and40 andsuccessatesfrom 10 to 15%. Thuswe seethat the utility of an optimal
network with purelysel sh nodess severelylimited.

Thealgorithmfor nding equilibriumoptimalis essentiallthe sameasAlgorithm 5.4, with the
exceptionof the edgeaddor remove acceptcondition. To be equilibriumoptimal,eachnodemust
not only have non-n@atie utility, it mustalsohave no incentive to deviate from its currentsetof
neighborsThus,if any nodecanremove anedgeto sel shly increasats individual utility, themove

is reversed.Whenno nodeshave ary desireto changetheir currentsetof peers.the network is in

equilibrium.
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5.3.3 Socially Optimal

Finally, for completenessye searchHor the socially optimalnetwork. A socially optimal network
is not in a stableequilibrium for the individual players,but provides further intuition aboutthe
organizationof the network. Again, the algorithmis essentiallythe sameasAlgorithm 5.4, except
thatthe only conditionfor acceptinga move is whetheror notit increaseshe global utility. Thus
our simulatorplaysthe partof the oraclecoordinatingconnectiordecisiongo maximizeaggrgate
utility.

Figure5-5 displaysthe searcHor the socially optimal utility. Surprisingly the socially optimal
utility achievedis almostidenticalto thatseenn therisk-adwersealtruisticoptimumsearcharound
200. We attribute this to thefactthata purely sel sh nodedisconnectpeersunlessa closebalance
exists. In contrast,the risk-adwersealtruistic model assumeghat nodesare willing to accepta
slightly lower payof, solong asthey have non-ngative utility, in returnfor higherglobal utility.
Theimbalanceandits effectsarediscussedaterin the Chaptemwhenwe presenimoredetailsonthe
barteringproblem.The similarity betweerutilities in the socialandrisk-adwersealtruisticoptimum
provide motivationfor our laterexaminationof epsilonequilibriumin Section5.4.

Table5.3 summarizeshe bestutilities found from eachof our threetypesof optimality using
oursearchechnique Oneimportantpoint containedn this summanryis thatin anervironmentwith
acentralizegointof controlandcompleteknowledge,it is possibleio constructnetwork topology
with utility andsuccessatescomparabldo thosefoundin the SuperPeemodels.In addition,the
optimalnetworksachieve theseutilities with only aTTL of 2, resultingin muchlessnetwork traf c.

However, we usethe optimal networks asa basisfor comparisoraswe are primarily interestedn
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Table5.3: BestULtilities andResultingSuccesfRatesFoundfor DifferentOptimality TypesUsing
CompleteKnowledgeSearchwith Restart

| Optimality Model | Description | Utility | % Success
Social Maximize globalwelfare 192 0.473
Risk-adersealtruistic | Nodesmaintainnon-ngatwve utility, sacrice | 172 0.463
sel sh maximumfor globalwelfare
Equilibrium Purelysel sh behaior, nodeshave noincen-| 40 0.170
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thedesignof asel sh distributedmechanism.

5.3.4 Optimal Network Structure

We next considerthe basicstructureof the optimal networks. Figure5-6 displaysthe nodedegree
distribution for boththerisk-adwersealtruisticandequilibriumoptimalnetworks. In therisk-adwerse
altruisticoptimal network, approximately65% of the nodesarecompletelydisconnecte@ndhave
degree0. For the equilibrium optimal network, fully 95.6% of the nodesare disconnected.The
large numberof disconnectediodess dueto the barteringproblem.

Figure5-7 providesa simpleexampleof the barteringproblem.NodeN ; sendsaqueryfor ato
N». SinceN» hasa, thisyieldspositive utility u; to N1 andthesystem.Similarly, N, sendsaquery
for z to N1. SinceN; doesnothold z, andthe queryimposesa non-ngjligible load,N ; cannotbe
partof N»'s bestcoalition. ThereforeN, will disconneciN ;. Saythatthereductionin utility seen
by N, dueto maintaininga coalitionthatincludesN ; is u,. Thenodeswill notremainconnected,

evenif uz  uUz. This phenomenas detrimentalto the nal systemutilities we seein all rational
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Figure5-7: BarteringBetweenP2PNodes

networks. We returnto this problemandpresentamodeling-basedolutionin Section5.4.

5.3.5 Reorganizationwith the Full Model

We simulateour reoiganizationto determinethe differencein utility betweerthe distributedalgo-
rithm, asdescribedy thefull modelin Sectiord.9, optimalandthe basemodel.

During reoganizationhodesmustmale severaldecisionperround,whetherto:

1. Connecto anothemode(explore)
2. Allow othernodego connecipassie explore)

3. Drop connectiongo nodesin orderto improve utility (determininghe bestcoalition)

In orderto overcomethe bully problemsandorderingproblemsdescribedn Sectionst.9.2and
4.11.4,we employ simulatedannealing,a populartechniquefor large optimizationproblemsas
describedn Section4.9.3. In simulatedannealingthereis someprobability thatthe non-sel sh
actionis takenin orderto escapdocal minimums.Initially the probability of takinga non-optimal
actionis highandovertimeit approachezgero. Theprobabilitytime decayis referrecto as“cooling”
andis typically anexponentiafunction.

Figure5-8shavstheglobalutility duringreoiganization We seethattheutility quickly switches
from negatie to positve asnodesdrop harmful connectionsn their coalitions. As nodesexplore
andbecomeprogressiely happier the systemcorvemgestoward the previously derived optimum,
betweerB0and40. Thus,we seethatin arelatively shortnumberof rounds the network sel shly
reolganizedo achieve aglobalutility comparabldo theoptimalequilibrium. In addition,thequery
successateis approximately22%, well within the rangeestablishedy the individually rational
model.

Finally, we examineeachindividual nodes utility changebetweerbeingin the SuperPeenet-
work andin the reoganizedbloom- lter homogenousetwork. Figure5-9 plots eachnodein a

planewith thetwo situationson eachaxisto illustratethe utility differences.The large numberof
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pointsalongtheutility equalszerohorizontalaxisareindicative of nodeghatarenow disconnected.
Nodesalongthey = x line arenodeswhoseutility hasnot changed.And nodesto theleft of the

y = x line arethosewhoseindividual utilities increased.

However, a tenablereoganizationmodelmustachiere comparableutility to that seenby the
existing architecture.The major obstaclgo achiering higherutilities in purely sel sh networksis
dueto the slight imbalanceof uselessjueriescausingotherwiseglobal utility contritutorsto be
disconnectedBasedon this obseration, in the next subsectionwe consideran architecturethat

includesbloom lters betweertheleaves.
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5.3.6 Bloom-BasedReorganization

We next considerthe casewhereleaf nodeshave the sameltering ability asthe SuperPeersThat
is, we againassumean architecturewithout SuperPeersyut whereeachnodehasa bloom lter
digestof the les of hisneighbor In the caseof querieswith TTL=2, thedigestis the bit-wise OR
of theneighbors le digestandthedigestsof theneighbors neighbors.

Oursimulationproceedssbefore,collectingthe nodeutilities andquerysuccesses heglobal
utility duringreoiganizationfor a network with suchbloom ltering is shavn in Figure5-10.

We seethat the utility is always non-ngative asthe bloom Iters prevent extraneousjueries
from propagatingn the network. The rate of increase as depictedby the solid line, shavs the
utility increasingat a fasterrate thanin our previous experiment. The nal utility corvergesto
approximatelyr0, abouttwice ashigh asin thereoiganizednetwork without bloom lters.

Figure5-11displaysthe querysuccessateof our sel sh reoiganizationschemebothwith and
without the hypotheticabloom Itering. We seethatthe successateis increasingbut not mono-
tonically This is characteristiof the learningthatis occurringduring reolganization. As nodes
are “punished” by being disconnectedy other nodeswith differentintereststhe query success
rate goesdown until thesenodesare “rediscavered” and broughtinto interestclusters. Note that
the querysuccessateapproachethe samevalueasin the individually rational SuperPeemodel,
approximatel\25%.

Next, Figure 5-12 displaysthe numberof messagepropagatedhroughthe systemin each

round. While the numberof messages alsoincreasingover time, theincreaseds gradualandcost

2\We don't considerthecostof communicatinghese lters betweemeighborsput notethatit is minimalin compari-
sonto the costof sendingqueries.
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is offsetby a bettersuccessate. The numberof messagem the network is approximatelyl/10th

thatof thebaseSuperPeesimulation.

5.4 Epsilon Equilibrium

Carefulexaminationof the network utility in boththe searctor the optimal equilibriumutility and
afterreoiganizatiorrevealsthatwe arenotableto matchtheperformancebtainedoy the SuperPeer
network. In addition,we seefrom Figure5-6 thatthe network is very disconnectedbetweer65%
and95%of thenodesaresingletons.

As obsered by [8], gametheoreticalanalysisof P2Psystemscanleadto a Nashequilibrium
wherenodeshave no incentive to shareor connect. Sucha situationis known asthe “tragedy of

the commons, wherebynodesrefuseto connectto ary othernodeandleadthe entire systemto
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collapse.The authorssuggesthat mereexistenceof P2Pnetworksin useoperationtodayprovide
evidencethatthe Nashequilibriumis notreached.

In this sectionwe introducethe notionof “Epsilon Equilibrium”, aconceptwe borrav from the
economicsandgametheoryliterature[32]. Epsilonequilibriumis basedon the intuition that, for
mary gamesit is dif cult to accuratelydetermineall players'payof, i.e. our utility function. In
orderto male up for this de ciency, it hasbeensuggestedo de ne stratgieswhereevery player
is within  of the largestpossiblepayof. This preventsthe exclusionof a potentiallylarge setof
equilibriathataremore e xible andmaybettermodelreality

Usinganepsilonequilibriummodel,we shav thatthenetwork afterreoiganizatioris dominated
by disconnectedodeshecaus@odesexhibit thebarteringproblem.Any two nodesmusteachhave
contentthe otherdesiresor have equivalentvirtual connectrity throughthird party transitnodes.
If not, even if one nodederives signi cant bene t while imposinglittle load, the nodeswill be
disconnectedA purely rationalnodedisconnectsiodesthat are part of a coalitionthatis not the
bestcoalition.

We modify the algorithmnodesuseto selecttheir bestcoalitionto include . For all possible
coalitions,eachnodedetermines setof coalitionsthatarewithin of the coalitionwith thehighest
possibleutility. From this set, the largestcoalition, i.e. the coalition including the most edge
connectionsis selectedasthe bestcoalition.

This simplemodi cation toinclude preventsthedegeneratdehaior thata nodethatinduces
very little loadis disconnected@venwhenit contributeshighly to the systemutility.

Figure5-13displaysthe nodedegreedistribution for various values.Empirically we seethat
an valuearound0.1 providesgoodresults:the network is over 60% connected.

Figure5-14 shaws the evolution of global utility usingour reoganizationalgorithmwith =
0:1. Thesimulationreaches utility of approximatelyl20within 3000rounds.

Finally, Figure 5-15 plots eachnodein a two-dimensionalkpacewith the nodes individual
utility in the SuperPeenetwork versusthe nodes utility in the reoiganizednetwork with epsilon
equilibrium. Pointsabore the vertical line represennodesthat seeimproved utility in the reor
ganizednetwork over their utility in the SuperPeenetwork. Pointsbelow the line arenodesthat
experiencewnorseutility in thereoiganizednetwork. We seethatmary nodeshave higherutility in
the -equilibriumnetwork.

Clearly -equilibriumillustratestheimportanceof the barteringproblemandthe ability of our

reoganizationalgorithmto matchand exceedthe global utility of a SuperPeenetwork. In the

79



Node Degree Distribution

T T T T T . : ,
1 S
c -
S osf - |
3] ,
o
L / P
s 06F . |
2 .
I
E i -
g 0.4
>
U .
o2 r Epsilon=0.01 ——
Epsilon=0.05 -------
Epsilon=0.1 --------
0 : : L L 1 1 i I

0 1 2 3 4 5 6 7 8 9
Degree

Figure5-13: Network DegreeDistribution for -Equilibrium

Global Utility
300 T T T T

200

100

Utility

-100

-200

-300

-400 1 1 1 1
0 2000 4000 6000 8000 10000

Round

Figure5-14: Network Utility, = 0:1 Equilibrium

Node Utilities

=
N

=

o
T
A

Reorg Util

o & A NONDOO®
\
T

SuperPeer Util

Figure5-15: NodeUtility in SuperPeevs. = 0:1 Equilibrium Networks

80



Table5.4: ReoganizationSimulationUtility Summary

| Network Model | Description | Utility |
Full Interest-basedself-reoganization; homoge-| 38
nousnodes
Full Bloom Reoganizationwith Bloom Filtering 70
Full, -Equilibrium | Full reoganization modeled with epsilon-| 174
equilibrium

individually rationalSuperPeenetwork we seeutility of 130andin -equilibriumwe seel74,an
improvementof 34%! Thus,in the -equilibriummodelof nodebehaior, we areableto not only
achieve, but exceed thelevel of utility asrealizedin theindividually rationalSuperPeenetwork as
it existstoday Table5.4 summarizeshe utilities found from our reoiganizationalgorithmin each

of ourthreemodels.

5.5 Finding Community Structure

We are interestedin understandinghe community structureof the overlays constructedby our
reoganizationalgorithm. In particular community structureprovides anothermetric by which
to measurethe quantitatve differencebetweenan “optimal” overlay network versusa sel shly
constructeabne.

Traditional clusteringalgorithmsemplg/ agglomeratie techniqueghat computea similarity
metric betweenvertex pairs. From aninitially disconnectedyraph,edgesare successkely added
in their orderof similarity. Agglomeratve methodsare often goodat identifying and connecting
stronglyrelatednodesat the core,but cannegglectwealer relationships.

We usea recentlydevelopeddivisive ratherthanagglomeratie algorithmfrom Newman[28]
thathasempiricallybeenshavn to producebetterresults.Newman's algorithmrelieson the notion

of “betweennessentrality” of nodes.

5.5.1 Betweennes£entrality

ForG = (V;E), let & bethenumberof shortespathsfromstot in G. By corvention, ¢ = 1.
Dene /(v) asthe numberof shortestpathsfrom s tot on whichv 2 V lies. Let the pair
dependencof nodess;t onv be (v) = % Thusthe pairdependencis simply the ratio of

the numberof shortespathsbetweers andt thatv lieson.
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Thebetweennessentrality[16] of avertex v 2 V is theratio of the numberof shortesipaths
involving v, to thetotal numberof shortestpaths,taken over all vertex pairs(i; j) 2 V. In other
words betweennessentrality is a metric of the relative importanceof a particularnodein the
network.

Formally, the betweennessentralityfor anodev is:

st(V) — X

st

Cg(v) =

st(V) (5.2)

s6v6t2V sév6t2V

In the nave approachgalculatingbetweennessentralityis dominatedoy computingthe sum
of pairdependencieshich hasarunningtime compleity of O(n?3). Fortunately Brandegresents
anfastalgorithmthatrequiresO(nm) time andO(n + m) spacg®6].

We modify Brandes'algorithmfor vertex betweennessentralityto computeedgebetweenness,
i.e. thenumberof shortespathstraversingeachedgein the network. Thus,edgebetweennessan
beseerasthetrafc o w alonganedgewhenall nodesn thegraphsourcerafc to all othernodes.

Formally, we de ne the betweennessentralityfor anedgee as:

st(€)

st

Ce(e) = (5.3)

s6t2V

Where ¢ (e) is thenumberof shortespathsfrom s to t thatcontainedgee.

Our edgecentralityalgorithmis givenin Algorithm 5.5. The outputof our algorithmis anad-
jaceny matrix e wheree[i][j ] = €[j J[i] correspondso the betweennessentralityof theundirected
edgebetweemodes andj in G.

The algorithmis basedon a breadth- rstsearch(BFS) traversalof the graph. The rst while
loop is identicalto the one presentedn Brandes'algorithmand simply computeshe numberof
shortespathsbetweemodes andall othernodesaswell asthe predecessdist P. Pg[w] is alist
of nodesthatarepredecessor@.e. immediateneighbors)f w onthe shortespathfrom s tow. In
addition,theloop builds a stackS by pushingnodesontothe stackduringthe BFS. Thus,popping
from the stackgivesnodegthatareof non-increasinglistancerom the currentroot nodes.

The secondwhile loop performsthe accumulatiorof paths,beginning with the nodefarthest
away from s. For eachpair s; w, thereis a correspondingredecessdist. For eachpredecessor
v 2 P[w], we computethe pairdependencandupdatethe edgebetweennesd-ormal correctness

guaranteearegivenin detailin Brandes'full papei6].
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gilil] oij2V
fors2 V do
S emptystack
Plw] emptylist, w2 V
t] ot2vVv, [s] 1
t] 0t2V
d[t] L,t2Vv,ds] O
Q emptyqueue
enqueus! Q
while Q not empty do
dequeueyr Q
pushv! S
for all w = nbrs(v) do
if djw] < Othen
enqueuav! Q
dw] dvlj+1
if diw] = d[v] + 1then
Wl [wl+ V]
appends ! P[w]
/* Finishedbuilding predecessdrsts andcomputing#SP*/
while S not empty do
popw S
forallv2 P[w] do
M M+ fa+ w)

W]

evvl v+ M@+ [w)

W]

Algorithm 5.5: centrality (G): Modi ed BrandesBetweennes€entrality
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5.5.2 NewmanCommunity Algorithm

Both divisive andagglomeratie methodssuffer from a commonproblem:whento stopaddingor
removing edges.Newmanproposeshe “modularity” functionQ. Let j bethefractionof edges
in the network that connectverticesin groupi to groupj . Groups,which we expanduponwhen

presentinghealgorithm,arethe connectedomponentsf thegraph.Then:

X
Q= (i @) (5.4)

wherea; = ij - Intuitively, Q is the fraction of edgesthatlie within communitiesminus

i
the expectedvalue of the fraction of edgesthatlie within communitiesn a randomlyconstructed
graph. As pointedout by Newman,a valueof Q = 0 is indicative of communitystructurethatis
no more prevalentthanwould be expectedif the graphwere constructedandomlywith the same
degreeastheoriginal graph.

Newmans algorithm[28] for nding communitystructureis the following four-steps:

1. Determineedgebetweennessentralityfor all edges Sortedgesy non-increasingentrality
2. While edgesemain,remove the edgewith the highestcentrality Tiesarebrokenrandomly
3. Computethemodularity Q, for eachresultanggraph.

4. Onceall edgesareremoved, outputthe graphwith the highestmodularityscore.This graph

representgheinherentcommunitystructurein the original inputgraph.

Algorithm 5.6 presentshedetailsof ourimplementatiorof Newmansalgorithm. Thealgorithm
takes as input the original graphedgeadjaceng matrix. It maintainstwo additionaladjaceng
matrices,pruned andbest pruned correspondsvith the original matrix edgesminusthe edges
that have beenremoved thusfar. bestis usedto retainthe graphedgesthat producethe highest
modularityscore.

Thealgorithm rst computeshe edgebetweennessentralitymatrix, Cg, usingour previous
Algorithm 5.5. For eache 2 Cg, addthe 3-tuple (i; j; betweennesg, representinghe nodes
numbersand betweennesscore,into the setedges. The while loop repeatsuntil no more edges
remain.At eachstep,the edgewith the highestbetweennessentralityis removed andthe pruned
matrix is updated.For the prunedgraph,we computethe setof connecteccomponentg usinga

standarcconnectedomponentglgorithmfrom e.g.[12].
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matr ix [i][j ], edgeadjaceng matrix
bes{i][] matr ix, bestadjaceng matrix
pruned[i]j]  matrix, prunedadjaceng matrix
Cg Centrality (matrix)
edes e= (i; j; betweennesy 8e2 Cg
while edges not empty do
e popmaxfedgesy
pruned = pruned e
¢ connectedComponents(pruned)
compEdgedjq][jcj] = componentEdges(c)
q O
fori = Otojg 1do
a o0
forj = Otoj¢ 1ldo
a a+ componentdi][j [=numE dges
i componentdi][i]=numE dges
g g+ (i ad
if > bestQthen
best pruned

bestQ ¢
¢ connectedComponents(bes)
return(c)

Algorithm 5.6: community (G): NewmanCommunityStructure

For every componentn ¢, we form a newv matrix, compEdges of sizej¢j by j¢j thatrepresents
the numberof edgesin the original graphbetweencomponents.Thus, compEdgegx][y] = z
meansthattherearez edgesn the original graphconnectingcomponentx andy. Notethatwe
numbercomponentgsandomlysuchthat x hasno particularsigni cance otherthanidentifying a
particularcomponenin the setof connecteccomponentsAlgorithm 5.7 shaws the procedureor

creatingthe compEdges matrix.

fori = Otonodes 1do
forj = Otonodes 1do
if matr ix[i][j] = tr uethen

ofciiici ] ofcfifl[cfj] + 1

Algorithm 5.7: componentEdges(c): Find CommunityEdges

Finally, we iteratethroughthe compEdges matrix to computethe modularityscoreQ. If the
currentQ scoreis greaterthanary seenpreviously, we retainthe scoreandthe adjaceng matrix
thatgeneratedhatscore.The algorithmendsby returningthe setof connecteccomponentsor the
adjaceng matrix of the bestmodularity score. We refer the interestedreaderto [28] for several

examplesof practicalapplicationsof the Newvmancommunityalgorithm.
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5.5.3 Community Structure Results

Weusethecommunityalgorithmto nd theinherentcommunitystructurein ourreoiganizedopolo-
gies. Therearetwo motivationsfor this analysis. First, we areinterestedn whetherthe datawe
capturedrom thelive Gnutellanetwork containsa large enoughnumberof nodesto fully exploit
the ability of our systemto reoiganizearoundinterests. With too few nodes,theremay not be
enoughcommonalityto realizethefull bene tsof reoiganizationdueto the barteringissuesprevi-
ouslydiscussedSecondthe communitystructureof our resultingtopologiesrevealspropertiesof
thereoganizationandprovidesnovel insightbeyondthe simpledegreedistrikbution.

Figure 5-16 shaws the distribution of cluster (community)sizesin the = 0:1 equilibrium
network. We seethatapproximately50% of the clusterscontaina singlenode,implying thatthese
nodesarenot centralto thetopology Thisis notto saythatthey do not contritute to the aggregate
positive utility, althoughnaturally the isolatednotesin the original topology will bein a single
clusteraswell, but ratherthat thereare a small numberof nodeswhich provide a centraltransit
point.

In futureresearchwe wish to analyzein detailthe propertiesof the clusters for instancanter
clustersimilarity metrics. Of particularinterestis the natureof communitystructurein topologies

wherenodespropagatejuerieswith higherTTLs.

5.6 Summary

In this Chaptemwe providedanextensve analysisof ourinterest-baseteoiganizatioralgorithm,in-

cluding comparisong&gainsthe existing Gnutellaarchitectureandhypotheticallyoptimal network
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topologies. We simulatedthe baseandindividually rationalmodelsof SuperPeebasedarchitec-
turesandusethe obtainedglobalutility asa baseline.

Simulationof our algorithmshaws thatit reacheghe predictedoptimal utility while providing
fairnesaotrealizedin othersystemsHowever, the globalutility falls far shortof thatobtainedoy,
for instancetheindividually rationalSuperPeenetwork. As a potentialremedy we examinedthe
possibility of includingBloom Iters on all nodesto eliminatethe barteringdisbalancehatcauses
so mary nodesto fully disconnect.We nd thatsucha network is ableto producecomparable
globalutility aswith the SuperPeebaseline.

A secondanalysisincludedepsilonequilibrium wherewe attemptto more accuratelymodel
theactualreward function of nodes.We foundthatby emplo/ing sucha model,the disconnection
problemsof our othersimulationsdisappeare@ndour reoganizationalgorithmfound a solution
whereover 60% of the nodesare connected.Most encouragings that this modelcorvergedto a
utility 34% greaterthan achieved in the SuperPeemodelswhile making no assumption®n the
ben&olenceof nodesor centralizedrganization.

Finally, we presentedn analysisof the communitystructureinherentin our resultingreoga-
nizedtopologies We evaluatedhebetweennessentralityandmodularityof variousnetworks. This
analysigprovidesa novel angleof insightinto understandingpow muchcommunitystructureexists

in actualP2Pnetworks.
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...thinkinghow manaloneof all creaturesleliberatelyatrophieshis naturalsensesndthatonly at
theexpenseof others;haw the four-leggedanimalgainsall its informationthroughsmellingand
seeingandhearinganddistrustsall elsewhile thetwo-leggedonebeliesesonly whatit reads.

- William Faulkner

Chapter 6

Conclusionand Futur e Work

In thisthesiswe presente@narchitecturenspiredby severaltrendsthatposeimpendingchallenges
to theconstructiorof logical overlaynetworks. To date themajority of overlayresearchasfocused
on algorithmicef ciency andpurely technicalissues,gnoring the policy andincentive problems
thatplaguereal systems.Of particularfocusin this work is the optimality andfairnessof systems
in thepresenc®f sel sh nodes.

We rigorouslyde ned ideal andfair networks and developeda continuumof optimality mea-
sures. We examinedcurrentPeefto-Peer(P2P) overlays, both structuredand unstructuredand
foundseveralweaknesses:irst, their relianceon altruisticusersn anincreasinglycompetitive and
hostileInternet,wherefree-ridersandmaliciousnodesabound makesthe architecturesulnerable.
Secondthey treatall usersequialently regardlesf theirinterestsignoringratherthanexploiting
the inherentuserheterogeneity In addition, while usershave the ability to changetheir beha-
ior, for exampleby moving aroundthe systemor tailoring their sharingpreferencesthe existing
architectureplacethesefunctionsoutsideof the system.

Ourwork presentedn alternatve architecturepasedon the region abstractionthatbringsthe
users ability to affect the network andtheirincentiveswithin the system.As such,our architecture
is nolongerdependentn theassumedltruismof any othernodesn thesystem.

A signi cant contritution of thiswork wasthetracecollectionandits usein validatingassump-
tions, making designdecisionsand simulatingour algorithm againstreal-world work loads. We
devoted a chapterto thesetraces,gatheredrom a portion of the Gnutellanetwork, including ex-
tensve analysisof nodebehaior and le replication. To drive our algorithmdesign,we examined

patternsof similarity in P2Pnodesusingacceptednformationretrieval techniques.As such,our
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researclvalidatedseseral commonlyheldassumptions.

We examinedthreepossiblearchitecturesthe currentGnutella-like unstructuredarchitecture,
an augmentedlesignwith leaf nodesthat reolganizearoundthe SuperPeeranda homogeneous
network of nodesthat self-oiganizein a distributedfashionwithout relying on the altruismof ary
playersin thenetwork, in particularthe SuperPeers.

We looked attheimportanceof Bloom lters in theexisting architectureandanalyzedhefalse
positive rateasderivedfrom our collecteddata.Fromsimulationruns,we found, not unexpectedly
thatthecurrentarchitecturas highly dependentnthe Itering capabilityandthewillingnessof the
SuperPeenetwork to absortthe majority of the queryburden.

We then tackledthe crux of our thesis,a world in which SuperPeerso longer exist or are
untenablefor whatever reason.We describedseveral problemsandrationalefor our designdeci-
sions.For example,in responséo uncooperatie nodesn the system(bullies), we useda hysteresis
mechanisnbasedn simulatedannealing.We alsofoundthatactionscannotbe madein isolation,
but ratheramongstoalitionsof the existing neighborset. Our designincludeda discussioron the
selectionof the utility functionandits shapeanddiscountfactor .

Next, we looked at the problemof nding optimalgraphsandprovedthefactthatenumerating
the entire setof possiblegraphsis exponentiallyhard. We usedthis resultto develop an optimal
topologysearchalgorithm. The optimaltopologiesareusedto asa basisagainstwhich to compare
the performancef reoiganizedtopologies.

We examinedreasonswvhy our distributed sel sh algorithmsmay not performaswell asthe
optimaltopologies.We introducedfour reasondor utility suboptimalself-reoganizingnetworks:
anarchy(sel sh behaior), indifference,myopiaandorderingto give further basisfor our subse-
guentanalysisandresults.

We then evaluatedthe performanceof our architectureagainstour collectedreal-world work
load. Our objective wasto shav the currentlevel of utility andhappinesachieredwith theexisting
architecture.We thensystematicallytore down the implicit assumptionsf altruismbuilt into the
existing architecturevhile shaving the resultingnegative impacton utility. Oncewe hada sel sh
equilibrium, with muchlower global utility, we shaved the ability of our algorithmto reoiganize
andrestorethe utility of individual nodesandthe systemasawholeto similarlevelsasrealizedin
the SuperPeenetwork.

Simulationof our algorithmshaws thatit reacheghe predictedoptimal utility while providing

fairnesmotrealizedin othersystemsHowever, the globalutility falls far shortof thatobtainedoy,
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for instancetheindividually rationalSuperPeenetwork. As a potentialremedy we examinedthe
possibility of includingBloom Iters on all nodesto eliminatethe barteringdisbalancehatcauses
so mary nodesto fully disconnect.We found that sucha network is ableto producecomparable
globalutility aswith the SuperPeebaseline.

A secondanalysisincludedepsilonequilibrium wherewe attemptto more accuratelymodel
theactualreward function of nodes.We foundthatby emplo/ing sucha model,the disconnection
problemsof our othersimulationsdisappeare@ndour reoganizationalgorithmfound a solution
whereover 60% of the nodesare connected.Most encouragingvasthatthis modelcorvergedto
a utility 34% greaterthanachievedin the SuperPeemodelswhile makingno assumptionsn the
ben&olenceof nodesor centralizedrganization.

Finally, we presentedn analysisof the communitystructureinherentin our resultingreoga-
nizedtopologies We evaluatedhebetweennessentralityandmodularityof variousnetworks. This
analysisprovidedanovel angleof insightinto understandinpowv muchcommunitystructureexists
in actualP2Pnetworks.

Therearemary possibleavenuesof furtherresearctbeyondthis thesis.Our architecturehints

at several possibleéimprovementsdncluding:

Intelligent connection:In orderto maximizethe probability of nding a goodneighbor a
nodecouldrequestlist of neighbordrom its currenthigh-utility peers.Thesepeersarealso

likely to have ahighutility andareidealcandidateso connectwith.

Stratagic nodes: Modify our algorithmto discouragenot just sel sh but also strategic be-
havior by nodes. A maliciousnodethat providesfalseanswerscould be detectedoncethe
le cannotbe downloaded. Answersfrom maliciousnodeswill decreaseheir utility and
be additionally penalizedoy the system. Busy or congestedodesthat wish to discourage

connectionsandquerytraf c coulddropgueriesasanadditionalaction.

In orderto lendtractabilityto our simulationandmodelingof the network, we ignoredsereral

elementsAn enhancemerdf ourwork mightinclude:

Systemtempoality: Model dynamicqueriesover time. This would requiregatheringdata

from amuchlargerportionof the Gnutellanetwork.

Utility function: The discreteutility functionis a simple constructionand,asshavn at nu-

merouspoints,not necessarilyepresentate. While it is not possibleto de ne the“correct”
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utility function,we believe amorecomplex temporalfunctionwould bettermodelreality. For
instancea continuousutility functionthattakesinto accounthe instantaneoubandwidthof

queriesanddownloads.

Finally, we arevery interestedn theapplicability of our architectureo otherproblemdomains.
We believe our architectureandtheregion abstractionis a generakconstructiorthatcouldbe used
in mobileandsensomnetworks, routingandwebsearching.

For example,considersearchingor contenton the world-wideweh We believe therearetwo
factorsdriving web search. First, a needto searchon larger and larger datasets. For instance
the les ausers local machine not just contentpublishedon theweh Seconda needto perform
directedsearchesTheformationof a searcetwork basedon interestsvas rst proposedn [15].
Ourarchitecturecould beusedin asimilar fashionsuchthatthe formationof anoverlay devotedto
contentsearchings drivenby repeatedjueries.

Notethatoneof the big disadwantagesvith usinglocality to organizethe network is dueto the
overheadanddelayin establishinghe network, i.e. learningthe interestsand nding appropriate
attachmenpoints. A seconddisadwantageis that the participantschangequickly, possiblyfaster
than the systemcan adapt. Web searchis an interestingadditional problemdomainbecauset
representsa constantstreamof queries(every personcontinually searches!)andis thereforea
naturalsourcefor directingthe formationof the network. Local agentson eachcomputercouldbe
usedinsteadof the currentclientto search-engineener model.

We hopethat the work andresultsreportedin this thesishelp us and othersto answerthese

outstandingjuestions.
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