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Abstract

Thisthesisproposesareorganizationalgorithm,basedontheregionabstraction,to exploit thenatu-
ral structurein overlaysthatstemsfrom commoninterests.Nodessel�shly adapttheir connectivity
within theoverlay in a distributedfashionsuchthat the topologyevolvesto clustersof userswith
sharedinterests.Our architectureleveragesthe inherentheterogeneityof usersandplaceswithin
the systemtheir incentivesandability to affect the network. As such,it is not dependenton the
altruismof any othernodesin thesystem.

Of particularinterestis theoptimalityandfairnessof ourdesign.Werigorouslyde�ne idealand
fair networksanddevelopa continuumof optimality measuresby which to evaluateour algorithm.
Further, to evaluateour algorithmwithin a realisticcontext, validateassumptionsandmake design
decisions,we capturedatafrom a portion of a live �le-sharing network. More importantly, we
discover, name,quantifyandsolve several previously unrecognizedsubtleproblemsin a content-
basedself-organizingnetwork asadirectresultof simulationsusingthetracedata.

Wemotivateourdesignby examiningthedependenceof existingsystemsonbenevolentSuper-
Peers.Throughsimulationwe �nd thatthecurrentarchitectureis highly dependenton the�ltering
capabilityandthe willingnessof the SuperPeernetwork to absorbthe majority of the querybur-
den. Theremainderof thethesisis devotedto a world in which SuperPeersno longerexist or are
untenable.

In our evaluation,we introducefour reasonsfor utility suboptimalself-reorganizingnetworks:
anarchy(sel�sh behavior), indifference,myopiaandordering.We simulatethe level of utility and
happinessachieved in existing architectures.Thenwe systematicallyteardown implicit assump-
tionsof altruismwhile showing theresultingnegative impacton utility. Fromasel�sh equilibrium,
with muchlower globalutility, we show theability of our algorithmto reorganizeandrestorethe
utility of individual nodes,andthesystemasa whole,to similar levelsasrealizedin theSuperPeer
network.

Simulationof our algorithmshows that it reachesthepredictedoptimalutility while providing
fairnessnotrealizedin othersystems.Furtheranalysisincludesanepsilonequilibriummodelwhere
we attemptto more accuratelyrepresentthe actual reward function of nodes. We �nd that by
employing suchamodel,over60%of thenodesareconnected.In addition,thismodelconvergesto
a utility 34%greaterthanachieved in theSuperPeernetwork while makingno assumptionson the
benevolenceof nodesor centralizedorganization.

ThesisSupervisor:KarenSollins
Title: PrincipalResearchScientist
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Chapter 1

Intr oduction

This thesisproposesanarchitecturalmechanismto addressthescalability, fairnessandoptimality

issuesat the heartof many overlay anddistributed applicationnetworks. In particular, we make

no assumptionsas to the benevolenceof usersor nodesas is donein many suchsystems.Our

architectureleveragestheinherentheterogeneityof usersandplaceswithin thesystemtheir incen-

tivesandability to affect thenetwork. We believe sucharchitecturesareimportantin increasingly

competitive,andoftenhostile,environmentssuchastheInternet.

By way of introducingour work, we detail trendsin Internetusageandpolicy that motivate

this research.Indeed,actualdatacapturedfrom the Internetis usedthroughoutandmany design

decisionsarethe resultof analyzinghow usersbehave in dynamic,complex systems.We brie�y

review overlayarchitecturesin generalandtheir weaknessesincludingfairness,optimality andthe

presumptionof altruisticnodes.A summaryof majorcontributionsandanoutlineof theremainder

of thethesisconcludethisSection.

1.1 Moti vation

Thephysicalandlogical structureof networks is vital to their scalabilityandrobustness.Network

overlaysand distributed applicationframeworks are no exception. Two trendsposeimpending

challengesto the logical constructionof future overlays. First, the numberof network elements

is growing rapidly as devices becomesmall and pervasive. Second,ratherthan being “simple”

clients,nodesareincreasinglyboth producersandconsumersof data. The popularityof Peer-to-

Peer(P2P)�le sharing[38] anddistributed computationsystems,e.g. [39], provide compelling

evidenceof this transformation.However, theproliferationof P2Poverlaysandtheresultingtraf�c
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load hasdriven many policy implications. Among thesechangesareserviceproviders who cap

themaximumaggregatetraf�c or traf�c rateandorganizationsthatblock P2Psystemsto avoid the

traf�c chargesandliability issues.

As thefunctionalitytraditionallyprovidedby serversis distributedamongall nodesin thenet-

work, it is usefulto view every nodeasa small databaseor server. Ratherthanrequiringsupport

from the underlyingnetwork infrastructure,nodesdynamicallyorganizethemselves in an ad-hoc

fashionto form logicaloverlays.By routingdatathroughtheoverlay, programdesignershavebeen

ableto createapplicationsthatsolve thedistributedlookupproblem[3] withoutassistancefrom the

network or any centralizedsystems.

To date,themajorityof overlayresearchhasfocusedonalgorithmicef�ciency andpurelytech-

nical issues,ignoringthepolicy andincentive problemsthatplaguerealsystems.Currentarchitec-

turesoverlook issuesof fairnessandassumethe benevolenceof a large setof users.The lack of

fairnessin thesystemcauses:i) “free-riding,” wherenodesexploit otherswithout contributing; ii)

othernodesto beoverburdened;andiii) lackof stabilityasnodesmoveor disconnectin anattempt

to equalizetheunfairness.

A secondproblemis suboptimalperformancedueto architecturesthatignoretheinherentnode

heterogeneity. Thelackof optimalityin thesystemcauses:i) nodesto beburdenedsimplytransiting

datathey have no interestin; andii) unnecessarytraf�c andcongestion.

Our researchconsidersthe formation,fairness,optimality andequilibriaof theselogical over-

lays.Weproposeaninterest-basedreorganizationarchitectureto addresstheissuesoutlinedabove.

Webelieve sucharchitecturesareimportantin increasinglycompetitive,andoftenhostile,environ-

mentssuchastheInternet.

1.2 Overlay Ar chitecturesand the Inter net

We provide a detailedexaminationof prior work in overlaysandtopologyformationin Chapter2.

However, thissectionbrie�y reviews thetwo largeclassesof overlayarchitecturesandtheir current

strengthsandweaknessesasfurthermotivationfor oursystem.

Structuredoverlays[34, 47] tightly constrainnodeandcontentidenti�ers, whichdeterminetheir

locationsin thetopology, throughaDistributedHashTable(DHT) abstraction.Uniformly allocating

contentin thesystem,suchthateachnodestoresapproximatelythesameamountof data,requires

theuseof aconsistenthashfunction.Thehashfunctiondetermineswhichnodestoreseachpieceof

12



content.For example,in Chordnodesandcontentarehashedto identitiesthatareuniformly spread

over an identi�er “ring”. Thereforenodesmuststoreothers'content,irrespective of their interest

in it, to maintainthe DHT invariantsthat guaranteecorrectlookupswith boundedcomplexity. A

nodes'incentive to storecontentthat is not herown is basedon anexpectationthatotherswill act

similarly andstoreher content. Ratherthanmake strongassumptionsas to the altruistic nature

of nodesin thenetwork, we focuson unstructurednetworkswhich canform organically, allowing

nodesto sel�shly connectandaffect their topology.

A secondclassof overlaysis thosewhich areunstructured.In unstructuredoverlays,nodes

connectto otherwilling nodes. Sincecontentmay exist at any topologicalpoint in the overlay,

queriesare�ooded with a limited horizonbreadth�rst search.An inherenttradeoff existsbetween

the likelihoodof locatingcontentin thesystemversusreplicationfactor, i.e. theextent to which a

pieceof contentis duplicatedandquerypropagationdistance,i.e. thequerytraf�c overhead.Short

of �ooding queriesto all membersof theoverlay, usershave no guaranteeagainstfalsenegatives.

Thecompromisebetweensuccessfuloperationandquery�ooding limits theself-scalingproperties

whichmotivatedistributedP2Psystems.

To alleviatequeryoverhead,Gnutella[17] andothersystemsimplementa two-level hierarchy

of leavesand“SuperPeers”[42]. SuperPeersarenodeswith high-bandwidthandlow-latency con-

nectivity. Leavesconnectto SuperPeersandSuperPeersinterconnectwith eachother. Thesystem

makesuseof asimpli�ed Bloom�lter to shieldleavesfrom irrelevantquerytraf�c. EachSuperPeer

maintainsa hashof �le namesstoredon its leaves. Queriesare�ooded betweenSuperPeers,but

only forwardedon to leavesif thehashindicatesapossiblequerymatch.

While thisarchitecturehasseveralbene�tsandhasallowedthecontinuedoperationandexpan-

sionof theGnutellanetwork, we believe it hasseveral �a ws basedon the fact that it is dependent

on strongassumptionsaboutusers'benevolence.First, it reliesheavily on theexistenceandaltru-

istic natureof theSuperPeers.Second,it treatsall usersequivalently, regardlessof their interests,

ignoringratherthanexploiting theinherentheterogeneityof users.Third, while usershave theabil-

ity to changetheir behavior, for exampleby moving aroundthe systemor tailoring their sharing

preferences,thecurrentarchitectureplacesthesefunctionsoutsideof thesystem.

Thiswork presentsanalternative architecturethatbringstheuser's ability to affect thenetwork

and their incentives within the system. As such,our architectureis no longerdependenton the

assumedaltruismof theSuperPeersor any othernodesin thesystem.
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1.3 Contributions

In this thesis,we arguethat theregion abstraction[44] providesnovel insight into �nding optimal

logicalnetwork structuresin largedistributedcontentsystems.Theregionarchitectureis aproposed

constructin designinglargescale,widely distributedandheterogenousnetworks.A region is anab-

stractionthatprovidesagroupingandpartitioningmechanism.Membersof aregionshareor inherit

asetof commoninvariants,maymovebetweenregionsor bein multiple regionssimultaneously.

Weusetheregionabstractionasabasisfor developinga logical reorganizationarchitecture.At

a very high-level, it is intuitively obvious thatnetwork elementsmaywish to logically reorganize

in responseto load,performanceor failurescenariosif giventhemechanismsto do so. We extend

previousnotionsof interest-basedlocality [2, 45] to de�ne regionsandsupportourarchitecture.

The architecturewe propose,and detail in subsequentChapters,is a distributed mechanism

wherebynodesexplore andreorganizeon the basisof interests.We de�ne a utility function that

capturesinterestsandtraf�c load. In ourdesign,nodesindependentlyreorganizeto maximizetheir

local utility. We do not constrainthe connectionsof any node;a nodemay addany numberof

neighborsthatincreaseits utility. Howevernodeswhicharedissatis�edwith apeerwill disconnect

from thatpeer, for exampleif thecostof connectingto thatpeeris higherthanthebene�t.

Network reorganizationis animportantfundamentalconceptthatis well explored,particularly

in altruistic,cooperativeenvironments.Lesswell understoodis theability to providebothoptimality

andfairnessin the presenceof sel�sh nodes. We considerreorganizationalgorithmsin domains

of non-cooperative nodesthat increaseglobal utility and prevent free-riding therebyfacilitating

formationof anoptimalandfair network.

To evaluateour algorithmwithin a realisticcontext, we capturedatafrom a portionof the live

Gnutellanetwork andsimulatevariousaspectsof our algorithms.More importantly, we discover,

name,quantifyandsolve severalpreviously unrecognizedsubtleproblemsin a content-basedself-

organizingnetwork asa direct resultof usingthetracedata.We show, throughsimulationsdriven

by our Internettracedata,theability of our architectureto provide fairnesswhile maintainingopti-

mality.

Thekey contributionscontainedin thiswork are:

1. The formalizationof ideality, fairnessandoptimality notionsin P2Psystems.We usethese

formalismsto evaluateourarchitecture.

2. An interest-basedreorganizationscheme.We performsimulationsof our algorithmsusing
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real-world work loadscapturedfrom a live portion of the Gnutellanetwork. We provide

extensive analysisassessingoptimalityandfairnessandshow thesystemachieving both.

3. An extensive trace-driven analysisof therelevantpatternsof similarity anduserbehavior in

P2Ptraf�c. This bothvalidatestheassertionof prior work andprovidesa rich basisfor our

analysis.

4. A quantitative analysisof thedependenceof systemssuchasGnutellaon theexistenceand

altruismof SuperPeers,bringingasigni�cantly new level of understandingto theproblem.

5. Delineation,asa direct resultof usingreal-world data,of several previously unrecognized

problemsin content-basedself-organizingnetworksalongwith solutionsandtheir quantita-

tive analysis.

The remainderof this thesisis organizedas follows. In Chapter2 we presentrelatedwork

in overlaysanddistributed network formation,many of which this work builds upon. Chapter3

describesourP2Pdatacapturemethodologyandincludesdetailedanalysesof localityandsimilarity

presentin thesystem.In addition,we discussreasonswhy thecurrentarchitectureis strainedand

provide furthermotivation for our work. Beforereasoningaboutoptimizingor reorganization,we

�rst formally de�ne ideality, fairnessandoptimality in the context of P2Psystemsin Chapter4.

The Chaptercontinuesby detailingour interest-basedreorganizationdesignand implementation

Chapter5 begins by presentingdetailsof the simulationmethodology. We evaluateour design

againstexisting architecturesthroughextensive simulationandshow thesuccessof our approach.

Finally, Chapter6 concludeswith a summaryof major �ndings, contributionsandsuggestionsfor

furtherresearch.
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Healwaysattributedto hiscriticsamoreprofoundcomprehensionthanhehadhimself,andalways
expectedfrom themsomethinghedid nothimselfseein thepicture.

- LeoTolstoy

Chapter 2

Background and RelatedWork

In this chapterwe review the existing body of work on topics relatedto our thesis. We begin

by presentingan overview of differentnetwork overlays,both researchbasedandin popularuse,

including how they solve the distributed lookup problem. Next, we discussother schemesthat

rely on locality within theoverlayto provide context for our own work. Finally, we considerprior

researchthatexaminesincentives,reorganizationandsel�sh network formation.

2.1 Peer-to-PeerOverlays

To capitalizeon the power andscalingpropertiesof large distributed Peer-to-Peer(P2P)overlay

systems,considerableresearchhasfocusedon thedistributedlookupproblem[3]. A nodeseeking

a pieceof contentmust�nd, in a distributedfashion,which nodesstorethat content. Distributed

lookupin P2Poverlaysholdsthepromiseof self-scalability:theaggregatecapacityof thenetwork to

servicerequestsgrows asa functionof thenumberof nodes.Naturallytheself-scalabilityproperty

is limited by thealtruismof network participants,acentralthemeof thework presentedhere.

Theremarkablepromiseof self-scalabilityembodiedby theP2Pparadigm,hasled to a wealth

of theoretical,i.e. academic,andproductionsystems.Thesesystemsfundamentallyimplementone

of two approachesto building applicationlayeroverlays:unstructuredandstructured.

2.1.1 Unstructured

Unstructuredsystemsaresimple to build andmaintainas evidencedby the relative successand

popularityof working implementationsontheInternet.UnstructuredP2PoverlayssuchasGnutella

[17], Kazaa[26] and FreeNet[11], despitetheir effectivenessand wide-spreaduse,are neither
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optimalnor fair [1] andprovide excellentmotivationfor our work.1 A centraltenantof this thesis,

shown in later Chapters,is the ability to retain the propertieswhich make unstructuredoverlays

successfulwhile achieving optimalityandfairness.

Unstructuredsystemscanadapt,grow organicallyand reorganizedynamically. Nodesinde-

pendentlystoretheir contentwithout relying on any system-wideresources.Popularcontent,for

instanceaparticular�le, is oftenreplicatedby many nodesin thenetwork. Nodesconnectto onean-

otherwith minimal constraints,�ooding queriesthroughtheoverlaywith a limited horizonbreadth

�rst search.An inherenttradeoff exists betweenthe likelihoodof locatingcontentin the system

versusreplicationfactor, i.e. theextentto whichapieceof contentis duplicatedandquerypropaga-

tion distance,i.e. thequerytraf�c overhead.Shortof �ooding queriesto all membersof theoverlay,

usershavenoguaranteesagainstfalsenegatives.Thecompromisebetweensuccessfuloperationand

query�ooding limits theself-scalingpropertieswhichmotivatedistributedP2Psystems.

To alleviate queryoverhead,Gnutellaandothersystemsimplementa two-level hierarchyof

leavesand“SuperPeers”[42]. SuperPeersarenodeswith high-bandwidthandlow-latency connec-

tivity. In contrastleavesaregenerallypoorly connectedandoftenbehind�re walls. 2 Leavesusea

bootstrapmechanismto connectin a pseudo-randomfashionto SuperPeersandSuperPeersinter-

connectwith eachother. EachSuperPeerconstrainsthemaximumnumberof leavesit will serve,

soa leafmustrepeatedlyattemptconnectingto many SuperPeers.In time,theleafestablishesaset,

typically two to four, of stableconnectionsinto the SuperPeernetwork. Figure2-1 illustratesan

examplesectionof theGnutellanetwork. 3

Thesystemmakesuseof asimpli�ed Bloom�lter to shieldleavesfrom irrelevantquerytraf�c.

Uponconnectingto a SuperPeer, a leaf sendsa hashof the �le nameswhich it stores.Thus,each

SuperPeermaintainsa hashof �le namesstoredon its leaves. Queriesare�ooded betweenSuper-

Peers,but only forwardedto leavesif thehashindicatesapossiblequerymatch.TheSuperPeercan

know de�nitely thata leaf doesnot serve a pieceof content,but cannotknow with certaintythat it

does.Thus,queriesmaystill beinadvertentlysentto leaveswhocannotprovideananswer. Wegive

1We save precisede�nitions of optimality andfairnessfor Chapter4. Intuitively however, optimalandfair networks
canbesaidto maximizeglobalwelfareandensurethatnodescontributein proportionto their derivedbene�t.

2The distinctionbetweenwell andpoorly connectedis often fraughtwith dif�culties. Most existing systemsmake
useof ad-hocmechanismsto make adeterminationasto whichnodesshouldserveasSuperPeers.Well-connectednodes
may elect not to serve as SuperPeers.We note that our architecture,presentedlater, is not requiredto make sucha
determinationasnodesnaturallyevolve andemergeascentralhubs.

3In reality, thereis a third-classof nodein Gnutella: a non-leaf,non-SuperPeernode. Thesenodesimplementthe
older, �at topologyof the original Gnutellaarchitecture.They areallowed to connectin order to provide a migratory
pathto thehierarchicalnetwork. Thesenodespresentsomedif�culty whencollectingdatawhich we detail in thenext
Chapter.
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Figure2-1: GnutellaTwo-Level Hierarchy

detailsof Bloom�lters in generalandGnutella�ltering in particularin Section4.5.

Thetwo-level hierarchyhasbeenlaudedasa signi�cant success,allowing thecontinualopera-

tion andexpansionof theGnutellanetwork. However, thesystemdependson thealtruistic nature

of well-connectedusersto serve asSuperPeersanddoesnot increasethechanceof �nding unpop-

ular content. Singhet al. arguefor placingthe burdenof maintainingSuperPeerson the service

providers[41]. In contrast,our architectureturnsthe probleminto a sel�sh distributedalgorithm

withoutdependingon SuperPeers.

2.1.2 Structured

Despitethe popularityof unstructuredoverlays,they lack correctnessguaranteesand are reliant

on �ooding. To addresstheseshortcomings,oftenperceived asbeingtoo signi�cant to overcome,

many structuredoverlays[3] exist in the academiccommunity. ChordandTapestry[47, 48] are

two popularexamples;othersinclude[19, 34, 37]. Thesestructuredoverlaysaregenerallyrealized

throughaDistributedHashTable(DHT) abstraction.In contrastto unstructuredsystems,theseover-

laystightly constrainnodeandcontentidenti�ers, which determinetheir locationsin thetopology,

throughaDistributedHashTable(DHT) abstraction.Structuredoverlaysimposestronghomogene-

ity wherenodesmaintainboth a constantnumberof connectionsandprobabilisticallyequivalent

amountsof content. In most implementations,queriesareguaranteedto be successfulin O(log

n) overlay hopsif the contentis presentin the system.We comparestructuredandunstructured

overlaysin thenext chapter.

Becausestructurednetworksenforcestrictcontentplacementsuchthatnodesdonotnecessarily

storetheir own content,the designersof structurednetworks rely on the benevolenceof nodesto

storeothers'content. Nodesarewilling to storethe contentof otherusersin the systembecause

they similarly rely on othernodesto storetheir own content.Thus,altruismis maintainedthrough
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expectation.

Clearly, thestoragefairnessof structurednetworkscanbeeasilygamed.Nganetal. suggestan

approachwherebynodespublishtheir resourceconsumptionandcontribution to the system[29].

By usingadistributedauditingtechnique,nodeshave anincentive to publishtheir resourcerecords

truthfully. However, this is justoneof many fairnessandincentive problemsin structuredoverlays.

The authorsdo not considerthe problemof fairnessas it relatesto the bandwidthresourcesof

nodes.Sincecontentis allocatedto nodesaccordingto a consistenthashmechanism,a nodemay

randomlybeasked to storea pieceof contentthat is very popularin orderto bea partof theP2P

system.Currentmethodsrely on load-balancingmechanismsto preventany nodefrom saturating.

Theissueof fairnesswithin structurednetworksis beginningto berecognizedasasigni�cant issue,

particularlyin proposedDHT servicessuchasOpenHash[20].

Our work is similarly concernedwith providing incentives suchthat usersconsumeP2Pre-

sourcesin proportionto their resourcecontribution. However, we investigatethesel�sh formation

of unstructurednetworkswherenodesstoretheirown contenttherebyeliminatingfairnessproblems

asthey relateto �le spaceresourceconsumption.Insteadour distributedalgorithmallows groups

of usersto interconnectsuchthattheimposedqueryloadis proportionalto thebene�t nodesderive

from their connections.

2.1.3 Overlay Locality

Earlierwork recognizedthe intuition thatby preferentiallyconnectingpeerswith similar interests

together, onecanminimize query�ooding andthusoptimizeunstructuredP2Psystems.Keleher,

et. al [21] put forth someof the�rst argumentsfor maintaininglocality in distributedP2Psystems.

SemanticOverlayNetworks(SON)areproposedin [13] which developa classi�cationhierar-

chy suchthata nodebelongsto oneor moreindependentoverlaysandqueriesaretaggedso they

aresentto theright overlay. Thedif�culty with a rigid classi�cationschemeis thatits performance

dependsonde�ning criteriathatclassi�esthedatawith suf�cient granularityandrequiresusersand

nodesto classifytheirdata.

Theworkof Sripanidkulchai,et. al [45] reliesonthepresenceof interest-basedlocality to create

interestbased“shortcuts”.Eachpeerbuilds ashortcutlist of nodesthatansweredpreviousqueries.

To �nd content,apeer�rst queriesthenodesonits shortcutlist and�oods thequeryonly if querying

theshortcutnodesis unsuccessful.We extendthis ideato thenetwork formationandusea utility

modelthatconsidersfairnessandcost.
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2.1.4 Reputation Systems

A signi�cant issueof concernis thatof free-riders,nodeswhodownload�les withoutproviding any

valueor whosomehow misrepresentthemselvesto obtainbene�t. Proposals,includingthisone,that

attemptto mitigatetheimpactof free-ridinggenerallyrely on sometypeof reputationmechanism.

“Whitewashing” is the phenomenonwherebya maliciousplayer(i.e. network node)circum-

ventsreputationandrepudiationalgorithmsby continuallyassumingnew identities. Sincenodes

areassumedto behonestinitially (otherwisethesystemcouldnot bootstrap),maliciousnodesex-

ploit their initial credit by whitewashing. Note that identity in the systemis typically not an IP

address,but rathersomesystem-speci�cidenti�er. While IP addressesprovide an architectural

mechanismfor uniqueness,theproliferationof NAT and�re wall devicesdoesnot preserve a one-

to-onemappingbetweenhostsandIP, i.e. violating theend-to-endprincipal.

In a self-reorganizingsystem,this certainly is a potentialproblemas thereis a tradeoff be-

tweenexploring a nodeandbeingexploitedby thatnode.Free-ridingandsystemsfor establishing

reputationsarean issueof a signi�cant amountof research[1, 23, 14]. However, reputationsand

truthfulnessarebeyondthescopeof thispaper.

2.2 Network Formation

ThisSectionexaminesprior work in network formation,particularlyasanoptimization.

2.2.1 Reorganization

In [9] Chunoutlinesa network optimizationgameto optimizestructuredP2Pnetworks. We usea

similar framework to modelouroptimizationgamein thecontext of anunstructuredP2Pnetwork.

Gia [7] is anunstructuredP2Psystemthatreorganizesin spirit similar to our design.Gia uses

randomwalks for queriesandbiasesthe walk toward high-degreenodes. The additionalinsight

in Gia is that thesehigh-degreenodescanthenbecomeoverloaded,soGia implementsa topology

adaptationmechanism.Gia attemptsto forcehigh-degreenodesto betheoneswith high-capacity

andconnectslow-capacitynodeswithin shortreachof high-capacitynodes.Thesimulationresults

demonstrateseveralordersof magnitudescalabilityimprovementwith theGiaschemebut doesnot

addressfairnessor nodeattemptingto gamethesystem.
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2.2.2 Sel�sh Formation

Recentresearchhasexaminedthe structureof sel�shly constructedoverlay networks [10]. The

authorsde�ne a cost function that is proportionalto distanceand �nd node-degreedistributions

varying from node-degreeto power-law. Similarly, throughsimulationwe seekto understandthe

equilibriaof graphsthataretheproductof ouralgorithmandmeasurementdata.Becauseourutility

is a function of interestlocality, we expect to �nd signi�cantly different resultsthat complement

thispreviouswork.

Finally, the utility-basedeconomicclubs proposedin [2] are closely relatedto our scheme.

Their schemealsousesa utility function to drive eachpeer's reorganizationstrategy. While our

simulationresultsof networksthatincludealtruisticSuperPeersaresimilar, weareinterestedinstead

in purelysel�sh network. Thus,our focusis on network reorganizationandformationin a world

whereSuperPeersno longerexist. Our work is complementaryin that we examinethe classof

purelysel�sh andhomogenousnodesderivedfrom our tracemeasurements.In addition,we de�ne

differentutility andreorganizationmodelsbasedon severalpreviously unrecognizedproblems.

2.2.3 Regions

Our work is partof theregionsproject[44, 43] anddevelopsmethodsof reorganizationwithin and

amongnetwork regions. The region architectureis a proposedconstructin designinglarge scale,

widely distributedandheterogenousnetworks. Regionsarebasedon the notion that the Internet

is anincreasinglycomplex network of networkswhereelementsareconnectedandinterrelatedby

a setof commoninvariants. A region is thusa partition of the network wherethemembernodes

shareconsistentcontrol,state,policy or knowledge.Thecanonicalexampleof a region is thesetof

nodeswithin anautonomoussystem(AS) [35]. Theregionsprojectseeksto provideanarchitectural

mechanismwith which to de�ne anduseregions.

We expandon earlier regionswork [25] to understandhow nodesparticipatingin an overlay

region canorganizeandsegmentin orderto maximizetheir performance.Theresulting,sel�shly

constructedislandsof interestmay be consideredsub-regions,de�ning nodeswith commonality

thathave reorganizedtogether. In thiswork, we furthercodify theregionsabstraction.
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Explanationswereadvanced,but mostof theseweresimplyphraseswhich restatedtheproblemin
differentwords,alongthesameprincipleswhichhadgiventheworld “metal fatigue.”

- DouglasAdams

Chapter 3

Analysisof P2PData

The ability of a distributed reorganizationalgorithmto exploit interestsdependson the ability to

successfullydriveanodeto theproperregionof thenetwork. However, if anode's queriesand�les

aresuf�ciently dissimilar, �nding a sustainablepositionin thenetwork for thenodeis tantamount

to animpossiblebarteringproblem.

Prior work hasassumedtheexistenceof high-degreesof locality within unstructuredPeer-to-

Peer(P2P)systems.Beforeconsideringreorganizationalgorithmsbasedon presumptionsof local-

ity, wevalidatethisassumptionagainstreal-world work loads.To performthevalidation,wecollect

several daysworth of datafrom a portionof a popularunstructuredP2Pnetwork. Understanding

the degreeof locality in working systemsallows us to betterdesigna mechanismsto exploit that

locality.

In this Chapter, we �rst presentour datacollectionmethodologyandoperationalspeci�cs of

theGnutellanetwork relevantto gatheringthedata.Wethengivedetailsof ourcollectionprogram.

Next weprovidedescriptive statisticsonthedatacollectedincludingthedistribution of: connection

duration,shared�le count,querycount,queryrateandshared�le size. As a basisfor subsequent

designdecisionsin futureChapters,we analyzetheprevalenceof �le replicationamongnodesin

ourdataset.

Finally, weaskto whatextent,if any, interest-basedlocality canbeleveragedin anarchitecture.

We examineandquantify theexistenceof locality in our datasetusingalgorithmsandtechniques

adoptedfrom theinformationretrieval community.

Thedataandresultsin thisChapteraretangentialto ouractualarchitecture,but vital in validat-

ing assumptions,makingdesignchoicesandmodelingreal-world work loads.
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3.1 Data Collection Methodology

For ourstudywegatherdatafrom aportionof theGnutellanetwork overa72-hourperiodincluding

approximately1500nodes.Our captureprogram,grawl , shortfor Gnutella-crawler, establishes

itself asa SuperPeeron theGnutellanetwork andanonymouslygathersqueriesand�le lists from

all nodesthat connectto the hostrunningour collectorprogram. A signi�cant fraction (approxi-

matelytwo-thirds)of peersrefuseto answerdirectoryqueries,presumablyfor privacy reasons.Our

analysisincludesonly thosehostswhich allowedlisting of their shared�les. While this eliminates

many nodesfrom consideration,thedurationof our datacollectionin conjunctionwith theproba-

bilistic natureof nodeattachmentensuresthat our sampleis reasonablyrepresentative of the true

population.All IP addressesareanonymizedto maintaintheprivacy of theGnutellanodesgrawl

converseswith. The datacollectedfor this study is publicly available from the following URL:

http://ana.csai l. mi t. edu /r beve rl y .

We areprimarily interestedin thecorrelationbetweena node's queriesandits existing content

(i.e. shared�le list). QueriesdonotcontaintheIP addressof theoriginatingpeer, insteadthey con-

tainauniqueidenti�er from a16-bytespacerandomlychosenby thenodeissuingthequery. Nodes

have noknowledgeof whereaqueryoriginatedbeyondknowing from whichdirectlyattachedpeer

thequeryarrived. Presumablythis designfeatureprovidesadditionalprivacy againstthird-parties

mappingqueriesto nodesandIP addresses.

Queryrouting in Gnutellais performedasfollows. Nodesin thenetwork maintain�nite state

on previous queries,mappingidenti�ers to the peerfrom which the querywasreceived. On the

basisof the identi�er mappings,queryhits areforwardedbacktoward the originator. Figure3-1

illustratesthequeryresponsemechanismwith anexample. A nodeissuesa queryfor key “ABC”

andgivesthequeryanidenti�er of “101.” Thequeryis �ooded amongtheSuperPeersandsentto

a nodeattachedto S5 thatcananswerthequery. SuperPeerS5 maintainsa tablethatmapsquery

identi�ers to incominginterfacesandroutesthereply to S3. Similarly, S3 sendsthereply backto

S1. Thearrow in the�gure representsthequeryreturnpath.

As mentionedin Chapter2, a third-classof Gnutellanodesarethoselegacy nodeswhich do

not implementthe latestprotocolsupportingthe two-level hierarchy. Thesenodesareallowed to

connectin orderto provide amigratorypathfrom theold, �at Gnutellaarchitecture.We alsoallow

thesenodesto connectandtermthem“non-leaf,non-SuperPeer”nodes.

In orderto disambiguatequeriesreceived from peersthat originatedthe requestfrom queries
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Figure3-1: GnutellaQuery/ResponseMechanism

simply forwardedonbehalfof otherpeers,grawl usestwo techniques.Leafnodesareguaranteed

to have no children. As a SuperPeer, grawl recordsall queriesfrom its leaf peerssincethese

queriesmustbegeneratedby thatpeer. Second,peersarerequiredto incrementthehopcountand

decrementthe time-to-live (TTL) �elds in the Gnutellapacket header. Grawl recordsall queries

from non-leaf,non-SuperPeernodeswith a hopcountof one. Whena peerdisconnects,its query

list is �ushed to diskalongwith theconnectionduration.

In additionto recordingthequeries,grawl attemptsto acquiretheshared�le list of eachnew

peerthatconnects.Thecollectoraskspeersfor their �le list in two ways. First, grawl attempts

an HTTP connectionto the hostasseveral clientsprovide an HTML list of �les. Unfortunately

many hostsare behind�re walls. If the HTTP methodfails, the collector sendsa specialquery

messagewith a TTL of 1 andsearchof four spaces.This specialqueryis honoredby many clients

to index all �les the host is sharing. Despitethe bestefforts of thesetwo methods,a signi�cant

fraction (approximatelytwo-thirds)of peersrefuseto answerthesedirectoryqueries,presumably

for privacy reasons.Our analysisincludesonly thosehostswhich allowed listing of their shared

�les. Table3.1summarizestheoperationof thecollectorprogramby describingits actionstakenin

responseto network events.Unlessotherwisespeci�ed,grawl actsasanormalSuperPeer. 1

We performa tokenizationprocedureon thequeriesand�le names.To tokenizewe eliminate:

i) non-alphanumerics;ii) stop-words: “it, she,of, avi, mpg,” etc.;andiii) singlecharactertokens.

We do not useothernormalizationtechniquessuchasstemmingtokens[24] to their root words,

e.g. “singing” ! “sing”. Althoughstemmingmethodscould raisethematchquality, the issueis

orthogonalto ourproblem.Thus,oursimilarity measuresareunder-estimatorsof thetruesimilarity.

Theresultingtokensareproducedby separatingonremainingwhite-spacein thestring.Weassume

tokenizationin theremainderof thisdocument.
1In fact,grawl is basedon thefreelyavailableopen-sourceMutella [27] SuperPeercode.
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Table3.1: DataCollectorEvent/ActionSummary

Event# Description grawl action

1 Leaf i connects HTTP-geti 's shared�les. If getfails,goto2.
2 HTTP-getof i fails Sendspecial“get all �les” querywith TTL=1

to i .
3 SuperPeers connects Allow up to 50SuperPeerconnections.
4 Receive queryfrom leaf i Recordandtimestampquery.
5 Receive query from non-

leaf,non-SuperPeeri
If hop-count=1,recordquery.

6 Non-SuperPeeri discon-
nects

AnonymizeIP, �ush queriesandconnecttime
to disk.
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Figure3-2: CDF of NodeConnectionDuration,Mean= 708seconds

3.2 Data DescriptiveStatistics

Wenow presentdescriptivestatisticsof thedatacapturedandusedin simulationwhichwereferto in

laterChapters.For instance,we usetheaveragequerycountandqueryrateto drive ourcalculation

of the discountfactor in our utility formula. Figure 3-2 presentsthe cumulative distribution of

connectiontimes our SuperPeerexperiencedduring datacollection. Similar to previous studies

[18, 38], we seethattheaverageconnectiontime is approximately11.8minutes,a very shorttime.

As few as5% of thenodeswereconnectedfor morethananhour. 50%of thenodesconnectedfor

lessthan349seconds,approximately6 minutes.

Suchhighdegreesof connectivity churnarelikely indicative of threefactors.First,many nodes

are free-riding, i.e. connectingonly long enoughto download a particularpieceof contentand

thenleaving thesystem.Second,many nodesareattemptingto �nd SuperPeersthatarenearbyas

measuredby somelatency mechanism.And third, many nodesareattemptingto �nd content,but
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Figure3-3: CDFof NodeSharedFile Count,Mean= 134�les

areunableto do soandarethusmanuallyreorganizing.

In the next sectionwe presentour algorithmwhich placesthe reorganizationwithin the sys-

tem. We believe thatour algorithm,asit takesincentivesinto accountandpreventsusersthatare

connectedfor long durationsfrom beingtaken advantageof, will leadto longerconnectiondura-

tions andhencegreaterstability. Indeed,in orderfor a nodeto reorganizesuchthat it maintains

connectionsto its preferredregionswill take a �nite amountof time providing a disincentiveto

disconnecting.

Fromcapturingthelist of �le namesandsizes,wegaininsightinto thepropertiesof thecontent

which nodesarewilling to share.In Figure3-3 we seethaton average,hostsshared134�les and

only 20%offer fewer than10differentpiecesof content.Thus,evenin anetwork whereusershave

no incentive to provide �les or answerthequeriesof othernodes,a signi�cant proportionof those

nodesthatdoshare�les sharea fairly largenumberof �les. 2 Weusethis factasinspirationfor our

epsilonequilibriummodelin Section5.4. Themeannumberof queriesperhostwas11 asshown

in Figure3-4. Over 40%of thehostsin our datasetsenta singlequery, againa likely indicatorof

churnin thesystem.

The total size of all �les sharedwas almost1 GB as seenin Figure 3-5. This leadsto the

observation thatnot all �les shouldnecessarilybeconsideredequal.A �le that is very largemight

provide greaterutility thanonethatis small.Wedo not differentiatebetween�les in this work, but

ourdesigncouldbesupplementedby this intuition.

Finally, the averageper-nodequeryratewasapproximately0.012queriespersecond,a value

we useto determinean appropriatediscountfactor � in our simulations.Figure3-6 displaysthe

2Recallthatwe mustexcludeapproximatelytwo-thirdsof thenodesthatrefusedto provide their list of �les.
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Figure3-4: CDF of NodeQueryCount,Mean' 11 queries
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Figure3-5: CDFof NodeShareFile Size,Mean= 997MB
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Figure3-6: CDF of NodeQueryRate,Mean' 0.012queries/second
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Figure3-7: CDFof File Replication

distribution of queryratesseenfrom all nodes.

3.3 Replication

An interestingfeatureof thedatais understandingtheextentto which �le replicationoccursin real

systems.After tokenization,we �nd thenumberof nodesholdingeachunique�le in thenetwork

asshown in Figure3-7. Approximately76%of the�les areuniqueto a singlenode,indicatingthat

24%areduplicatedat leastonce.

Two �les maybedifferent,for instancedifferentformatsof thesameimage,andstill provide

thesamebene�t for a usersearchingfor that �le. However, it mayalsobethecasethatreplication

is amorespeci�c phenomenonwherethe�le mustbeanexactreplica.To determinethenumberof

exactreplicasof �les, we changeour de�nition of a unique�le in thesystemto bethetupleof its

�le sizein bytesandsetof tokens.Weseethatapproximately86%of theseunique�les resideon a
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singlenode.Thus,14%areduplicatedat leastonce.

3.4 Inter est-BasedLocality

The ability to designa distributed interest-basedreorganizationalgorithmdependson beingable

to successfullydrive a nodeto the properregion of the network. For example,considera node

holding �les that are all classicalmusic, but issuingonly queriesfor acid jazz. That nodewill

have signi�cant dif�culty �nding a portionof thenetwork to which shecanconnectbecausenodes

answeringherquerieswill likely beunableto derive any bene�t from her�le store.In essence,this

is aclassicbarteringproblemandleadsto our �rst question:

Question#1:“To whatextent,if any, caninterest-basedlocality beleveraged?”

Weareprimarily interestedin thecorrelationbetweenanode's queriesandits existing content,

i.e. shared�le list. In thisSection,weseekto determinethesimilarity.

3.4.1 Similarity Metric

To assessthe correlationbetweena Gnutellanode's �les and the queriesit issues,we usetwo

metricsfrom theinformationretrieval (IR) community. TheJaccardsimilarity [33] betweenasetof

�le tokensF andqueriesQ for nodei is simply:

sim(Fi ; Qi ) =
jFi \ Qi j
jFi [ Qi j

(3.1)

We calculatetheJaccardsimilarity for thenodesin our datasetwherewe successfullycapture

boththe�les andqueries.Figure3-8displaysthecumulative distribution of Jaccardsimilarity.

A moreaccurateandwidely acceptedsimilarity metric is cosinesimilarity, alsoknown asthe

vectorspacemodel(VSM) [4]. Let theunionof �les andquerytokensof nodei beUi = Fi [ Qi .

For all nodesi in N total nodesfrom our study, let U =
S

i Ui . Let n i = jUi j for the �les and

queriesof nodei . We de�ne two vectorsof sizen: ~f i and~qi suchthateachelementof thevector

is a weight for a token in U. We usethe Text Frequency, InverseDocumentFrequency (TFIDF)

formulafor thevectorweights:

! t;i = (f r eqt;i )log2(
N

f r eqt
) (3.2)
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Figure3-8: JaccardSimilarity CDF betweenFilesandQueries
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Figure3-9: TFIDF-WeightedNormalizedCosineSimilarity CDF betweenFilesandQueries

Wheref r eqt;i is thefrequency of tokent in Ui andf r eqt is thefrequency of token t in U (all

of F; Q). In order to copewith the varying lengthsof eachF i ; Qi , we normalizeby the length

of the vectors. The similarity betweenthe vectorsis then the distancebetweenthem in an n-

dimensionalspace.We computethedot productof thelength-normalizedvectorsto determinethe

cosinesimilarity betweenthe�les andqueriesof anodei :

sim(Fi ; Qi ) =
~f i � ~qi

j ~f i jj ~qi j
(3.3)

Figure 3-9 displaysthe TFIDF weightednormalizedcosinesimilarity betweenthe �les and

queriesof ourdataset.Weseethat60%of thenodeswecaptureexhibit similarity betweentheir �le

setsandqueries.Our interest-basedreorganizationscheme,describedin thenext Chapter, is based

on thisencouragingresult.

30



Conviction is worthlessunlessit is convertedinto conduct.

- ThomasCarlyle

Chapter 4

Designand Implementation

Wepresentourdesignandimplementationof ainterest-basedreorganizationschemein thisChapter.

We focuson designinga systemthat convergesto an optimal andfair structure,propertieswhich

we rigorouslyde�ne. Thesystemshouldberobustto malicioususerswhocanmisbehave or derive

bene�t from thesystemwithoutcontributing, i.e. “free-riding.”

First we formally de�ne idealandfair networkswithin thecontext of Peer-to-Peer(P2P)over-

lays.To evaluateourdesign,weoutlineacontinuumof optimalityrangingfrom globalto individual

welfaremaximizingnetworks. In addition,weshow thatenumeratingall possiblenetworksin order

to �nd anoptimalone,a taskwe performin our subsequentalgorithmevaluation,is exponentially

hard.

Next we evaluatethedependenceof thecurrentarchitectureon thepresenceof SuperPeers.To

supportourargument,weshow theuseof Bloom�lters in thesystemandanalyzethefalsepositive

rate.As expected,we �nd thatthesystemis highly dependenton theSuperPeers.

To take the �rst steptoward a rational network equilibrium, we look at a SuperPeermodel

whereleavesbehave in anindividually rationalfashion.Wethenexaminethepotentialfor leavesto

reorganizearounda staticSuperPeernetwork.

Finally weconsidertheproblemat therootof ourwork, aworld in whichSuperPeersdisappear

or arenolongeraltruistic.Weshow anumberof previouslyunrecognizedproblemsin content-based

self-organizingnetworksalongwith theirquantitative analysis.Ourutility functionandreorganiza-

tion algorithmaretheresultof carefulanalysisof theseproblemsandtheability to properlymodel

thesystem.Basedon our tracedata,we defenda choiceof discountfactor. We concludeby intro-

ducingfour reasonsfor utility suboptimalself-reorganizingnetworks: anarchy(sel�sh behavior),

31



indifference,myopiaandorderingto give furtherbasisfor oursubsequentanalysisandresults.

4.1 De�ning Ideal and Fair Networks

Beforewe canbegin to reasonaboutoptimizationor reorganizationwemust�rst de�ne metricsby

whichto evaluateournetworksandalgorithms.Hereweprovideourbasede�nition for optimaland

fair networks.Thebasicframework weconsider, whichweextendshortly, is:

� A setof nodes,N .

� An undirectedgraphG = (V; E) of vertices(V ) andedges(E) whereeachvertex is a node

(V = N ).

� For all i 2 N , asetof �les Fi andqueriesQi .

� A time-to-live (TTL), t, representingthequerypropagationdepth.

4.1.1 Ideal

We de�ne an idealnetwork asonewhereevery querythatcanpossiblybeansweredby any other

nodeis successful.More formally, de�ne F i;j (t) asthesetof �les availableto nodei asa resultof

maintaininganedgeE connectingto j whenqueriespropagateto a depthof t. For t > 0, we can

expressFi;j (t) by therecursive expression:

Fi;j (t) = Fj [

0

@
t> 0[

k2 nbr s(j )� i

Fj;k (t � 1)

1

A (4.1)

ThusFi;j (t) includesthe�les of theneighborj to which i attachesaswell asthe�les available

to j , throughall k of j 's neighbors1, with the TTL decremented.In otherwords,this expression

givesthe setof �les determinedby the union of all �les availableto i via nodeswithin its query

reachasa resultof theconnectionwith neighborj .

Let Si;j bethesetof successfulqueriesfor nodei asa resultof connectingto nodej :

Si;j = Qi \ Fi;j (4.2)

1k mayor maynot alsobea neighborof i dependingon whethera cycle exists,but nothingpreventsthis from being
thecase.Sincewe areinterestedin theunionof all �les, multiple pathsto thesamenodedoesnotaffect ourde�nition
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Let Si be the setof successfulqueriesfor nodei asa result of sendingits queriesQ i to its

completeneighborset:

Si =
[

j 2 nbr s(i )

Si;j (4.3)

De�ne Pi asthesetcontainingall possiblyanswerablequeriesof i , i.e. thenumberof queries

answeredasa resultof connectingto everyothernode:

Pi =
jN j[

j =0

Si;j (4.4)

An idealnetwork graphG constructionthenimpliesthatthenumberof satis�edqueriesfor all

nodesi 2 G equalsthemaximumpossiblesuccessfulqueries:

jSi j
jPi j

= 1 8i (4.5)

Thecanonicalidealnetwork is afully-meshedgraph(atotalof 1
2n(n � 1) edges)suchthatevery

nodehasanundirectededgeto everyothernode;many otherswill exist in practice.

Note that thesede�nitions of the ideality of a network do not take into considerationidentical

context duplicatedat morethanonenode. Thus,we requirethateachquerybeansweredonly by

at leastoneothernodefor a matchandgive no additionalbene�t to multiple matchesfor a single

query. In latersections,we considerthebene�t of redundancy, i.e. thesituationwherequeryq of

nodei is for �le f andnodesa andbbothstoref wherea 6= b 6= i .

4.1.2 Fair

Fairnessis theability of thenetwork to preventnodesfrom gainingutility without contributing. A

nodethat issuesqueriesbut doesnot provide any reciprocalbene�t is a free-riderandshouldbe

disconnectedfrom thenetwork. Nodesprovide bene�t eitherby answeringqueriesdirectly or by

providing transitto othernodeswhoanswerthequery. Thenetwork shouldensurethequerysuccess

of eachnodeis proportionalto thequerysuccessit providesto its neighbors:2

8n 2 N; 8i 2 nbrs(n) : sn / si;n (4.6)

2More preciselywe areinterestedin maintainingutility fairness,but forego introducingutility until Section4.6.2.
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4.2 De�ning Optimality

Optimality is thenthebalancebetweenan idealandfair network. We de�ne a utility functionthat

rewardsidealandfair networks while penalizingthosewith needlesscommunication.The utility

functionis discussedin detail in Section4.6.2,but abstractlywe de�ne u i (E i ; t) astheutility of a

nodei in thesystemwheni hasneighborsde�ned by E i andqueriesaresentwith a TTL of t. E i ,

theedgesof i , arede�ned by thegraphG. Theglobalutility of agraphG for TTL t is theaggregate

utility of all individual nodes:

u(G; t) =
jN jX

i =0

ui (E i ; t) (4.7)

In thissection,weformally developde�nitions for acontinuumof optimality. At oneendof the

rangearesociallyoptimalnetworkswhichmaximizetheglobalwelfare.Diametricallyopposedare

purelysel�sh networkswherenodesmaximizetheir individual their individualutilities. An optimal

network of sel�sh nodesmustprovide no incentive for themto changetheir topology. Thus,we

refer to sel�sh network optimaas“equilibrium optimal.” Finally, in themiddleof thespectrumis

risk-adversealtruisticoptimality. Eachof thethreetypesof optimalityarediscussednext.

4.2.1 SociallyOptimal

Thesociallyoptimalnetwork is onethatignoresindividualuserpreferenceor happinessandinstead

maximizesthe aggregateutility. For all possiblegraphsin the exponentialset f Gg, the socially

optimalnetwork is onethatmaximizesutility for agivenTTL t:

Gso(t) = g 2 f Gg : u(g; t) � max[u(G � g; t)] (4.8)

Sociallyoptimalnetworksassumea centralizedoracleplanneris controllingnodeconnections

in orderto provide thehighestaggregatesocialutility. Becausenodescannotactautonomouslyin

this model, individual nodesmay be disenfranchisedin orderto provide bene�t to othernodesif

suchaconnectionyieldshigherglobalutility.

To illustratethe fact that loweringonenode's utility canincreasetheglobalutility by a larger

amountthanwaslost by thatnode,we examinetwo possiblenetworks. Froma setof edgesE, let

ei;j 2 E denotethe undirectedconnectionfrom nodei to j . Considergraphsg; h 2 G identical

exceptfor g having anadditionaledgefrom i to j : g = h [ ei;j .
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Thenin thesociallyoptimalmodel,theutility of g maybegreaterthantheutility of h even if

theutility for thesinglenodei hasgonedown asaresultof theconnectionfrom i to j . In thishighly

plausiblesituation,theglobalutility is greaterwith theconnectionfrom i to j becausea third node

k (possiblyk = j , but not necessarily)contributesmoreglobalutility to thesystemthani detracts.

Formally, 9i; j; k 2 N ; i 6= j; i 6= k suchthat:

ui (ei;j 2 E) < ui (ei;j =2 E)

uk (ei;j 2 E) > uk(ei;j =2 E)

u(g) > u(h)

Theimportanceof thisexampleis thatsomeindividual nodesmaybe“unhappy,” or lesshappy

thanthey might be, in orderto maximizeglobal welfare. The ratio betweenthe socially optimal

utility andthesel�sh utility is commonlyknown asthe“Priceof Anarchy” [30].

4.2.2 Risk-AdverseAltruistic Optimal

Weconsideranew classof optimalityweterm“Risk-AdverseAltruistic.” Suchnetworks�t between

socially andequilibrium optimal. While thesenetworks cannotbe consideredin equilibrium for

purelysel�sh nodes,they provide a reasonableapproximationof existing P2Pnetworks. Thatis to

say, webelievemany P2Pnodesarealtruisticsolongasthey derivesome,but notnecessarilyall, of

thebene�t of connectingto thesystem.Wemake only passinguseof thismodelin oursimulations

andpresentit hereprimarily for completeness.

A risk-adversealtruisticoptimalnetwork is onewhereall nodeshave non-negative utility (i.e.

are“happy”). However, a nodemaynot maximizeits individual utility in orderto provide higher

global utility (i.e. be altruistic). We assumethat nodesarenot myopic andcanimplementa dis-

tributedalgorithmto determineif their actionsmaximizetheglobalutility.3 Alternatively, we may

againassumeanoraclethatservesasthecentralplanner. Formally, therisk-adversealtruisticopti-

malnetwork for agivent TTL is:

Gr ao(t) = g 2 f Gg : u(g; t) � max[u(G � g; t)]; ui (g; t) � 0 8i (4.9)

3Unfortunately, assumingcompleteor semi-completeknowledgerequiressigni�cant coordination,authenticationand
veri�cation in a distributedsystem.Sucha systemis beyond the scopeof this work andwe userisk-adversealtruistic
optimalonly asa modelby which to measuretheperformanceof realsystems.
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4.2.3 Equilibrium Optimal

The�nal classof optimalityweconsideris equilibriumoptimal.Suchnetworksrepresentthehigh-

estglobalutility obtainablesubjectto theconstraintthatnonodecandisconnectoneof its peers,i.e.

removeanedge,andincreaseits individualutility. In otherwords,for theactionspacethatincludes

droppingconnections,thenodecannotobtainhigherutility by takinganaction.Thus,thenetwork

is consideredstableandin equilibrium. Formally, we de�ne theequilibriumoptimalnetwork for a

givent TTL as:

Geo(t) = g 2 f Gg : u(g; t) � max[u(G � g; t)]; ui (E i ; t) > ui (E i � ei;j ; t) 8i; 8j 2 nbrs(i )

(4.10)

4.3 Comparing Structured and Unstructured Overlays

Having de�nedideality, fairnessandoptimality, weconsiderhow to bestarchitectasystemto realize

thesegoals.Againweturn to previouswork for inspirationandabasisuponwhich to build. In this

sectionwe comparestructuredandunstructuredoverlaysin thecontext of ourgoals.

Theremarkablepromiseof self-scalabilityembodiedby theP2Pparadigm,hasled to a wealth

of theoreticalandproductionsystems.Herewe comparestructuredandunstructuredoverlaysin

the context of fairness.Our designusesthe region abstractionto realizea systemwith the most

appealingpropertiesof each.

Despitethepower of structuredoverlays,Chawathe,et al. [7] succinctlyidentify severaldisad-

vantagesin thecontext of themostpopularP2Papplication:�le sharing.

The �rst disadvantagestemsfrom strict contentplacementin conjunctionwith the frequent

membershipchangescharacteristicof a realistic InternetP2P�le sharingsystem[18, 36]. Uni-

formly allocatingcontentin the systemrequiresthat, for eachpieceof content,a consistenthash

functiondetermineswhichnodestoresit (e.g.,in Chordnodesandcontentareuniformlyspreadover

anidenti�er “ring”). Thereforenodesmuststoreothers'content,irrespectiveof their interestin it, to

maintaintheDHT invariantsthatguaranteecorrectlookupswith boundedcomplexity. Becauseof

frequentnodechurn,thesystemincurssubstantialcommunicationandprocessingcostsrelocating

contentamongnodes.A seconddrawbackis thatkeywordsearchesaremorerelevantin �le sharing

networks thantheexactmatchquerieson which structuredP2Psystemsrely. Keyword supportin
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structuredoverlaysis non-trivial. Finally, mostqueriesarefor “hay” ratherthan“needles”.In other

words,themajority of queriesarefor popularcontentwhich is, by extension,well replicated.By

destroying thenaturalintereststructure,aDHT is optimizedfor auniformly distributedtraf�c load,

anunrealisticassumptionin productionnetworks.

Unlikestructurednetworkswhichhavesubstantialmaintenanceoverhead,unstructuredsystems

aresimpleto build andmaintain.However, thecompromisebetweensuccessfuloperationandquery

�ooding limits theself-scalingpropertieswhichmotivatedistributedP2Psystems.

Selectinganappropriateoverlaydependson theintendedapplicationandneitherstructurednor

unstructuredsystemsareideal. Unstructuredoverlaysareappealingdueto their low maintenance

overhead,replicationof popularcontentandability to searchon wildcard queries(i.e. “hay” not

“needles”).However thesesamesystemsexhibit unattractive properties:nocorrectnessguarantees,

largeamountsof querytraf�c andlackof fairness(i.e. “free-rider” syndrome).Onthebasisof these

observations,wechooseto baseourdesignon unstructuredoverlays.

Our thesisis the following. Thereexists a naturalstructurein P2Psystems,and regions in

general,thatstemsfrom commoninterests.If nodesadapttheir connectivity within theoverlay to

optimizefor commoninterests,theoverlaywill evolve to clustersof userswho have strongshared

interests.Theseareconnectedwith longerlinks thatconvey informationaboutsecondlevel prefer-

ences.With theadditionof utility-basedtrustmechanisms,thetopologyevolvestoward increased

ef�ciency andreducedcongestionwhile pruningmisbehaving nodesandfree-riders.In otherwords,

thesystemprovidesacloserrealizationof network optimality.

4.4 ReorganizationAlgorithm Design

Informally, the designof our systemis as follows. A nodeenteringthe overlay usesa bootstrap

mechanismto locatea setof initial peersasin existing P2Pdesigns.Nodesattemptto maximize

theirutility by exploringthebene�t of maintainingdifferentconnectionsin theoverlay. Thusnodes

arefacedwith aclassicexplorationversusexploitationproblem.

Nodessel�shly attemptto maximizetheir local utility which is simply a bene�t minus cost

function we provide later. A neighborpeerthat provides a query result increasesthe utility of

maintaininga connectionto thatpeer. Similarly, nodesloseutility astheir neighborsissuequeries

and therebyincreasethe traf�c load. Note that the utility of a peerproviding a query response

increasesregardlessof whetheror not thatpeeris thenodeproviding the�le. Thenodemaysimply
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Figure4-1: InterestRegions

be on the reversepathof the query response.In this mannernodescanprovide both direct and

indirect utility that may be eithera positive or negative contribution. If a nodeforwardsa query

to its neighborswho do not have the�le, it cannotprovide ananswerto theoriginal querier. Thus

nodeswith dissimilarinterestswill tendto disconnectwhile thosewith similarinterestswill connect.

By not imposinga hierarchy, thesystemcaptureshiddencorrelationsbetweengroupsof users.

For instance,a�cionadosof acid jazzmayalsobeavid programmers.Thesystemwill clusteracid

jazznodesin closeproximity to nodeswith sourcecode. We graphicallyshow interestregionsof

a hypotheticalnetwork in Figure4-1. Acid Jazz(AJ) nodesarein a region connectedto the Jazz

(J) region. A secondlevel preferenceis shown by thenodein a region (P) which joins Acid Jazz

to a region of programmersoffering Code(C). This Figureillustratesthatregionsmayexist within

otherregionsandregionsneednotnecessarilybeconnected.

To evolve, nodesin thesystemcontinuallyexplorenew links. Thegoalof theevolution algo-

rithm is to eliminatenodesthatonly serve to relaymessages,freeingsystemresourcesto improve

systemperformanceandscalability. Wepunishbadneighborsby disconnectingthelink to them.In

summary, ourdesignprovidesthefollowing bene�ts:

� Nodesin theoverlayreorganizeasa functionof thequeriesthey observe ratherthanrelying

on an explicit classi�cation hierarchy.4 By not imposinga hierarchy, the systemcaptures

hiddencorrelationsbetweengroupsof users.

4We couldusea largegenreclassi�cationstrategy aspartof thebootstrapmechanismto improve convergencetime,
but donotconsiderit in this work.
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� A utility functionto modelthederivedbene�t of eachpeer. Thesystemprovidesfairnessby

ensuringthatno incentive existsto misbehave.

� The system's global utility is increasing.While the topologymay converge to a local opti-

mum, it is continuallyoptimizing toward an improved state,onethat cannotbe worsethan

Gnutella's randomconnectionstrategy.

� Fairnessandoptimality. Higherquerysuccessratesareachievedevenwith a lower time-to-

live (TTL) andhencelessquerytraf�c. Free-ridersaredisconnected.

The utility function is a critical decisionin our algorithmdesignandshouldmodelreality as

closely as possible. However the utility function may requirea very large numberof variables

to completelydescribea particularnode's preferences.Regardless,the utility is clearly a bene�t

minuscostfunction.SubsequentSectionsdescribeourutility functionin greaterdetailandanalyze

thesimulationsensitivity to parameterchangesin thefunction.Theinability to accuratelymodelthe

payoffs for a largesetof independentplayersin a systemmotivestheepsilonequilibriumanalysis

in Section5.4.

4.5 Bloom Filters

Beforeanalyzingthesystems'dependenceonSuperPeers,weprovidebackgroundonBloom�lters

[5] andtheir usein existing P2Pnetworks. We thenexaminetheBloom �lter falsepositive rateas

derivedfrom ourdataset.

Bloom�lters provideacompactmethodof representingelementmembership.ConsiderasetE

of n elements:e1; :::; en . To constructabloom�lter , choosek independenthashfunctions:h1; :::hk

whereeachhashfunctionproducesa resultin therange[0; m). CreateanemptybooleanvectorB

of lengthm: jB j = m. For eachelementin theset,runeachof thek hashfunctionsto producemk

values.Eachof themk valuessetsabit in thebloom�lter vectorB . For thej ' th hashfunction,bits

hj (ei )8i will besetto true.Calculationof thebloom�lter representationB of theelementsetE is

givenin Algorithm 4.1.

To determineif an elemente is a memberof B , checkthat B [h j (e)] = 1 8j . Algorithm 4.2

formally statesthemembershipquery.

Bloom �lters areappealingbecausethey have theability to representelementmembershipin a

�x edsize.For instance,Gnutellahostsusea simpli�ed Bloom �lter wherek = 1 andm = 64 (B
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for i = 1 to m do
B [i ] = 0

for i = 1 to n do
for j = 1 to k do

B [hj (ei )] = 1
return(B )

Algorithm 4.1: BloomFilter Digest

for j = 1 to k do
if B [hj (e)] = 0 then

return(false)
B [hj (ei )] = 1

return(true)

Algorithm 4.2: BloomMembershipQuery

is a 64k-bit vector)to representtheir list of �les. Each�le nameis hashedto a valuein therange

[0; 65535).

Bloom �lters canprovide falsepositives,indicatingmembershippresencewhentheelementis

not actually in the set. However, thereareno falsenegatives; a Bloom �lter membershipquery

that indicatestheelementis missingis alwayscorrect.Theprobabilityof a falsepositive depends

on the numberof elements,hashfunctionsandsizeof the Bloom �lter vector. The falsepositive

probabilityrateis givenby:

(1 � e
� k n

m )k (4.11)

In Gnutella,with a singlehashfunction,thefalsepositive rateis:

1 � e
� n
m (4.12)

As shown in Chapter3, theaveragenumberof �les sharedby hostsin ourdatasetwas134.The

expectedfalsepositive rateis: 1 � e
� 134
65535 ' 0:2%.

Within the context of P2P, Bloom �lters offer an additionalbene�t: protectingthe privacy of

a node's shared�le list. It is impossibleto recreatethesetof keys thatgeneratedthebloom�lter .

An exhaustive searchof the key spacewould leadto far too many falsepositives. Thus,Bloom

�lters provideanelegantmechanismto bothreducecommunicationcostandallow leavesto senda

privatizeddigestof their �le lists.
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4.6 Dependenceon SuperPeers

Having validatedthepotentialfor self-reorganizationin Chapter3 andoutlinedtheadvantagesof

unstructuredoverlaysin thecontext of our goalsin this Chapter, we examinethequestionof how

bestto incorporatereorganizationinto an architecture. We will considerreorganizationin both

homogenousand heterogenousnetworks, i.e. thosewith andwithout the two-level hierarchyof

SuperPeersandleaves.Weconsiderthreepotentialarchitectures:

1. SuperPeerswithoutSelf-Reorganization:Thisrepresentsthecurrentarchitecture,whatGnutella

usestoday.

2. SuperPeerswith Self-Reorganization:Thiswouldbean“augmented”Gnutellausingthecon-

ceptsof self-reorganization. For example,differentSuperPeerscouldserve as“cluster lead-

ers” for variousinterests,muchastherearebulletin boards,etc. today.

3. Self-ReorganizationAlone: This representsa world in which eitherSuperPeersno longer

exist or we chosenot to employ them.

To guideour decision,we examinethe importanceof SuperPeersin our datasetandthusthe

dependenceof the systemon the SuperPeers.An obvious additionalquestionis “What would

happenif theSuperPeersjust wentaway?” While this is moreat theheartof our argument,it is a

dif�cult questionto answerscienti�cally sinceit requiresusto make many assumptionsasto how

thenetwork would function. Regardlessof theassumptions,it is clearthatwithout thesehubs,the

network would suffer signi�cantly. Sincethe primary role of SuperPeersis to �lter andlimit the

queries,we askthequestion:

Question#2:“What wouldhappento thesystemif theSuperPeers did not �lter themessages?”

4.6.1 The BaseModel

To answerthis �rst question,we turnto ourdataset.Thedatapresentsuswith anunderlyingframe-

work for thenetwork. Uponthisframework webuild amodelwhichweuseto driveoursimulations.

Herewe extendtheearlierframework, whichwewill build uponfurtherin latersections:

� A setof usernodes,N , eachcorrespondingto realusersin thetrace

� A setof SuperPeers,S
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Table4.1: SuperPeerTopologyConstructionParameters

Parameter Value Description

Ca 10 Max NumberSuperPeerLeaves
Cs 5 Max NumberSuperPeerto SuperPeerConnections
Cl 2 Leaf to SuperPeerConnections

� A non-directedgraphG = (V; E) whereV = N [ S

� For all i 2 N , asetof �les Fi andqueriesQi correspondingto the�les andqueriesobserved

for all non-SuperPeerplayeri 's in thetrace.

Recallthatourdataignoresthestructureof theGnutellanetwork it wascapturedfrom. Instead,

thedatasimplyrepresentsnodesandtheircorresponding�les andqueries.Wecreatethenetwork of

leavesandSuperPeersasfollows. Gnutellaspeci�esa numberof network propertieswe maintain:

the numberof connectionsleavesattemptto maintainwith SuperPeers(C l = 2); the numberof

leaf connectionsSuperPeersarewilling to maintain(Ca = 10); andthe numberof SuperPeerto

SuperPeerconnections(Cs = 5). Theseparametersaresummarizedin Table4.1. For N leaves,

we createN Cl
Ca

SuperPeers.SuperPeersarerandomlyconnectedto form a d-regular graphusing

the methoddescribedin detail in Section5.1.1. Eachleaf is randomlyconnectedto Cs different

SuperPeers,subjectto theconstraintthataSuperPeeracceptsatmostCa leaves.

Giventhismodel,a runof thesystemin oursimulatoris thefollowing four stepprocess:

1. Eachnodesendsall of its queries.

2. Accordingto theTTL, thequeriesare�ooded throughtheSuperPeernetwork.

3. Accordingto theTTL andSuperPeerBloom�ltering, queriesarepropagatedto theleaves.

4. Totalquerytraf�c andthenumberof successfulquerymatchesarerecorded.

Figure4-2 presentstheresultsof this simulation,plotting aggregatenumberof queriesagainst

queryTTL for a world with andwithout �ltering The y-axis on the left of the graphshows the

aggregatenumberof messagesin thenetwork without �ltering while they-axison theright shows

thesamemeasurewith �ltering. In all simulationruns,thenetwork topologyis static.Clearly, the

lossof �ltering would have a signi�cantly negative impacton thesystem,increasingqueryloadby

a factorof approximately400!
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Figure4-2: QueriesReceivedby Leavesin SuperPeerNetwork vs. TTL

Observation#1: The scalability of the current Gnutella systemis highly dependenton the

continuedexistenceandfunctioningof theSuperPeers.

4.6.2 An Indi vidually Rational Model

Oneproblemhiddenin Figure4-2 is thatquerymessageloadnot only causesscalabilityproblems

but mayalsocausenodesto reconsiderwhetherornotthey arehappy beingconnectedto thenetwork

atall. NodescanconsumeconsiderableCPUandbandwidthresourcesprocessingincomingqueries.

It is reasonableto expect userswhosequeriesare not being successfullyansweredto leave the

network, particularlyif remainingconnectedburdenstheuser.

Clearly, onewayto reducequery-inducedloadisbydecreasingthequeryTTL, furtherlocalizing

querypropagation.However, doingsodirectlydecreasesthequerysuccessrate.

To analyzetheintertwinedeffectsof thequeryloadandsuccessratefor a user, weenhanceour

model.De�ne anexecutionfunctionRUN (G; F; Q) whichsimulatesthesystemproducesa setof

tuples(L i ; M i ) where:

� L i is theaggregateload(in queriespersecond)receivedby nodei in graphG. Theinduced

loadof a nodej is calculatedby taking the total numberof queriesissuedby j in the trace

anddividing by thetotal amountof time thatit wasconnectedin thetrace.

� M i is thetotal numberof querymatchesobtainedby nodei from issuingqueriesQ i through

its links in graphG. In termsof our earlierde�nitions, thenumberof querymatchesis the

sizeof thesuccessfulquerymatchset:M i = jSi j.
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We de�ne a traditionalbene�t minuscostutility functionthatcapturesinterestsandload. Our

bene�t functionis thesquareroot of a node's querymatches(M i ). Its convexity representsdimin-

ishingmarginal returnfor additionalmatches.Thecostof supportingtheneighborsetis givenby

the linear function g(x) = �x . We discusschoosingan appropriatevalueof � in Section4.9.5.

De�ne theutility of nodei as:

ui (G; M i ; L i ) =
p

M i � �L i ; 8i 2 N (4.13)

Thus,the utility for i maintainingconnectionsto its neighborset is a convex function of the

numberof successfulqueriesasa resultof thatneighborsetminusa linearfunctionon thenumber

of queriesi hasto processon behalfof its neighbors.An obvious questionis whetherthis utility

function,whosetermsadmittedlyhave inconsistentunits, is representative of a user's preferences.

Wediscussthisandexaminetheassumptionsbuilt into theutility functionin thenext Section.

Thismodelprovidesthebasisof anindividually rational system.Nodes:

� Leave thesystemif they receive lessthanzeroutility.

� Have noability to affect thetopologyof thesystem.

We evaluatethe SuperPeernetwork underthe basemodelandthe individually rationalmodel

in Chapter5. The resultsof our simulationsshow the dramaticimpactof Bloom �ltering on the

overall systemutility. Thekey reasonfor thereductionin systemutility without �ltering is thata

signi�cant numberof thenodesleave thesystem.Thus,

Observation#2: Thesustainabilityof thecurrentGnutellasystemis highly dependenton the

continuedexistenceof theSuperPeers.

4.7 Modeling Assumptions

Beforeproceedingfurther, we take a brief diversionto discussmodelingassumptionswemake and

their implications.

A key simplifying assumptionmadethroughoutis with respectto the temporalnatureof the

system.A real P2Poverlay network is highly dynamicwith nodesenteringandleaving, gaining

new content(e.g. downloading)andissuingqueriesover time. To lend tractability to a complex

problem,we do not examinetemporalaspectsof thesystem.Instead,thenodes,�les andqueries
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aretakenasa �x edsetatonepoint in time. This allows usto focuson topologyandreorganization

issues. To properly model a temporal�le-sharing overlay would requiregatheringdatafrom a

muchlargersectionof theGnutellanetwork for a longerduration.We operatein this modebothto

simplify theproblemfor initial analysisandsinceadatasetof aperiodontheorderof weeksmakes

theanalysisratherunwieldy. While we recognizethelimitationsof thismode,anddiscusspossible

futurework that includestime in Chapter6, we feel thattheeffect of this assumptionis especially

minimal in thoseexperimentswherethenetwork topologyis �x ed.

Our utility function includesa several assumptions.First, the bene�t of query matcheshas

diminishingmarginal return,i.e.
p

M i in theutility function.Second,weassumethatthecostof the

incomingqueriesscaleslinearlywith theload.Third, weassumethatall usershave thesameutility

function.Fourth,for our simulationswe mustselecta valueof � . We do not presumeto beableto

determinea“correct” utility function,but ratheruseit asatool for makingdirectionalcomparisons.

We considerhow to bestchoosea valuefor � in Section4.9.5. The inability to modela large set

of userpreferencesaccuratelymotivatesour investigationof anepsilonequilibriumin Section5.4.

Thus,we feelwe arejusti�ed in ouruseof theutility functionandassumptionspresentedhere.

A third assumptionis how to scoremultiple responsesthata querycanreceive. In calculating

M i , we might countmultiple hits from the source(i.e., found alongdifferentpaths)asmultiple

matches.Or, the nodescould countonly multiple hits for the same�le from differentsourcesas

multiple matches.For example,in Figure4-3, a nodeissuestwo queries:f 1 andf 2. While there

aretwo pathsto the nodewhich storesf 1, andhencetwo possiblequeryresponsepaths(a query

responsemaycometo S1 from bothS2 andS3, eachof which is forwardedto theoriginal querier

leaf) thereis only a singlematchfor f 1. Ignoringmultiple responsesfrom thesamenodeprevents

nodesfrom building densegraphsin order to maximizeutility. However, someamountof path

redundancy canbebene�cial. In contrast,therearetwo distinctcopiesof f 2, thusbene�t is derived

from both asthe queryresponsesoriginatefrom differentsources.We examinescoringmultiple

responsesin Section4.8.2.

4.8 SuperPeerswith ReorganizationAr chitecture

We have presenteda modelfor evaluatingandsimulatingthecurrentGnutellaP2Poverlayarchi-

tecture.Wenext turn ourattentionto thesecondpotentialarchitecture,anaugmentedGnutella-like
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systemwhereleavesreorganizearoundtheSuperPeernetwork.5

4.8.1 ReorganizationModel

Algorithm 4.3speci�esanaiveper-roundreorganizationprocessfor leavesin aSuperPeernetwork.

Leavesattemptto �nd a SuperPeerthey arenot alreadyattachedto that is willing to acceptnew

connections.Eachleaf propagatesits queries.Leavesreceive queriesfrom their SuperPeerswhen

theSuperPeer's Bloom �lter indicatesa match. After all queriesarepropagated,nodesdetermine

the utility of their SuperPeerconnectionsandperforma drop step. Let u i;j be i 's utility derived

from maintaininga connectionto nodej .6 Weusethesimpledropruleof disconnectingnodesthat

contributenegative utility.

f SPg = setof SuperPeers
while j busydo

j  r and(SP � f nbrs(i )g)
Connectto j
SendandReceive Queries
for all k 2 nbrsi do

if (ui;k < 0) dropk

Algorithm 4.3: leaf Reorg(i ): Leaf i Reorganization

In this andlaterSections,we employ a small facetiousnetwork to guideour designdecisions

or illustrateimportantobservations. We constructa simplenetwork consistingof 6 leavesand10

SuperPeers.The�les andqueriesof leaves0, 1 and2 werechosensuchthatthesethreenodeshad

stronglysimilar interests.Leaves3 and4 werecreatedin the samecontrived fashionbut with a

differentsetof sharedinterests.Finally leaf 5 has�les andqueriesdissimilarfrom all of theother

leaves.
5SomeP2Psystemsrely on latency measurementsto drive a leaf's selectionof SuperPeerconnections.In this sense,

they too reorganize.Our reorganizationis insteaddrivenby fairnessandoptimalityaspreviously described.
6We latershow thatutilities cannotbemeasuredin isolation,but rathermustbetakenacrosscoalitionsof neighbors.
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Using the sameprocedureas in Section4.6.1, the simulatorrandomlyinterconnectsthe 10

SuperPeers(labeled9000through9009to clearlydistinguishthemfrom leaves)andthenconnects

theleavesrandomlyto 2 distinctSuperPeers.In eachof thesimulationsthatfollow, thesimulation

beginswith thissameinitial topology, shown in Figure4-4.

4.8.2 Simulation

Theutility of theinitial network for � = 0:1 anda TTL of 2 is 17 if eachSuperPeerhasthebloom

�lter digestof its leaf children. If we allow thenetwork to reorganizeaccordingto our algorithm,

weseethatutility quickly convergesto 242.Theresultingtopologyis shown in Figure4-5.

In this densegraph,nodes0, 1 and2 have tried to connectto eachothervia many different

SuperPeers.In fact,eachSuperPeeris �lled with themaximumnumberof leaf connections.The

maximumnumberof leavesis � ve in this simulationandboundsthe utility. Nodeswith strongly
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similar interestsgain utility with multiple connectionsup to the point that the utility imbalance,

i.e. load, on a neighbor, in conjunctionwith � causesonepeerto drop the connection. In this

simpleexample,the TTL is 2 so the load effectsarelocalizedarounda singleSuperPeerandthe

low � = 0:1 allows asmany connectionsasthe SuperPeerswill support. Thus,we seethe two

groupsstronglyconnectedwhile node5, the nodewhich canonly contribute load, is completely

disconnected.

A secondinvocationof the simulationyields a slightly differentutility resultof 252. In this

example,theorderin whichnodesdiscover eachothervia differentSuperPeersin�uencestheequi-

librium result.7 SinceeachSuperPeermaintainsat most� ve leaf connections,oncetheSuperPeer

is “full”, othernodescannotattachandexploretheadditionalutility of theconnection.If thenodes

haveapositive utility for theSuperPeerconnection,theSuperPeerwill neverhaveany new connec-

tion slots. The leaf connectioncountin combinationwith theutility disbalancebetweena pair of

nodesattachedto thesameSuperPeeris themainin�uence on theequilibriumstability seenin the

example.

Whennodesarerisk-adversealtruistic(Section4.2.2),whereeachnodestopsexploringonceits

utility is positive, thenetwork quickly convergesto autility of 27. Nodes0, 1 and2 clustertogether

asdo 3 and4. Node5 maintainsa connectionto everySuperPeerthatdoesnotconnectleaves0, 1,

2, 3 or 4. Sincetheutility of connectingto a SuperPeerthatconnectstheotherleavesis negative,

5 will alwaysdisconnect.Similarly, since5 is indifferent to connectingto SuperPeersthat don't

have otherleaves,it maintainsconnectionsto all of them. We notethatwhile nodesactingin this

semi-sel�shmannerallow thenetwork to quickly reachequilibrium,theglobalutility is farshortof

thatin theprevioustwo examples.

Figure4-6 shows theutility of theprecedingthreeexamplesasa functionof simulationround.

The �rst two lines show the two simulationinvocationswhere� = 0:1 andTTL is 2. The third

line shows theutility of thenetwork in therisk-adversealtruisticmodel.Oursimulationsleadto the

following two observations:

Observation#3: Nodesshouldnot deriveadditional utility from multiple pathsto the same

sourcenodeholdinga particular pieceof content.

Observation#4: Thearti�cial limits on SuperPeerleafconnectionscanlimit the�nal utility.

7We discusstheorderingproblemin detailin Section4.11.4.
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4.8.3 Sensitivity to Alpha

We next explore theeffectsof changing� , thediscountfactorappliedto queryloadswhennodes

computetheir local utility. Again, we startwith the initial topologyof Figure4-4. The resulting

topologyfor � = 0:25 is shown in Figure4-7.

Becauseof theincreasedcostof queryloadwith � = 0:25, nodes3and4clustertogetheraround

a singleSuperPeerwhile 0, 1 and2 clusteraroundmultiple SuperPeers.In contrastto theearlier

examples,3 and4 arerelegatedto theirown clustersincetheincreasedcostof loadfrom SuperPeers

that connectthe otherclusterforcesthe disconnection.Becausethereareunfull SuperPeers,the

utility reachesa point whereit oscillatesbetweenseveralutilities around100at equilibrium. The
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resultsof changing� aregivenin Figure4-8. Thus,wemake thefollowing intuitive observation:

Observation#5: Thediscountfactor, � , affectstheresultingreorganizedtopology andutility.

We discussselectinganappropriatevaluefor � in Section4.9.5. Our resultsandobservations

leadto our �rst conclusion:

Conclusion#1: GivenObservations1, 2, 3 and4, wedecidenot to includeSuperPeers in our

proposedarchitecture.

4.9 The Full Model

With the backgroundof the previous Sections,including partial modelsto build the properintu-

ition, we now presenta full model for sel�sh, interest-basedreorganizationwithin a network of

homogenousnodes(i.e. withoutexplicit SuperPeers).Wemakethefollowing re�nementsto earlier

models:

� Equilibrium: As before,we allow nodesto have a disconnectactionaspartof their strategy.

A nodemay disconnectany of its existing links andpossiblybe fully disconnected(for a

utility of zero). Thus,it is thecasethat two nodesconnectedby a link in the overlaymust

desirefor thatedgeto exist.

� Reorganization: Nodesreorganizeindependentlyin eachroundof simulation. Beginning

with aninitial topology, nodesexploreby connectingto othernodesin thesystem.As before
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andperourassumptionsin Section4.7,nodesissueall of theirqueriesandreceiveall possible

responsesin every round. On the basisof the responses,and the load from peers,nodes

determinewhich membersof their currentpeersthey wish to retainandthosethey wish to

disconnect.

� Free-Riding, Truthfulnessand Reputations:A signi�cant issueis that of free-riders,nodes

who download�les without providing any valueor who somehow misrepresentthemselves

to obtainbene�t. In a self-reorganizingsystem,this certainlyis a potentialproblemasthere

is a tradeoff betweenexploring a nodeandbeingexploited by that node. Free-ridingand

systemsfor establishingreputationsarean issueof a signi�cant amountof research[1, 14]

but beyondthescopeof thispaper. For thepurposesof oursimulationtheissueis mostlymoot

aswe ignoretemporalaspectsandeffectively compressour tracedatainto a singleperiod.

However, we do notethatcommunitiesandcommunitystructureprovide a naturalmeansof

addressingtheissueof reputations.

� Numberof Rounds:In a realdynamicsystemnodeswill becontinuallyjoining andleaving

thesystemandhencethenetwork will never bestable.Evenin our simulationswith a �x ed

populationof nodesasderived from our traces,the sheersizeof the network implies that

it will take a signi�cantly long time to stabilize. Thereforein our experiments,unlessoth-

erwisenoted,simulationsrun for 10,000rounds. If we assume10 secondsper round,this

correspondsto approximately27simulatedhours.

4.9.1 Coalitions

In developingour reorganizationscheme,we �nd that decisionmakingis a key componentwith

severalsubtleaspects.Onthebasisof prior experienceexploringandthecurrentsetof connections,

nodesmustdecidewhich subsetof connectionsto keep.A naive approachevaluateslinks individ-

ually andformsper-link opinionstowarda decision.However, this approachignorestheability of

multiple links to provide the same�les. Thus,the utility contribution of an individual link is not

importantbut ratherits uniquecontribution. This is depictedin Figure4-9.

In this Figurethereis a setof four nodes,A; B ; C andD, andtheir constituent�les. We also

show theloadeachof thenodesexertson A. ConsiderA's decisionprocess.A mustdecidewhich

subsetof its currentpeersit wishesto keepat eachround.AssumeA is trying to satisfyqueriesfor

�les F1; F2; F3 andF4.
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If A is initially connectedto B , all of A's queriesare satis�ed giving A a utility of
p

4 �

10(0:3) = 1. However, if insteadA wereconnectedto C andD, A wouldalsobeableto satisfyits

queries,but with a higheraggregateutility of
p

4 � 10(0:11+ 0:11) = 1:8. To provide nodeswith

theability to properlydeterminetheir bestaction,we borrow from Shapley to introducethenotion

of coalitions[40]. Seee.g.[22] for a moremoderntreatmentof coalitions.

From our example,we seethat it is impossibleto scorethe links completelyin isolationbut

ratherthe nodemust examinethe potentialcoalitions. This is a potentialdownsidesincethere

are a combinatorialnumberof sets. In practice,the computationalload on a given nodeis not

signi�cant sinceit will likely beconsideringonly asmallnumberof links. However, thisdoesmake

thenetwork topologydependenton ordering,aninterestingobservation thatwe discussin Section

4.11.4.

We assumethatwhena nodeis indifferentbetweentwo coalitions,it will selectthe largerone

in thehopethatby doingso,it canaidglobalutility while notdeviating from a sel�sh strategy.

4.9.2 Bullies

One issuerelatedto the explorationproblemis that if nodeseliminatedundesirablepeersevery

period,thesystemstability andpotentialfor explorationwould besigni�cantly diminished.For a

TTL > 1, whenanodereceivesaquery, it passesit on to all its neighbors.Thus,if anodeconnects

to anundesirablepeer, onewith ahighqueryloadandlow numberof desired�les, it maycausethe

peersalreadyconnectedto it to dropsincethey toowill suffer thehigherqueryload.Wetermthese
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undesirablenodesbullies.

For example,Figure4-10shows theeffect of a bully playerin thesystem.AssumenodesN 0

andN1 areconnectedandnootherconnectionsexist in thenetwork. N 0 andN1 arein equilibrium,

sincebothnodesarederiving utility from connectingto eachotherandthey do not wish to deviate

from their currentcoalition. Now considera bully node,N 2 thathasa largenumberof queriesand

a setof �les that is eithersmallor of minimal useto otherplayersin thesystem.As N 2 explores,

it might chooseto connectwith N0. By connectingto N0, thequeriesof N2 areforwardedalong

to N1, upsettingtheequilibriumbalancethatN0 andN1 werein. ThusN2 is actingasa bully in

thesystem.If N1 disconnectsfrom N0 asa result,beforeN0 candisconnectthebully N2, thenthe

globalutility andstabilityof thesystemwill decreaseasa result.

4.9.3 Hysteresis

In orderto overcomethis dif�culty andto promoteexploration,we implementa simplehysteresis

in thenodes.Nodesmaintainper-nodehappinesswhich,in combinationwith asimulatedannealing

strategy [31], drivesreorganizationdecisions.Thegoal,in thecontext of bullies for example,is for

anodeto dropanothernodewith someprobabilitybasedonhow happy or unhappy it is with it over

theperiodsin which thetwo nodeshave interacted.

Simulatedannealinghastheattractivepropertythatinsteadof continuallytakingasel�sh choice

that canleada nodeto a local minimum,nodesmake decisionsbasedon probabilitiesthat expo-

nentiallydecay. Algorithm 4.4shows thebooleandecisiona nodei makesfor choicesinvolving a

secondnodej basedon i 's notionof happinesswith j .
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Eachnodemaintainsan notion of happiness,happy, with every other node in the system.

happyi is a non-negative integer. In eachround,whena nodej is part of the optimal coalition

for nodei , happyi [j ] = hi [j ] + 1. Conversely, if a nodeis not part of the optimal coalition, i

decreasesits happinesswith thatnode.At eachdecisionpoint, theprobabilityof a nodetakingan

actionX that involvesj is givenby: Pr [X ] = e� 0:14happy i [j ]. Thus,if happyi [j ] = 0, i will drop

j with probability1. If hi [j ] = 15, thereis only a 12%chancethat i will drop j during thedrop

phase.A nodefor which i hasnever interactedwith previously is givenaninitial happinessof 15.

Thus,nodesareinitially consideredgood. k = 0:14 waspicked to give a 50%decayafter5 time

steps.Solving0:5 = e5k givesk = � 0:139

k = 0:14
r  [0; 1)
p  e� k(happy[j ])

if r � p then
return(tr ue)

return(f alse)

Algorithm 4.4: makeM ove(j ): i DecisionMakingBasedon j

4.9.4 Algorithm

In eachround,thepeersusethemakeM ove algorithmto determinewhetherto accepta new con-

nectionor dropmembersof acoalition.By usingsimulatedannealing,nodesquiesceastheirutility

convergesto anoptimum.

Algorithm 4.5speci�esthedistributedreorganizationalgorithm.Eachnoderandomlyselectsa

nodeotherthanitself andits neighborsto connectwith. After sendingandreceiving queries,the

nodeevaluatesits localutility for eachcoalitionin theneighborsetandperformsadropstep.

f N g = setof all nodes
Connectto r and(N � i � nbrs(i ))
SendandReceive Queries
for all coalitionsk 2 nbrs(i ) do

c  B estCoalition
for all nodesj 2 nbrs(i ) � c do

happy[j ]  happy[j ] � 1
for all nodesj 2 c do

happy[j ]  happy[j ] + 1

Algorithm 4.5: r eorg(i ): Nodei Reorganization

Algorithm 4.6providespseudo-codefor thedropalgorithm.
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if makeM ove(j ) = tr ue then
dropj

Algorithm 4.6: drop(i; j ): Nodei PeerDropping

4.9.5 ChoosingAlpha

Acrossourdataset,we seethattheaveragenumberof possiblequerymatchespernodeis approxi-

mately3. Themeannumberof queriespernodeis around11. And eachnode's averagequeryrate

is 0.02queriespersecond.Let k be thenumberof neighborsa nodehason average.An average

nodecansupport:
p

M � �k ttl (0:02) � 0

For k = 3 andTTL = 2, we �nd � = 9:6. Thus,wechoose� = 10 for theexperimentsin this

work unlessotherwisenoted.

Our �nal observationis thesensitivity of our resultsto � in thecostfunction.By increasing� ,

wecreatenetworksagreaternumberof smallerclustersandalargerproportionof fully disconnected

nodes.Similarly, decreasing� producesnetworkswith fewer largerclusters.While our resultsare

sensitive to � , andin factwe achieve a muchhigherquerysuccessratewith larger � , the relative

differencewe demonstratestill holds.

4.10 Finding Optimal Graphs

In this section,we describeour techniquefor �nding the“optimal” network structure.Understand-

ing the ideal network that maximizesglobal utility provides a basiswith which to comparethe

sel�sh algorithm.Unfortunately, anexhaustive searchof all possiblegraphsis exponentiallyhard.

Theorem 4.10.1 For n = jV j nodes,thenumberof possiblesimple, undirectedgraphs,including

cyclicanddisconnectedgraphs,is:

jf Ggj = 2k wherek =
1
2

n(n � 1) (4.14)

Proof: Considerthen-by-n booleanconnectivity matrix N whereelementN i;j is either0 or 1 to

indicatea connectionor lack of a connectionbetweennodesi andj . We ignoreelementsof the

matrix diagonal:N i;j 8i = j asnodesimplicitly connectto themselves.This leavesn2 � n matrix

elements.Sincethegraphis undirected,a connectionbetweeni andj needonly berepresentedby

N i;j = 1 or N j;i = 1, but not both. Thus,we requirek = 1
2n(n � 1) elementsof theconnectivity
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matrix N to representall possiblegraphs. Note that this is simply the arithmeticseries. Each

elementof thematrix is either“on” or “off ” to representaconnectionor lackof aconnection.Thus

thereare2k differentsimple,undirectedgraphpermutationsallowing for cyclic anddisconnected

graphs.

Instead,we will uselocal searchtechniquesto approximatetheoptimalgraphsin Section5.3.2

of theevaluationchapter. Thesimulatorpopulateseachnodewith actual�les andqueriescaptured

from aportionof theliveGnutellanetwork. We ignoreany structurewhile capturingGnutelladata;

weareinterestedonly in the�les andqueries.Thesimulatorrandomlyconnectsthenetwork sothat

eachnodehasthe samedegree(k-regular). Simulationproceedsin roundsthat alternatebetween

addinga randomedgeand removing a randomedge. After each“move,” the network utility is

computed.

Network utility is determinedby taking the queriesof eachnodeandpropagatingthemto all

neighborswithin deptht wheret is theTTL. If theutility of thenetwork decreasesastheresultof

the lastmove (i.e. the randomlyaddedor removededgehurtsglobalutility), themove is undone.

In this fashion,theutility is monotonicallyincreasing.To avoid localminima,thealgorithmrestarts

with a new randomlyconnectednetwork afterp roundswith no increasein utility. In practicefor

networksof thesizewe considerhere,avalueof p = 5000empiricallyworkswell.

4.11 The Costof BeingSel�sh

In this subsectionwe provide intuition behindthe utility differencebetweenthe globally optimal

graphandthesel�shly constructedgraph.We �nd four maininterrelatedcausesof non-optimality:

anarchy, indifference,myopiaandordering.

4.11.1 Anarchy

Recallthatsomeindividual nodesmaybeunhappy in orderto maximizeglobalwelfare.Theratio

betweenthesociallyoptimalutility andthesel�sh utility is known asthe“Priceof Anarchy”.

Considerthethreenodeswith their �les andqueriesasshown in Figure4-11. Assumequeries

propagatetwo hops,i.e. TTL = 2. Both nodesN0 andN1 wish to communicatewith N2. But

neithernodeis offering �les. NodeN2 derivesno bene�t from the connection.Thusin a purely

sel�sh environmentthenetwork will bedisconnected.
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Q = {}

N N N0 1 2

Q = {A} Q = {B}

F = {} F = {} F = {A,B}

Figure4-11:ExampleNetwork IllustratingthePriceof Anarchy

Fromtheperspectiveof maximizingtheglobalutility however, aconnectedgraphis optimal.As

long asthe impactof theostracizednodesis lessthanthebene�t accordingto our utility function,

theoptimalalgorithmwill connectthenodes.

AssumethatnodesN0 andN1 sendqueriesat a rateof oneevery tensecondssuchthatL 0 =

L 1 = 0:1. For the utility functionde�ned previously in Equation4.13, theutility of the network

aspicturedin Figure4-11 is
P

i ui = 2(1 � 0:2� ). Solving � for
P

i ui > 0 easilycon�rms the

simpleintuition thatfor all � < 5, theutility of connectingis globally betterthanthedisconnected

network of singletonsresultingfrom sel�sh construction.For example,� = 1 yieldsaglobalutility

of 1:6 whenconnectedasin the�gure. In contrastthesel�shly constructednetwork hasa utility of

0.

Thisintuition generalizesto othernetworks,andnodesthatarenotsolelyfreeriders.Depending

on theutility function,similar resultsareobtainedfor arbitraryTTL andcontent.

4.11.2 Indiffer ence

Thesecondphenomenonwhich leadsto globally sub-optimalnetworks is dueto indifference.We

termthisthe“Priceof Indifference.” Considertwo nodeswith �les andqueriesasdepictedin Figure

4-12. Again, assumeTTL = 2. Assumethateachnodesendsits queriesevery tenseconds.The

queryloadfrom thenodesareL 0 = 0:1, L 1 = 0:2.

Let � = 5. If nodeN0 is connectedto N1 u0 =
p

1 � � (0:2) = 0. Even thoughN0 gains

utility from thesuccessful“A” query, it losesthesameamountof utility from the load inducedby

connectingto N1. ThusN0 is utility indifferent to N1.

The disconnectednetwork naturallyhasa utility of 0. However, the individual utilities of N 0

andN1 interconnectingareu0 = 0, u1 =
p

1 � � (0:1) = 0:5 for aglobalutility of u = 0:5 in this

example.
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N N0 1

F = {B} F = {A}

Q = {B,C}Q = {A}

Figure4-12:ExampleNetwork IllustratingthePriceof Indifference

4.11.3 Myopia

Finally, we introducethe notion of “Price of Myopia” which is closely relatedto the issuesof

indifference.Nodeshave incompleteinformationandonly make decisionsbasedon their current

setof neighbors.We assumethatgivenenoughtime to explore,nodescan�nd othernodeswhich

arebestableto satisfytheir queries.Insteadwe areinterestedin themoresubtleeffect of myopia

wherenodesareblind to movesandtopologiesto which they areindifferent,but would increase

globalutility.

To illustratemyopicbehavior, we give an examplein Figure4-13. We considertwo different

worlds in this �gure. In world one, nodeN0 and N2 are connectedwhile N1 is disconnected.

In world two, nodesN0 andN2 both connectto N1. The following threepropertieshold in this

example:

1. The utility of nodeN0 in both worlds is the same:Uwor ld1(0) = Uwor ld2(0). N0 is utility

indifferentto eitherworld.

2. All nodesin eachworld are in equilibrium: Uwor ld1;2(N i ) � 0 8i and @coalition c 2

nbrs(N i ) suchthatUwith c(N i ) > U(N i ).

3. Theglobalutility in world two isgreaterthanin worldone:
P

i Uwor ld2(N i ) >
P

i Uwor ld1(N i ).

Assumethat eachnodesendsits setof queriesevery � seconds.Let ' = �
� to simplify the

discussion.For thethreenodesgiven,condition1,Uwor ld1(N0) = Uwor ld2(N0), implies:
p

1� ' =
p

2 � 3' . Thus,' ' 0:207. Notethatin bothworlds,all nodeshavenon-negative utility andnodes

have no incentive to deviate from their currentpeers. For all nodes,no coalition exists that is a

subsetof thecurrentneighborsetandgivesahigherutility to thatnode.
P

i Uwor ld1(N i ) = 2 � 3' and
P

i Uwor ld2(N i ) = 2
p

2 + 1 � 10' . Thus,for ' < 0:261, the

utility of world two is higherthanin world one.In particular, for ' = 0:207, Uwor ld1 = 1:379and

Uwor ld2 = 1:758. Thus,thePriceof Myopia in thisexampleis 1:758
1:379 = 1:275.
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F = {E}

N N N0 1 2

Q = {A,E} Q = {C,D} Q = {B}

F = {B,C} F = {A,D}F = {E}

World 1:

World2:

N N N0 1 2

Q = {A,E} Q = {C,D} Q = {B}

F = {B,C} F = {A,D}

Figure4-13:ExampleNetwork IllustratingthePriceof Myopia

If sel�sh nodestry to minimize their connectivity by droppingconnectionsto which they are

indifferent,N0 andN2 will connectto eachotherinsteadof usingN1 astransit. N1 will bediscon-

nected.Notethatthisoutcomedoesnotcontradictthebehavior of utility maximizingnodes.

4.11.4 Ordering

In this subsection,we demonstratethat the orderingof events,suchasexplorationanddecision

making,affectstheeventualoutcomeof thesystem.

Considerthenetworkof fournodesasshow in Figure4-14.NodeN 0 hastwodifferentcoalitions

thatsatisfyherqueries.The�rst coalitionis to simplyconnectto N 1. Thesecondcoalitionincludes

N2 andN3. In eithercoalition,thederivedbene�t is thesame(bothqueriesaresatis�ed).However,

N1 prefersthecoalition includingconnectionsto N 2 andN3 becausethey collectively induceless

loadthanN1 alone.

If N0 andN1 connect,andthenN0 exploresN2, N0 will maintainits connectionto N1 since

N1 providesanswersto all its queriesandN2 providesno additionalbene�t. SinceN2 canonly

answeronequery, N0 will not dropN1 in lieu of N2. Similarly, if N0 exploresand�nds N3 while

connectedto N1, N0 will maintainits connectionto N1.

Thereforewe clearlyseethatorderingof eventsanddecisionsaffectstheglobalandindividual

utilities in our system. This sourceof non-determinismin turn alsoaffectsour ability to realize

optimality.
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F = {B}

N0 N2

N

N

1

3

Q = {A,B}

Q = {W,X,Y,Z}

F = {A,B}

Q = {C}

Q = {D}

F = {A}

Figure4-14:ExampleNetwork IllustratingProblemsin OrderingDecisions

4.12 Summary

In this Chapterwe rigorouslyde�ned idealandfair networksaswell asproviding a continuumof

optimality measures.We examinedexisting structuredandunstructuredoverlaydesignsandtheir

applicability to our designgoals. Basedon our analysis,we choseto build our systembasedon

unstructuredsystems.

We examinedthreepossiblearchitectures:thecurrentGnutella-like unstructuredarchitecture,

an augmenteddesignwith leaf nodesthat reorganizearoundthe SuperPeersand a homogenous

network of nodesthatself-organizein a distributedfashionwithout relying on thealtruismof any

playersin thenetwork, in particulartheSuperPeers.

We lookedat theimportanceof Bloom�lters in theexistingarchitectureandanalyzedthefalse

positive rateasderivedfrom ourcollecteddata.Fromsimulationruns,we found,notunexpectedly,

thatthecurrentarchitectureis highly dependentonthe�ltering capabilityandthewillingnessof the

SuperPeernetwork to absorbthemajorityof thequeryburden.

As a possiblearchitecture,we performedbasicsimulationswhereleaf nodesreorganizein a

SuperPeernetwork. From our simulationswe madea numberof observationsincluding the fact

thattheSuperPeerscanlimit theachievableglobalutility in particularcircumstances.Wewereable
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to obtainmuchhigherutility in a contrivedexamplenetwork, validatinginitial assumptionsof our

design.

We then tackledthe crux of our thesis,a world in which SuperPeersno longer exist or are

untenablefor whatever reason.We describedseveral problemsandrationalefor our designdeci-

sions.For example,in responseto uncooperative nodesin thesystem(bullies),weusedahysteresis

mechanismbasedon simulatedannealing.We alsofoundthatactionscannotbemadein isolation,

but ratheramongstcoalitionsof theexisting neighborset.Our designincludeda discussionon the

selectionof theutility functionandits shapeanddiscountfactor� .

Next, we lookedat theproblemof �nding optimalgraphsandprovedthefactthatenumerating

the entiresetof possiblegraphsis exponentiallyhard. Our desireto �nd the optimal network is

motivatedby wantingto compareourresultant,reorganizedtopologieswith optimaltopologies.We

useour resultsin thisChapterto designanoptimaltopologysearchstrategy in ournext Chapter.

Finally, we examinedreasonswhy our distributedsel�sh algorithmsmay not performaswell

astheoptimal topologies.We introducedfour reasonsfor utility suboptimalself-reorganizingnet-

works: anarchy(sel�sh behavior), indifference,myopiaandorderingto give furtherbasisfor our

subsequentanalysisandresults.
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Theresultsweremoreoftensurprisingthansuccessful,but hefelt it wasworth it for thesakeof the
few occasionswhenit wasboth.

- DouglasAdams

Chapter 5

Evaluation

The previous Chaptershave presentedthe motivation anddesignof an interest-basedreorganiza-

tion algorithm. In addition,we have provided resultsfrom �rst-order simulationsandanalysesas

supportingevidencefor designdecisions.

ThisChapterevaluatestheperformanceof ouralgorithmagainsthypotheticaloptimalnetworks,

thosecreatedby a centralplannerwith completeinformation. More importantly, we evaluatethe

reorganizednetworksagainsttheexisting architecture.Our conjecturehasbeenthat thealgorithm

providesa betterrealizationof fairnessandoptimality within a region of P2Pnodes.Even more

drastically, wemayimagineaworld wherethecurrentlypresumedaltruismof a largeclassof nodes

in the system(the SuperPeers)disappearsor is no longer applicable. Intuitively it is clear that

nodeswill realizea higherdegreeof fairnessasthey act sel�shly andthusby de�nition will take

actionsthatareindividually bene�cial. Thedownsideto providing fairnessandallowing nodesto

actautonomouslyhowever is thepotentialfor lossof aggregateutility, or globalwelfare.In Chapter

4 we provided several reasonsfor the utility differencesseenin a reorganizedversusan optimal

network.

We begin this Chapterby revisiting the existing heterogenousarchitectureof SuperPeersand

leaves. Usingour methodsof simulationdescribedin previousChaptersanddetailedfurtherhere,

we evaluatethe individual andglobalutility of this basemodel. All of our simulationsaredriven

by therealGnutelladatacapturedfrom aliveportionof thenetwork anddescribedin Chapter3. To

provideametricof utility equilibriumin thebasemodel,wemeasuretheutilities in aheterogenous

network undertheassumptionof individually rationalleaves. Thusour �rst two sectionsprovide

metricsof theexistingarchitectureweuselaterto compareperformanceof ouralgorithmwith.
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Next we usesearchtechniquesto �nd solutionsfor the threetypesof optimal networks we

describedin Chapter4: social, risk-adversealtruistic andequilibrium optimal. Comparisonand

discussionof theoptimalnetworkshighlightsseveralproblemsinvolved in a purelysel�sh reorga-

nizationalgorithm.Themostdetrimentalof which is thesimplebarteringproblem,causinga large

fraction of nodesto fully disconnectbecausethereexists no suitablepeernode. Analysisof the

degreestructureof theresultingoptimaltopologiesprovidesfurtherinsightinto how ouralgorithm

behaveson realdataandnodes.

Wethensimulateour interest-basedreorganizationalgorithmandshow thatit achievesaglobal

utility very closeto thepredictedequilibriumoptimalutility while disconnectingfree-riders.This

resultis encouraging,however theglobalutility falls farshortof theutility obtainedin thebaseand

individually rationalSuperPeermodels.

Matchingtheutility of theexistingarchitectureprovidestheimpetusfor thesubsequentsection:

ananalysisof theadditionof Bloom �ltering to all nodesin thesystem.We modela hypothetical

reorganizationmodelwherethe utility imbalanceis nulli�ed by blocking extraneousqueries,i.e.

thosewhichcannotpossiblyelicit ananswer. UsingBloom�lters weshow thattheglobalutility is

within thatrealizedby theSuperPeermodels.

Extensive supportingdatafrom thesimulationsis provided for eachsituationincludingglobal

utility asa functionof reorganizationround,thedifferencein individual nodeutility betweendif-

ferentnetworks, messagetraf�c in the systemandsuccessrate. Eachof thesemetricsprovides

additionalinsightinto theperformanceof our reorganizationalgorithm.

We performa third typeof simulationusinga techniqueborrowed from thegametheoryliter-

ature:epsilonequilibrium. Epsilonequilibriumrelieson thepremisethat it is impossibleto accu-

ratelypredicttheutility function for every playerin thesystem,thereforenodescontinueto make

sel�sh decisionsbut expandthestrategy spaceto includeall moveswithin � of thesel�sh move. We

�nd thatby employing suchamodel,thedisconnectionproblemsof ourothersimulationsdisappear

andourreorganizationalgorithm�nds asolutionwhereover60%of thenodesareconnected.Most

encouragingis that this modelconvergesto a utility 34% greaterthanachieved in the SuperPeer

modelswhile makingnoassumptionson thebenevolenceof nodesor centralizedorganization.

Finally, thisevaluationChapterconcludesbyexaminingthecommunitystructureof theresultant

networks. We employ several recentalgorithmsto quantitatively measurethe inherentstructure

of our topologiesincluding an analysisof the connectedcomponents,betweennesscentralityand

modularity.
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5.1 RandomGraph Construction

Beforepresentingthe evaluationof our algorithm,we brie�y diverge to discussa simulationpar-

ticular. Recallthatour capturedtracesignoretopology. We areinterestedonly in thecontentand

querieswith no presumptionsof the topology. Thus,to accuratelysimulatethenetwork structure,

we mustconstructrandomgraphswith particularproperties.While this Sectionshows someof the

non-trival issuesinvolved,thecasualreadermayskip to thenext Section.

Whenrandomlyconstructinggraphsof interconnectednodesrepresentative of theGnutellaar-

chitectureourgoalis to createnetworkswhereeverynodeis connectedto d othernodesat random.

d maybedrawn from aprobabilitydistribution or maybeconstant.Whend is constant,wesaythat

thegraphis d-regular. In logicalnetworksthereis noreasonto havemorethanoneundirectededge

betweenany pair of nodes;suchgraphsareknown assimple. We placeno restrictionson whether

the graphis connected, that is whethera pathexists from every nodei 2 V to every othernode

j 2 V in graphG = (V; E). In factour algorithmmayencouragedisconnectedislandsof nodes

with similar interests.Finally, thegraphis permittedto containcycleswherea subsetof G's edge

setE forms a pathsuchthat the �rst and last nodesare the same. In this sectionwe detail our

methodfor initially connectingoursimulatednetworks.

In particular, we wantto generatesimpled-regulargraphs,possiblydisconnectedor containing

cycles,asthoughthey weredrawn from theuniformdistribution of all possibled-regulargraphs.It

is notpossibleto generatead-regulargraphfor all numbersof nodes.For d even,andn nodes,any

n > d maybe interconnectedto generatea d-regulargraph.For d odd,only evenn wheren > d

maybeusedto generatethed-regulargraph.Usingthefollowing theorem,weonly generateinitial

connectivity graphsfor whichd-regularconstructionsexist.

Lemma 5.1.1 Thenumberof nodesN which producea d-regular graph G is lower-boundedby

d + 1.

This is trivially truesinceeachnoden i mustconnectto at leastd otheruniquenodes.

Lemma 5.1.2 Thenumberof nodesN which producea d-regular graphG mustsatisfythecondi-

tion 2jdN (theproductof d andN is even).

Eachedgee connectsa pair of nodes. Let the degreeof nodei be d(i ). Placingan edge

betweennodesi andj requiresthatd > d(i ) andd > d(j ). Thetotal numberof possiblepairings
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is dN . If dN is not even thenthereis no possibleway to placeedgesbetweennodessuchthat

d(i ) = d;8i 2 G. Given this intuition and the previous two lemmas,we have the following

theorem.

Theorem 5.1.3 Thenumberof nodesN which produced-regular a graphG is givenby:

N =

8
><

>:

i > d 8i if d mod2 = 0

i > d 8(i mod2 = 0) if d mod2 6= 0
(5.1)

5.1.1 FastRandomRegular Graph Generation

Onemethodfor choosingad-regulargraphatrandomis to generatetheentiresetof d-regulargraphs

for a given numberof nodesn anddegreed. Draw a graphuniformly at randomfrom this setto

outputad-regulargraph.However, asshown previously in Theorem4.10.1,this is anexponentially

largesetandthusintractableto generate.Insteadweusethealgorithmof StegerandWormald[46].

Their algorithm,we which term GEN (n; d) on n nodesto createsimpled-regular graphs,runs

in expectedtime O(nd2)O(1) for d = O(
p

n). GEN (n; d) canbe summarizedasthe following

four-stepprocess:

1. Creatend unpairedpoints:U = f 1; 2; :::; ndg. Theserepresentn groupsof d points.

2. Until no suitablepairs remain: choosei; j randomlyfrom U. If i; j aresuitable(de�ned

below), connectthemandremove i; j from U.

3. For all pairsi; j , creategraphG suchthatnodesi modn andj modn have anedgebetween

them.

4. Test:if G is d-regular, outputit, otherwiseretry.

Wherea“suitable”pair i; j is de�nedasonewherei 6= j andgr oup(i ) 6= gr oup(j ). Figure5-1

shows thepartialexecutionstep2 of theWormaldalgorithmgraphicallyfor an = 6 d = 3 network

construction.Eachcolumnrepresentsa groupfor a singlenode. Connectiona (the line drawn in

theFigurewith label ”a”) denotesa link betweennode1 andnode2. It is suitablesincethereare

no otherlinks betweengroup1 and2. b similarly connectsnode2 to 4. However, connectionc is

not suitablesincethereis alreadyconnectionbbetweengroups2 and4.

We give pseudocodeof our implementationof the Steger-Wormaldalgorithmusinga single

dimensionalarrayin Algorithm 5.1. ThealgorithmconstructsarrayP consistingof thend points
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Figure5-1: Steger-WormaldPairwiseConnectionof nd Vertices

to be paired. While therearepairs remainingto connect,the algorithmgetsa randompair and

determinesif they aresuitablevia Algorithm 5.3. If thetwo pointscanbeconnected,thepairarray

is re�ectedsuchthatpositionin thearrayre�ects thevertex numberto which it connects.

After a creatingsuitablepairwiseconnectionsfor all nd points,thealgorithmcreatesa graph

G. For every point i 2 P, determinethecorrespondinggroupj = i modn. Add anedgebetween

nodej andthevaluethatpositioni in arrayP pointsto: ej;P [i ]. Add this edgeto G andoutputthe

�nal graph.

for i = 0 to nd � 1 do
P[i ]  � 1

pair s  nd
2

while pair s > 0 do
suitable = false
while notsuitabl e do

i; j  GetRandPair()
suitable = Suitable(i; j )

P[i ] = j
P[j ] = i
pair s  pair s � 1

for i = 0 to nd � 1 do
j = i modn
E  E + ej;P [i ]

returnG = (V; E)

Algorithm 5.1: GEN (n; d): Steger-Wormaldd-regularGraphGeneration

Algorithm 5.2simplyselectstwo unmatchedpointsx; y wherex 6= y at randomfrom therange

0 to nd � 1.

To determineif two pointsaresuitablefor connection,wesimply �nd whetherthereis anexist-

ingconnectionbetweenthesamegroup.An existingconnectionmeansthatanadditionalconnection

wouldcreateaparalleledgesuchthattwo pointsareconnectedby morethanoneedgeandthusour

graphwould no longerbesimple. Algorithm 5.3 checkseachmemberof thegroup. Arithmetic is

donemodulon to easilybreakthesingledimensionalarrayinto n groups.
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x  [0; nd)
y  [0; nd)
while P[x] � 0 do

x  [0; nd)
while P[y] � 0 or x = y do

y  [0; nd)
return(x; y)

Algorithm 5.2: GetRandPair () : Steger-WormaldPair Finder

for i = 0 to d � 1 do
if (P[x + (ni )] = y) modn then

returnf alse
returntr ue

Algorithm 5.3: Suitabl e(x; y): Steger-WormaldSuitablePair

Note that thealgorithmmayreachdeadlockwhenunconnectedpairsremainandthoseuncon-

nectedpairsareall in thesamegroup.In practice,we supplementour algorithmwith a checksuch

thatthealgorithmrestartswhenthereareun-connectablepairsremaining.

5.2 SuperPeer Network Simulation

The �rst stepin evaluatingour schemeis to revisit the existing heterogenoustwo-level hierarchy

whichwepreviouslytermedthe“BaseModel.” Section4.6.1showedthenumberof messagesin the

system,theresultof a �rst-order simulation.Usingtheutility functionof Section4.6.2,we extend

the simulationand analysisto include modelingthe individual nodeand global utilities. These

utilities, in conjunctionwith thequerysuccessrate,provideabaselineagainstwhichto evaluateour

proposedreorganizationalgorithm.We thenconsidersimilar metricsfor aSuperPeernetwork with

individually rationalleaves.

Our objective in this Sectionandthenext is to show thecurrentlevel of utility andhappiness

achievedwith theexisting architecture.We thensystematicallyteardown theimplicit assumptions

of altruismbuilt into theexistingarchitecturewhile showing theresultingnegative impactonutility.

Oncewehaveasel�sh equilibrium,presumablywith muchlowerglobalutility, weshow theability

of our algorithmto reorganizeandrestoretheutility of individual nodesandthesystemasa whole

to similar levelsasrealizedin theSuperPeernetwork.
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5.2.1 BaseModel

We begin our analysisby examiningtheperformanceandglobalutility of today's SuperPeernet-

works.Gnutellaspeci�esanumberof defaultnetwork propertieswemaintainaspreviouslydetailed

in Table4.1. SuperPeersarerandomlyconnectedto form a d-regulargraphusingthemethodde-

scribedin detail in Section5.1.1. Eachleaf is randomlyconnectedto Cs different SuperPeers,

subjectto theconstraintthataSuperPeeracceptsatmostCa leaves.To reiterate,arunof thesystem

in oursimulatoris thefollowing four stepprocess:

1. Eachnodesendsall of its queries.

2. Accordingto theTTL, thequeriesare�ooded throughtheSuperPeernetwork.

3. Accordingto theTTL andSuperPeerBloom�ltering, queriesarepropagatedto theleaves.

4. Totalquerytraf�c andthenumberof successfulquerymatchesarerecorded.

We establishthe querysuccessbaselineby computingideality (Section4.1.1), the maximum

possiblenumberof successfulqueriesif every leafnodeweredirectlyconnectedto everyotherleaf.

Recall that Pi is the setcontainingall possiblyanswerablequeriesof i . Thenthe querysuccess

baselineis: Pmax =
P

i 2 N jPi j.

We simulatethe basemodel network to determinethe TTL that provides the highestutility.

In theSuperPeernetwork, we areconcernedonly with theglobalutility given that theSuperPeers

performbloom �ltering to eliminateunnecessarytraf�c downstreamtoward the leaves. Table5.1

summarizesthesimulationresults;we list theutility without bloom�ltering for comparisononly.

As theTTL increases,the “reach” of the queriesimprovesincreasingthesuccessrate. At a TTL

of 5, the network providesresponsesfor 96.0%of Pmax . However, in spiteof the bloom �lters,

utility dropspasta TTL of 4. Thus,thereis an in�ection point in theutility obtainedversusTTL

with a maximumutility of 213. The utility drop is dueto multiple queryrequestsarriving at the

SuperPeersfrom different ingressconnections.Becausethe SuperPeersdo not maintainstateon

which querieshave alreadybeenforwardedon to their leaves,theleavesreceive multiplecopiesof

thesamequery. 1

1This is a modelingassumptionratherthananarchitecturalissueandmaynot necessarilybetruein all implementa-
tions.However, it doesnot quantitatively affect ourendresults.
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Table5.1: Network Performancein BaseModel Consistingof Two-Level HeterogenousNetwork
of SuperPeersandLeaves

TTL Utility (No Filtering) Utility % Success

2 -1421 64 0.082
3 -8943 198 0.399
4 -46089 213 0.648
5 -233515 -289 0.960

Table 5.2: Network Performancein Individually RationalModel Consistingof Two-Level Het-
erogenousNetwork of SuperPeersandIndividually RationalLeaves

TTL Utility (No Filtering) Utility % Success

2 2 2 0.002
3 21 27 0.102
4 -214 92 0.192
5 -1328 130 0.308

5.2.2 Indi vidually Rational Model

Next weexaminethesamenetwork topologyandparticipants(samegraphG asin thebasemodel),

but in a context wheretheleavesareindividually rational,a notionwe introducedin Section4.6.2.

Theactionspaceis whethera leaf maintainsits setof SuperPeerconnectionsor disconnectsoneor

moreof them. That is, given our utility function,a leaf will chooseto disconnectmembersof its

SuperPeersetif doingsowill improve thenode's utility.

We run our four stepsimulationagain.Table5.2displaystheglobalutility andsuccessratein

theSuperPeernetwork with individually rationalleaves.Notethatthesuccessratesaremuchlower

andtheutility is only 61%of thatachieved in theoriginal network. Becauseindividually rational

nodesmaydisconnect,thesuccessrateis only 31%.

The utility of eachnodeis plottedin Figure5-2 for both the basemodelandthe individually

rationalmodel. In thecaseof individual rationality, theutility of many nodesis zeroasthey fully

disconnect.This implies that in the currentarchitecture,a majority of nodeshave an incentive to

deviate from their SuperPeers,suggestinga possiblereasonfor the lack of stability seenin our

measurementdata.

Sincetheindividually rationalmodelis representative of anequilibriumin thecurrentarchitec-

ture,we take themaximumutility obtained,130,asthenetwork utility achieved in a Gnutella-like

69



-20

-15

-10

-5

0

5

10

15

0 50 100 150 200 250 300 350 400 450 500
U

til
ity

Node ID

Node Utilities

SP
SP + Rational

Figure5-2: NodeUtility in SuperPeerNetwork with Individual Rationality

system.In thenext Section,weproceedto examineourfull modelincludingahomogenousnetwork

with reorganization.

5.3 HomogenousNetwork Simulation

Having establishedtheperformanceof ourdataseton thebaseandindividually rationalSuperPeer

topologiesand mechanisms,we next seekto understandthe performanceof our reorganization

algorithm. However, beforesimulatingandmeasuringthe performanceof the algorithm,we �rst

determineoptimality for thenetwork without SuperPeers.In Chapter4 we de�ned threetypesof

optimality: social,risk-adversealtruisticandequilibrium. This Sectionprovidessimulationresults

that �nd eachtypeof optimality. Understandingtheoptimal, idealnetwork thatmaximizesglobal

utility providesa basiswith which to comparethesel�sh algorithm.

As provedin Section4.10,it is exponentiallyhardto enumerateandtestall possiblegraphstruc-

turesfor thepurposeof �nding anoptimalone. Instead,we usesearchtechniquesto approximate

theoptimalgraph.We startwith a fully disconnectedgraph.With no connections,every nodehas

a utility of zeroandis thus in equilibrium. Simulationproceedsin roundsthat includeaddinga

randomedgeandremoving a randomedge. After each“move,” the network utility is computed.

If thenetwork utility is greaterthanany previousutility, andtheoptimality conditionsaremet,the

move is kept. Otherwisethemove is reversed.Theoptimality conditionsdiffer accordingto their

de�nitions. To avoid localminimums,werestartafterp moveswithoutany utility improvement.In

practicefor networksof thesizewe considerhere,a valueof p = 5000empiricallyworkswell. In

oursimulations,werestarta total of k = 10 times.

70



5.3.1 Risk-AdverseAltruistic Optimal

ConsiderRisk-AdverseAltruistic optimality, asde�nedin Section4.2.2,whereall nodesare“happy,”

i.e. their individualutilities arenon-negative. During thesimulation,if theutility of eachnodeafter

the move remainsnon-negative andthe global utility improves, the move is kept. Otherwisethe

move is undone.More formally, thesearchfor Risk-AdverseAltruistic optimality canbesumma-

rizedin thepseudocodeof Algorithm 5.4.

for i = 1 to k do
DisconnectgraphG = (V; E) s.t.E = fg .
no impr ove  0
while no impr ove < p do

Add randomedgee1 62E
score  util (G)
if Ui � 0 8i 2 V andscore > best score then

no impr ove  0
best score  score

else
removee1

no impr ove  no impr ove+ 1
Deleterandomedgee2 2 E
score  util (G)
if Ui � 0 8i 2 V andscore > best score then

no impr ove  0
best score  score

else
adde2

no impr ove  no impr ove+ 1

Algorithm 5.4: r aoSearch(G): Searchfor Risk-AdverseAltruistic Optimal

Figure5-3 displaysthesearchfor risk-adversealtruisticoptimalutility. We �nd thebestutility

of 200, approximatelythe sameasachieved in the SuperPeernetwork anda similar successrate

of 54%. In bothoptimalnon-SuperPeernetwork andthe individually rationalSuperPeernetwork,

all nodeshave non-negative utility, but theoptimumutility foundin thenon-SuperPeernetwork is

signi�cantly better.

5.3.2 Equilibrium Optimal

However, theoptimalitywearemostinterestedin is anequilibriumoptimality, asde�ned in Section

4.2.3,wherenodeshave bothnon-negative utility andno way of droppinga connectionto improve

theirutility. In otherwords,asel�sh nodehasnoincentive to dropalink to furtherincreaseherutil-
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ity at theexpenseof theglobalutility. Figure5-4displaysthesearchfor optimalglobalequilibrium

utility. Theutility is muchlower thanin thesearchfor risk-adversealtruisticoptimum,with utilities

between30 and40 andsuccessratesfrom 10 to 15%. Thuswe seethat the utility of an optimal

network with purelysel�sh nodesis severelylimited.

Thealgorithmfor �nding equilibriumoptimalis essentiallythesameasAlgorithm 5.4,with the

exceptionof theedgeaddor remove acceptcondition.To beequilibriumoptimal,eachnodemust

not only have non-negative utility, it mustalsohave no incentive to deviate from its currentsetof

neighbors.Thus,if any nodecanremoveanedgeto sel�shly increaseits individualutility, themove

is reversed.Whenno nodeshave any desireto changetheir currentsetof peers,thenetwork is in

equilibrium.
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5.3.3 SociallyOptimal

Finally, for completeness,we searchfor thesociallyoptimalnetwork. A sociallyoptimalnetwork

is not in a stableequilibrium for the individual players,but provides further intuition aboutthe

organizationof thenetwork. Again, thealgorithmis essentiallythesameasAlgorithm 5.4,except

that theonly conditionfor acceptinga move is whetheror not it increasestheglobalutility. Thus

our simulatorplaysthepartof theoraclecoordinatingconnectiondecisionsto maximizeaggregate

utility.

Figure5-5displaysthesearchfor thesociallyoptimalutility. Surprisingly, thesociallyoptimal

utility achievedis almostidenticalto thatseenin therisk-adversealtruisticoptimumsearch,around

200. Weattribute this to thefactthata purelysel�sh nodedisconnectspeersunlessa closebalance

exists. In contrast,the risk-adversealtruistic model assumesthat nodesare willing to accepta

slightly lower payoff, so long asthey have non-negative utility, in returnfor higherglobal utility.

Theimbalanceandits effectsarediscussedlaterin theChapterwhenwepresentmoredetailsonthe

barteringproblem.Thesimilarity betweenutilities in thesocialandrisk-adversealtruisticoptimum

provide motivationfor our laterexaminationof epsilonequilibriumin Section5.4.

Table5.3 summarizesthebestutilities found from eachof our threetypesof optimality using

oursearchtechnique.Oneimportantpointcontainedin thissummaryis thatin anenvironmentwith

acentralizedpointof controlandcompleteknowledge,it is possibleto constructanetwork topology

with utility andsuccessratescomparableto thosefoundin theSuperPeermodels.In addition,the

optimalnetworksachieve theseutilities with only aTTL of 2, resultingin muchlessnetwork traf�c.

However, we usetheoptimalnetworksasa basisfor comparisonaswe areprimarily interestedin
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Table5.3: BestUtilities andResultingSuccessRatesFoundfor DifferentOptimality TypesUsing
CompleteKnowledgeSearchwith Restart

OptimalityModel Description Utility % Success

Social Maximizeglobalwelfare 192 0.473
Risk-adversealtruistic Nodesmaintainnon-negative utility, sacri�ce

sel�sh maximumfor globalwelfare
172 0.463

Equilibrium Purelysel�sh behavior, nodeshave no incen-
tive to deviatefrom neighborcoalition

40 0.170
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Figure5-6: NodeDegreeDistributionsof OptimalNetworks

thedesignof asel�sh distributedmechanism.

5.3.4 Optimal Network Structure

We next considerthebasicstructureof theoptimalnetworks. Figure5-6 displaysthenodedegree

distributionfor boththerisk-adversealtruisticandequilibriumoptimalnetworks.In therisk-adverse

altruisticoptimalnetwork, approximately65%of thenodesarecompletelydisconnectedandhave

degree0. For the equilibrium optimal network, fully 95.6%of the nodesaredisconnected.The

largenumberof disconnectednodesis dueto thebarteringproblem.

Figure5-7providesasimpleexampleof thebarteringproblem.NodeN 1 sendsaqueryfor a to

N2. SinceN2 hasa, thisyieldspositiveutility ua to N1 andthesystem.Similarly, N2 sendsaquery

for z to N1. SinceN1 doesnot hold z, andthequeryimposesa non-negligible load,N 1 cannotbe

partof N2's bestcoalition. ThereforeN2 will disconnectN1. Saythatthereductionin utility seen

by N2 dueto maintaininga coalitionthatincludesN1 is uz. Thenodeswill not remainconnected,

even if ua � uz. This phenomenais detrimentalto the �nal systemutilities we seein all rational
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networks.Wereturnto thisproblemandpresentamodeling-basedsolutionin Section5.4.

5.3.5 Reorganizationwith the Full Model

We simulateour reorganizationto determinethedifferencein utility betweenthedistributedalgo-

rithm, asdescribedby thefull modelin Section4.9,optimalandthebasemodel.

During reorganization,nodesmustmake severaldecisionperround,whetherto:

1. Connectto anothernode(explore)

2. Allow othernodesto connect(passive explore)

3. Dropconnectionsto nodesin orderto improve utility (determiningthebestcoalition)

In orderto overcomethebully problemsandorderingproblemsdescribedin Sections4.9.2and

4.11.4,we employ simulatedannealing,a populartechniquefor large optimizationproblemsas

describedin Section4.9.3. In simulatedannealing,thereis someprobability that the non-sel�sh

actionis takenin orderto escapelocal minimums.Initially theprobabilityof takinga non-optimal

actionishighandovertimeit approacheszero.Theprobabilitytimedecayis referredtoas“cooling”

andis typically anexponentialfunction.

Figure5-8showstheglobalutility duringreorganization.Weseethattheutility quicklyswitches

from negative to positive asnodesdropharmfulconnectionsin their coalitions.As nodesexplore

andbecomeprogressively happier, the systemconvergestoward the previously derived optimum,

between30 and40. Thus,we seethat in a relatively shortnumberof rounds,thenetwork sel�shly

reorganizesto achieveaglobalutility comparableto theoptimalequilibrium.In addition,thequery

successrateis approximately22%, well within the rangeestablishedby the individually rational

model.

Finally, we examineeachindividual node's utility changebetweenbeingin theSuperPeernet-

work andin the reorganizedbloom-�lter homogenousnetwork. Figure5-9 plots eachnodein a

planewith thetwo situationson eachaxis to illustratetheutility differences.The largenumberof
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pointsalongtheutility equalszerohorizontalaxisareindicativeof nodesthatarenow disconnected.

Nodesalongthey = x line arenodeswhoseutility hasnot changed.And nodesto the left of the

y = x line arethosewhoseindividual utilities increased.

However, a tenablereorganizationmodelmustachieve comparableutility to that seenby the

existing architecture.Themajorobstacleto achieving higherutilities in purelysel�sh networks is

dueto the slight imbalanceof uselessqueriescausingotherwiseglobal utility contributors to be

disconnected.Basedon this observation, in the next subsection,we consideran architecturethat

includesbloom�lters betweentheleaves.
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5.3.6 Bloom-BasedReorganization

We next considerthecasewhereleaf nodeshave thesame�ltering ability astheSuperPeers.That

is, we againassumean architecturewithout SuperPeers,but whereeachnodehasa bloom �lter

digestof the�les of hisneighbor.2 In thecaseof querieswith TTL=2, thedigestis thebit-wiseOR

of theneighbor's �le digestandthedigestsof theneighbor's neighbors.

Oursimulationproceedsasbefore,collectingthenodeutilities andquerysuccesses.Theglobal

utility duringreorganizationfor anetwork with suchbloom�ltering is shown in Figure5-10.

We seethat the utility is alwaysnon-negative asthe bloom �lters prevent extraneousqueries

from propagatingin the network. The rateof increase,asdepictedby the solid line, shows the

utility increasingat a fasterrate than in our previous experiment. The �nal utility convergesto

approximately70,abouttwiceashighasin thereorganizednetwork withoutbloom�lters.

Figure5-11displaysthequerysuccessrateof our sel�sh reorganizationschemebothwith and

without thehypotheticalbloom�ltering. We seethat thesuccessrateis increasing,but not mono-

tonically. This is characteristicof the learningthat is occurringduring reorganization.As nodes

are “punished”by being disconnectedby othernodeswith different interests,the querysuccess

rategoesdown until thesenodesare“rediscovered” andbroughtinto interestclusters.Note that

thequerysuccessrateapproachesthesamevalueasin the individually rationalSuperPeermodel,

approximately25%.

Next, Figure 5-12 displaysthe numberof messagespropagatedthroughthe systemin each

round.While thenumberof messagesis alsoincreasingover time, theincreaseis gradualandcost

2We don't considerthecostof communicatingthese�lters betweenneighbors,but notethatit is minimal in compari-
sonto thecostof sendingqueries.
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is offsetby a bettersuccessrate. Thenumberof messagesin thenetwork is approximately1/10th

thatof thebaseSuperPeersimulation.

5.4 Epsilon Equilibrium

Carefulexaminationof thenetwork utility in boththesearchfor theoptimalequilibriumutility and

afterreorganizationrevealsthatwearenotableto matchtheperformanceobtainedby theSuperPeer

network. In addition,we seefrom Figure5-6 that thenetwork is very disconnected:between65%

and95%of thenodesaresingletons.

As observed by [8], gametheoreticalanalysisof P2Psystemscanleadto a Nashequilibrium

wherenodeshave no incentive to shareor connect.Sucha situationis known asthe “tragedyof

the commons,” wherebynodesrefuseto connectto any othernodeandleadthe entiresystemto
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collapse.Theauthorssuggestthatmereexistenceof P2Pnetworks in useoperationtodayprovide

evidencethattheNashequilibriumis not reached.

In thissectionwe introducethenotionof “EpsilonEquilibrium”, aconceptweborrow from the

economicsandgametheoryliterature[32]. Epsilonequilibriumis basedon the intuition that, for

many games,it is dif�cult to accuratelydetermineall players'payoff, i.e. our utility function. In

orderto make up for this de�ciency, it hasbeensuggestedto de�ne strategieswhereevery player

is within � of the largestpossiblepayoff. This preventstheexclusionof a potentiallylarge setof

equilibriathataremore�e xible andmaybettermodelreality

Usinganepsilonequilibriummodel,weshow thatthenetwork afterreorganizationis dominated

by disconnectednodesbecausenodesexhibit thebarteringproblem.Any two nodesmusteachhave

contenttheotherdesires,or have equivalentvirtual connectivity throughthird party transitnodes.

If not, even if one nodederives signi�cant bene�t while imposinglittle load, the nodeswill be

disconnected.A purely rationalnodedisconnectsnodesthat arepart of a coalition that is not the

bestcoalition.

We modify thealgorithmnodesuseto selecttheir bestcoalition to include� . For all possible

coalitions,eachnodedeterminesasetof coalitionsthatarewithin � of thecoalitionwith thehighest

possibleutility. From this set, the largestcoalition, i.e. the coalition including the most edge

connections,is selectedasthebestcoalition.

This simplemodi�cation to include� preventsthedegeneratebehavior thata nodethatinduces

very little loadis disconnectedevenwhenit contributeshighly to thesystemutility.

Figure5-13displaysthenodedegreedistribution for various� values.Empirically we seethat

an� valuearound0.1providesgoodresults:thenetwork is over60%connected.

Figure5-14 shows theevolution of globalutility usingour reorganizationalgorithmwith � =

0:1. Thesimulationreachesautility of approximately120within 3000rounds.

Finally, Figure 5-15 plots eachnodein a two-dimensionalspacewith the node's individual

utility in the SuperPeernetwork versusthe node's utility in the reorganizednetwork with epsilon

equilibrium. Pointsabove the vertical line representnodesthat seeimproved utility in the reor-

ganizednetwork over their utility in the SuperPeernetwork. Pointsbelow the line arenodesthat

experienceworseutility in thereorganizednetwork. We seethatmany nodeshave higherutility in

the� -equilibriumnetwork.

Clearly, � -equilibriumillustratestheimportanceof thebarteringproblemandtheability of our

reorganizationalgorithmto matchandexceedthe global utility of a SuperPeernetwork. In the
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Table5.4: ReorganizationSimulationUtility Summary

Network Model Description Utility

Full Interest-basedself-reorganization; homoge-
nousnodes

38

Full Bloom Reorganizationwith Bloom Filtering 70
Full, � -Equilibrium Full reorganization modeled with epsilon-

equilibrium
174

individually rationalSuperPeernetwork we seeutility of 130andin � -equilibriumwe see174,an

improvementof 34%! Thus,in the � -equilibriummodelof nodebehavior, we areableto not only

achieve,but exceed,thelevel of utility asrealizedin theindividually rationalSuperPeernetwork as

it exists today. Table5.4 summarizestheutilities foundfrom our reorganizationalgorithmin each

of our threemodels.

5.5 Finding Community Structure

We are interestedin understandingthe communitystructureof the overlaysconstructedby our

reorganizationalgorithm. In particular, communitystructureprovides anothermetric by which

to measurethe quantitative differencebetweenan “optimal” overlay network versusa sel�shly

constructedone.

Traditionalclusteringalgorithmsemploy agglomerative techniquesthat computea similarity

metric betweenvertex pairs. From an initially disconnectedgraph,edgesaresuccessively added

in their orderof similarity. Agglomerative methodsareoften goodat identifying andconnecting

stronglyrelatednodesat thecore,but canneglectweaker relationships.

We usea recentlydevelopeddivisive ratherthanagglomerative algorithmfrom Newman[28]

thathasempiricallybeenshown to producebetterresults.Newman'salgorithmrelieson thenotion

of “betweennesscentrality”of nodes.

5.5.1 BetweennessCentrality

For G = (V; E), let � st bethenumberof shortestpathsfrom s to t in G. By convention,� ss = 1.

De�ne � st (v) as the numberof shortestpathsfrom s to t on which v 2 V lies. Let the pair-

dependency of nodess; t on v be� st (v) = � st (v)
� st

. Thusthepair-dependency is simply theratio of

thenumberof shortestpathsbetweens andt thatv lieson.
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Thebetweennesscentrality[16] of a vertex v 2 V is theratio of thenumberof shortestpaths

involving v, to the total numberof shortestpaths,taken over all vertex pairs(i; j ) 2 V . In other

words betweennesscentrality is a metric of the relative importanceof a particularnodein the

network.

Formally, thebetweennesscentralityfor a nodev is:

CB (v) =
X

s6= v6= t2 V

� st (v)
� st

=
X

s6= v6= t2 V

� st (v) (5.2)

In thenaive approach,calculatingbetweennesscentralityis dominatedby computingthesum

of pair-dependencieswhichhasarunningtimecomplexity of O(n3). Fortunately, Brandespresents

anfastalgorithmthatrequiresO(nm) time andO(n + m) space[6].

Wemodify Brandes'algorithmfor vertex betweennesscentralityto computeedgebetweenness,

i.e. thenumberof shortestpathstraversingeachedgein thenetwork. Thus,edgebetweennesscan

beseenasthetraf�c �o w alonganedgewhenall nodesin thegraphsourcetraf�c to all othernodes.

Formally, wede�ne thebetweennesscentralityfor anedgee as:

CB (e) =
X

s6= t2 V

� st (e)
� st

(5.3)

Where� st (e) is thenumberof shortestpathsfrom s to t thatcontainedgee.

Our edgecentralityalgorithmis givenin Algorithm 5.5. Theoutputof our algorithmis anad-

jacency matrixe wheree[i ][j ] = e[j ][i ] correspondsto thebetweennesscentralityof theundirected

edgebetweennodesi andj in G.

The algorithmis basedon a breadth-�rstsearch(BFS) traversalof the graph. The �rst while

loop is identical to the onepresentedin Brandes'algorithmandsimply computesthe numberof

shortestpathsbetweennodes andall othernodesaswell asthepredecessorlist P. Ps[w] is a list

of nodesthatarepredecessors(i.e. immediateneighbors)of w on theshortestpathfrom s to w. In

addition,theloop builds a stackS by pushingnodesontothestackduringtheBFS.Thus,popping

from thestackgivesnodesthatareof non-increasingdistancefrom thecurrentrootnodes.

The secondwhile loop performsthe accumulationof paths,beginning with the nodefarthest

away from s. For eachpair s;w, thereis a correspondingpredecessorlist. For eachpredecessor

v 2 P[w], we computethepair-dependency andupdatetheedgebetweenness.Formalcorrectness

guaranteesaregivenin detailin Brandes'full paper[6].
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e[i ][j ]  0, i; j 2 V
for s 2 V do

S  emptystack
P[w]  emptylist, w 2 V
� [t]  0, t 2 V , � [s]  1
� [t]  0, t 2 V
d[t]  � 1, t 2 V , d[s]  0
Q  emptyqueue
enqueues ! Q
while Q not empty do

dequeuev  Q
pushv ! S
for all w = nbrs(v) do

if d[w] < 0 then
enqueuew ! Q
d[w]  d[v] + 1

if d[w] = d[v] + 1 then
� [w]  � [w] + � [v]
appendv ! P[w]

/* Finishedbuilding predecessorlistsandcomputing#SP*/
while S not empty do

popw  S
for all v 2 P[w] do

� [v]  � [v] + � [v]
� [w] (1 + � [w])

e[v][w]  � [v] + � [v]
� [w] (1 + � [w])

Algorithm 5.5: centrality (G): Modi�ed BrandesBetweennessCentrality
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5.5.2 NewmanCommunity Algorithm

Both divisive andagglomerative methodssuffer from a commonproblem:whento stopaddingor

removing edges.Newmanproposesthe“modularity” functionQ. Let � ij bethefractionof edges

in the network that connectverticesin groupi to groupj . Groups,which we expanduponwhen

presentingthealgorithm,aretheconnectedcomponentsof thegraph.Then:

Q =
X

i

(� ii � a2
i ) (5.4)

whereai =
P

j � ij . Intuitively, Q is the fractionof edgesthat lie within communitiesminus

theexpectedvalueof the fractionof edgesthat lie within communitiesin a randomlyconstructed

graph. As pointedout by Newman,a valueof Q = 0 is indicative of communitystructurethat is

no moreprevalentthanwould beexpectedif thegraphwereconstructedrandomlywith thesame

degreeastheoriginalgraph.

Newman'salgorithm[28] for �nding communitystructureis thefollowing four-steps:

1. Determineedgebetweennesscentralityfor all edges.Sortedgesby non-increasingcentrality.

2. While edgesremain,remove theedgewith thehighestcentrality. Tiesarebrokenrandomly.

3. Computethemodularity, Q, for eachresultantgraph.

4. Onceall edgesareremoved,outputthegraphwith thehighestmodularityscore.This graph

representstheinherentcommunitystructurein theoriginal inputgraph.

Algorithm5.6presentsthedetailsof ourimplementationof Newman'salgorithm.Thealgorithm

takes as input the original graphedgeadjacency matrix. It maintainstwo additionaladjacency

matrices,pruned andbest. pruned correspondswith the original matrix edgesminusthe edges

that have beenremoved thusfar. best is usedto retain the graphedgesthat producethe highest

modularityscore.

The algorithm�rst computesthe edgebetweennesscentralitymatrix, CB , usingour previous

Algorithm 5.5. For eache 2 CB , add the 3-tuple (i; j; betweenness), representingthe node's

numbersandbetweennessscore,into the setedges. The while loop repeatsuntil no moreedges

remain.At eachstep,theedgewith thehighestbetweennesscentralityis removedandthepruned

matrix is updated.For the prunedgraph,we computethe setof connectedcomponentsc usinga

standardconnectedcomponentsalgorithmfrom e.g.[12].
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matr ix [i ][j ], edgeadjacency matrix
best[i ][j ]  matr ix , bestadjacency matrix
pruned[i ][j ]  matr ix , prunedadjacency matrix
CB  Centr ality (matr ix )
edges  e = (i; j; betweenness) 8e 2 CB

while edges not empty do
e  popmaxf edgesg
pruned = pruned � e
c  connectedComponents(pruned)
compEdges[jcj][jcj] = componentEdges(c)
q  0
for i = 0 to jcj � 1 do

a  0
for j = 0 to jcj � 1 do

a  a + components[i ][j ]=numE dges
� ii  components[i ][i ]=numE dges
q  q + (� ii � a2)

if q > bestQthen
best  pruned
bestQ q

c  connectedComponents(best)
return(c)

Algorithm 5.6: community (G): NewmanCommunityStructure

For every componentin c, we form a new matrix, compEdges of sizejcj by jcj thatrepresents

the numberof edgesin the original graphbetweencomponents.Thus, compEdges[x][y] = z

meansthat therearez edgesin the original graphconnectingcomponentsx andy. Note that we

numbercomponentsrandomlysuchthat x hasno particularsigni�canceother than identifying a

particularcomponentin thesetof connectedcomponents.Algorithm 5.7 shows theprocedurefor

creatingthecompEdges matrix.

for i = 0 to nodes� 1 do
for j = 0 to nodes� 1 do

if matr ix [i ][j ] = tr ue then
o[c[i ]][c[j ]]  o[c[i ]][c[j ]] + 1

Algorithm 5.7: componentEdges(c): FindCommunityEdges

Finally, we iteratethroughthecompEdges matrix to computethemodularityscoreQ. If the

currentQ scoreis greaterthanany seenpreviously, we retainthe scoreandthe adjacency matrix

thatgeneratedthatscore.Thealgorithmendsby returningthesetof connectedcomponentsfor the

adjacency matrix of the bestmodularityscore. We refer the interestedreaderto [28] for several

examplesof practicalapplicationsof theNewmancommunityalgorithm.
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5.5.3 Community Structure Results

Weusethecommunityalgorithmto �nd theinherentcommunitystructurein ourreorganizedtopolo-

gies. Therearetwo motivationsfor this analysis.First, we areinterestedin whetherthe datawe

capturedfrom the live Gnutellanetwork containsa large enoughnumberof nodesto fully exploit

the ability of our systemto reorganizearoundinterests. With too few nodes,theremay not be

enoughcommonalityto realizethefull bene�tsof reorganizationdueto thebarteringissuesprevi-

ouslydiscussed.Second,thecommunitystructureof our resultingtopologiesrevealspropertiesof

thereorganizationandprovidesnovel insightbeyondthesimpledegreedistribution.

Figure 5-16 shows the distribution of cluster(community)sizesin the � = 0:1 equilibrium

network. We seethatapproximately50%of theclusterscontaina singlenode,implying thatthese

nodesarenot centralto thetopology. This is not to saythatthey do not contribute to theaggregate

positive utility, althoughnaturally the isolatednotesin the original topologywill be in a single

clusteraswell, but ratherthat therearea small numberof nodeswhich provide a centraltransit

point.

In futureresearchwe wish to analyzein detail thepropertiesof theclusters,for instanceinter-

clustersimilarity metrics.Of particularinterestis thenatureof communitystructurein topologies

wherenodespropagatequerieswith higherTTLs.

5.6 Summary

In thisChapterweprovidedanextensiveanalysisof our interest-basedreorganizationalgorithm,in-

cludingcomparisonsagainsttheexisting Gnutellaarchitectureandhypotheticallyoptimalnetwork
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topologies.We simulatedthe baseandindividually rationalmodelsof SuperPeer-basedarchitec-

turesandusetheobtainedglobalutility asa baseline.

Simulationof our algorithmshows that it reachesthepredictedoptimalutility while providing

fairnessnot realizedin othersystems.However, theglobalutility falls far shortof thatobtainedby,

for instance,theindividually rationalSuperPeernetwork. As a potentialremedy, we examinedthe

possibilityof includingBloom �lters on all nodesto eliminatethebarteringdisbalancethatcauses

so many nodesto fully disconnect.We �nd that sucha network is able to producecomparable

globalutility aswith theSuperPeerbaseline.

A secondanalysisincludedepsilonequilibrium wherewe attemptto moreaccuratelymodel

theactualrewardfunctionof nodes.We foundthatby employing sucha model,thedisconnection

problemsof our othersimulationsdisappearedandour reorganizationalgorithmfound a solution

whereover 60% of the nodesareconnected.Most encouragingis that this modelconvergedto a

utility 34% greaterthanachieved in the SuperPeermodelswhile makingno assumptionson the

benevolenceof nodesor centralizedorganization.

Finally, we presentedan analysisof thecommunitystructureinherentin our resultingreorga-

nizedtopologies.Weevaluatedthebetweennesscentralityandmodularityof variousnetworks.This

analysisprovidesanovel angleof insightinto understandinghow muchcommunitystructureexists

in actualP2Pnetworks.
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...thinkinghow manaloneof all creaturesdeliberatelyatrophieshisnaturalsensesandthatonly at
theexpenseof others;how thefour-leggedanimalgainsall its informationthroughsmellingand

seeingandhearinganddistrustsall elsewhile thetwo-leggedonebelievesonly whatit reads.

- William Faulkner

Chapter 6

Conclusionand Futur eWork

In thisthesis,wepresentedanarchitectureinspiredby severaltrendsthatposeimpendingchallenges

to theconstructionof logicaloverlaynetworks.Todate,themajorityof overlayresearchhasfocused

on algorithmicef�ciency andpurely technicalissues,ignoring the policy andincentive problems

thatplaguerealsystems.Of particularfocusin this work is theoptimality andfairnessof systems

in thepresenceof sel�sh nodes.

We rigorouslyde�ned idealandfair networks anddevelopeda continuumof optimality mea-

sures. We examinedcurrentPeer-to-Peer(P2P)overlays,both structuredand unstructured,and

foundseveralweaknesses.First, their relianceonaltruisticusersin anincreasinglycompetitive and

hostileInternet,wherefree-ridersandmaliciousnodesabound,makesthearchitecturevulnerable.

Second,they treatall usersequivalently, regardlessof their interests,ignoringratherthanexploiting

the inherentuserheterogeneity. In addition,while usershave the ability to changetheir behav-

ior, for exampleby moving aroundthe systemor tailoring their sharingpreferences,the existing

architecturesplacethesefunctionsoutsideof thesystem.

Our work presentedanalternative architecture,basedon theregion abstraction,thatbringsthe

user's ability to affect thenetwork andtheir incentiveswithin thesystem.As such,ourarchitecture

is no longerdependenton theassumedaltruismof any othernodesin thesystem.

A signi�cant contribution of thiswork wasthetracecollectionandits usein validatingassump-

tions, makingdesigndecisionsandsimulatingour algorithmagainstreal-world work loads. We

devoteda chapterto thesetraces,gatheredfrom a portion of the Gnutellanetwork, including ex-

tensive analysisof nodebehavior and�le replication.To drive our algorithmdesign,we examined

patternsof similarity in P2Pnodesusingacceptedinformationretrieval techniques.As such,our
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researchvalidatedseveralcommonlyheldassumptions.

We examinedthreepossiblearchitectures:thecurrentGnutella-like unstructuredarchitecture,

an augmenteddesignwith leaf nodesthat reorganizearoundthe SuperPeersanda homogeneous

network of nodesthatself-organizein a distributedfashionwithout relying on thealtruismof any

playersin thenetwork, in particulartheSuperPeers.

We lookedat theimportanceof Bloom�lters in theexistingarchitectureandanalyzedthefalse

positive rateasderivedfrom ourcollecteddata.Fromsimulationruns,we found,notunexpectedly,

thatthecurrentarchitectureis highly dependentonthe�ltering capabilityandthewillingnessof the

SuperPeernetwork to absorbthemajorityof thequeryburden.

We then tackledthe crux of our thesis,a world in which SuperPeersno longer exist or are

untenablefor whatever reason.We describedseveral problemsandrationalefor our designdeci-

sions.For example,in responseto uncooperative nodesin thesystem(bullies),weusedahysteresis

mechanismbasedon simulatedannealing.We alsofoundthatactionscannotbemadein isolation,

but ratheramongstcoalitionsof theexisting neighborset.Our designincludeda discussionon the

selectionof theutility functionandits shapeanddiscountfactor� .

Next, we lookedat theproblemof �nding optimalgraphsandprovedthefactthatenumerating

the entiresetof possiblegraphsis exponentiallyhard. We usedthis resultto develop an optimal

topologysearchalgorithm.Theoptimaltopologiesareusedto asa basisagainstwhich to compare

theperformanceof reorganizedtopologies.

We examinedreasonswhy our distributed sel�sh algorithmsmay not performaswell as the

optimal topologies.We introducedfour reasonsfor utility suboptimalself-reorganizingnetworks:

anarchy(sel�sh behavior), indifference,myopiaandorderingto give further basisfor our subse-

quentanalysisandresults.

We thenevaluatedthe performanceof our architectureagainstour collectedreal-world work

load.Ourobjectivewasto show thecurrentlevel of utility andhappinessachievedwith theexisting

architecture.We thensystematicallytoredown the implicit assumptionsof altruismbuilt into the

existing architecturewhile showing theresultingnegative impacton utility. Oncewe hada sel�sh

equilibrium,with muchlower globalutility, we showed the ability of our algorithmto reorganize

andrestoretheutility of individual nodesandthesystemasa wholeto similar levelsasrealizedin

theSuperPeernetwork.

Simulationof our algorithmshows that it reachesthepredictedoptimalutility while providing

fairnessnot realizedin othersystems.However, theglobalutility falls far shortof thatobtainedby,
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for instance,theindividually rationalSuperPeernetwork. As a potentialremedy, we examinedthe

possibilityof includingBloom �lters on all nodesto eliminatethebarteringdisbalancethatcauses

so many nodesto fully disconnect.We found that sucha network is ableto producecomparable

globalutility aswith theSuperPeerbaseline.

A secondanalysisincludedepsilonequilibrium wherewe attemptto moreaccuratelymodel

theactualrewardfunctionof nodes.We foundthatby employing sucha model,thedisconnection

problemsof our othersimulationsdisappearedandour reorganizationalgorithmfound a solution

whereover 60% of the nodesareconnected.Most encouragingwasthat this modelconvergedto

a utility 34%greaterthanachieved in theSuperPeermodelswhile makingno assumptionson the

benevolenceof nodesor centralizedorganization.

Finally, we presentedan analysisof thecommunitystructureinherentin our resultingreorga-

nizedtopologies.Weevaluatedthebetweennesscentralityandmodularityof variousnetworks.This

analysisprovidedanovel angleof insightinto understandinghow muchcommunitystructureexists

in actualP2Pnetworks.

Therearemany possibleavenuesof furtherresearchbeyondthis thesis.Our architecturehints

atseveralpossibleimprovementsincluding:

� Intelligent connection:In order to maximizethe probability of �nding a goodneighbor, a

nodecouldrequesta list of neighborsfrom its currenthigh-utility peers.Thesepeersarealso

likely to have ahighutility andareidealcandidatesto connectwith.

� Strategic nodes: Modify our algorithmto discouragenot just sel�sh but alsostrategic be-

havior by nodes.A maliciousnodethat providesfalseanswerscould be detectedoncethe

�le cannotbe downloaded. Answersfrom maliciousnodeswill decreasetheir utility and

be additionallypenalizedby the system.Busy or congestednodesthat wish to discourage

connectionsandquerytraf�c coulddropqueriesasanadditionalaction.

In orderto lendtractabilityto our simulationandmodelingof thenetwork, we ignoredseveral

elements.An enhancementof ourwork might include:

� Systemtemporality: Model dynamicqueriesover time. This would requiregatheringdata

from amuchlargerportionof theGnutellanetwork.

� Utility function: The discreteutility function is a simpleconstructionand,asshown at nu-

merouspoints,not necessarilyrepresentative. While it is not possibleto de�ne the“correct”
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utility function,webelieveamorecomplex temporalfunctionwouldbettermodelreality. For

instance,a continuousutility functionthattakesinto accounttheinstantaneousbandwidthof

queriesanddownloads.

Finally, wearevery interestedin theapplicabilityof ourarchitectureto otherproblemdomains.

Webelieve ourarchitecture,andtheregion abstraction,is ageneralconstructionthatcouldbeused

in mobileandsensornetworks,routingandwebsearching.

For example,considersearchingfor contenton theworld-wideweb. We believe therearetwo

factorsdriving web search. First, a needto searchon larger and larger datasets. For instance

the �les a user's local machine,not just contentpublishedon theweb. Second,a needto perform

directedsearches.Theformationof a searchnetwork basedon interestswas�rst proposedin [15].

Ourarchitecturecouldbeusedin asimilar fashionsuchthattheformationof anoverlaydevotedto

contentsearchingis drivenby repeatedqueries.

Notethatoneof thebig disadvantageswith usinglocality to organizethenetwork is dueto the

overheadanddelayin establishingthenetwork, i.e. learningthe interestsand�nding appropriate

attachmentpoints. A seconddisadvantageis that the participantschangequickly, possiblyfaster

than the systemcan adapt. Web searchis an interestingadditionalproblemdomainbecauseit

representsa constantstreamof queries(every personcontinually searches!)and is thereforea

naturalsourcefor directingtheformationof thenetwork. Local agentson eachcomputercouldbe

usedinsteadof thecurrentclient to search-engineserver model.

We hopethat the work andresultsreportedin this thesishelp us andothersto answerthese

outstandingquestions.
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