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ABSTRACT

The ability to secure systems that provide non-public ser-
vices over public network infrastructures such as the Internet
is challenging. Even when these services use cryptographi-
cally secure authentication, implementation bugs are quickly
exploited by attackers to turn these services into gaping se-
curity holes. We introduce the notion of “Cloaked Server
Security,” in which authorized users are able to easily con-
nect to the desired service, but unauthorized users cannot
determine if the server exists. We formalize this concept by
using an iterative approach to carefully define the model for
our adversary and the challenge presented to that adversary.
In evaluating a number of common and interesting network
security schemes against our definition, we find most of them
lacking against even weak adversaries. However, anonymiz-
ing networks provide the most promising approach to meet-
ing our security definition.

1. PROBLEM STATEMENT

This paper presents and formalizes a new network security
definition: “Cloaked Server Security”. Rather than produc-
ing a new security scheme, we focus on precisely defining an
appropriate notion of network security. In much the same
way that Naor and Yung formalize Chosen Ciphertext At-
tacks (CCA) in the context of public key cryptosystems [15]
and Goldwasser, Micali and Rivest define Adaptive Chosen-
Message attacks against digital signature schemes [9], we
posit that it is impossible to produce acceptable security im-
plementations before defining the security model adequately.
Cloaked Server Security is intended to serve as a metric
against which to evaluate network security proposals.

The motivation for our work comes from several practi-
cal ramifications of today’s highly interconnected Internet—
with no shortage of malicious adversaries. First, network
services perpetually suffer from security flaws and bugs in
their implementation. That is, there is a well-known gap
between the theoretical security of a service and the ac-
tual security of a particular implementation. As an exam-
ple, the OpenSSL project [1] distributes a library of crypto-
graphic routines that provide a secure socket layer abstrac-
tion. Many popular applications, e.g. Secure Shell (ssh),
Apache Web Server with mod_ssl, Secure Email (IMAPS),
etc. use this library as part of their servicel. A casual pe-

IThe problems that can arise when multiple services share
a single flawed library are beyond the scope of this work.
However, we note that such a simultaneous failure mode is
interesting from a security perspective.
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rusal of security advisory databases reveals numerous OpenSSL

implementation flaws, even as recently as one year ago [4,
13).

Similarly, the Slammer worm [14] exploits an implementa-
tion problem in Microsoft SQL server and demonstrates a
growing trend toward automated attacks. These and many
other security vulnerabilities are not obscure, isolated in-
cidents, but rather common and with wide-reaching im-
plications. In addition, they are actively and continually
exploited by both individual hackers as well as automated
worms and bot-farms. Cloaked Server Security is particu-
larly well suited against this class of automated adversaries.

Second, network machines may leak information valuable to
an attacker. The popular and readily available nmap utility
[7] can remotely scan hosts or entire networks to determine
which services are running. Using inference on TCP stack
behavior, the scan can even reveal a machine’s uptime and
operating system type and version. In this way, scanning
often provides a wealth of information to even a very weak
adversary, one who has no control over her location in the
network and has not yet infiltrated the remote machine.

Knowing potential attack points saves an adversary time and
effort. Additional information improves the efficiency of au-
tomated worms and attacks, effectively raising the attacker’s
compromised machine yield. For these reasons, our the-
sis is that network servers should not leak any information,
even their very ezistence. Informally, we define “Cloaked
Server Security” as any solution that hides the existence of
a publicly-connected server to all but authorized users.

2. POTENTIAL SCHEMES FOR CLOAKED
SERVER SECURITY

This section briefly reviews four existing schemes that pro-
vide an approximation of Cloaked Server Security. Through-
out this section we refer to an adversary or attacker in
generic terms purely for expositive purposes. Our taxonomy
in Section 3 concretely defines the adversary and evaluates
each of the systems presented here against our definition
of Cloaked Server Security. Our evaluation of real-world
systems gives our work an additional measure of practical
applicability.

e Firewall: The term “firewall” generically refers to any
system that attempts to police the traffic between two



network segments by permitting or rejecting data ac-
cording to some security policy [5]. There are many
different techniques used to implement policies; one of
the more common methods for IP networks is to cre-
ate a ruleset based on a tuple of the IP packet’s source
and destination addresses and ports. This method is
known as a packet-filtering gateway firewall. When re-
ferring to firewalls in this paper, we assume a packet-
filtering gateway. An underlying assumption for fire-
walls is that a packet’s relevant IP header information
is accurate. However, recent research has shown that
spoofing IP header information, including the source
address, is often possible even on today’s Internet [2].
We incorporate this fact into our model of the adver-
sary.

Virtual Private Network: Virtual private networks
(VPNs) attempt to emulate a private network over
public infrastructure, primarily for economic advan-
tage. A private network, where individual wires are
physically run to each individual authorized partici-
pant in the network, provides security from non-physical
outside attack (but not from internal attack). Because
of the often unrealistic expense and inflexibility of a
private network, there are several means to provide a
virtual approximation. There are two general types
of VPNs: trusted and secure [8]. Trusted VPNs rely
on a provider’s network to protect the traffic, typically
using some encapsulation mechanism. In contrast, se-
cure VPNs use cryptographic tunneling. Our inter-
est lies with secure VPN schemes such as IPsec [11].
IPsec uses a combination of cryptographic authentica-
tion and encryption to secure an untrusted communi-
cation path between two gateways.

Port Knocking: Port knocking is a relatively recent
technique [12] developed as a means towards making
servers seem invisible. An adversary running a scan-
ning utility against a system secured with port knock-
ing is shown in Figure 1. From the attacker’s perspec-
tive, a server using a port knocking-based defense ap-
pears to silently discard all incoming packets, regard-
less of the connecting peer’s IP address or port. In this
way, the attacker receives no responses and effectively
cannot discern whether the server exists. However,
authorized clients have a way to modify this behav-
ior. Each authorized client knows a secret “knock,”
which is simply a secret encoded as a series of num-
bers drawn from the domain of possible TCP ports
(1-65535). When the client wishes to access a service
on a protected machine, she initiates TCP connections
to each of the ports specified by the secret knock in
succession. Although the server drops each of these
connection attempts, it is silently noting the sequence
of ports accessed by each remote IP address. When the
correct sequence is completed, the server changes its
behavior such that access to the service is now granted
to the client’s IP address for a short amount of time.
Figure 2 shows an authorized user accessing a service
using port knocking. Port knocking can therefore be
thought of as a remotely configurable firewall.

A major flaw in this scheme as described is that it is
vulnerable to replay attacks. An adversary who is able
to observe the knock sequence (by compromising the
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Figure 1: Port knocking: the server silently discards
all of the adversary’s probes. The Adversary cannot
determine if server even exists.
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Figure 2: Port knocking: authorized users send a
series of “knocks” by initiating unsuccessful TCP
connections. With the correct knock sequence, the
service is available to the knocker.

client machine, or any of the other intermediate ma-
chines on the route to the server) can later transmit
that same sequence to gain unauthorized access. Var-
ious improvements to the basic scheme have been sug-
gested to correct this flaw, such as the use of one-time
knocks [3], or strongly tying the client to the knock
with encryption using the IP address as the key [12].
However, these improvements do not significantly im-
prove the security of port knocking under our security
definition, and therefore it suffices to assume the most
basic version as an abstraction of the general scheme.

e Anonymizing Network: TCP/IP provides no de-
gree of anonymity; a packet’s source and destination
IP addresses are plainly visible to both peers of a ses-
sion and to any machines along the connecting path.
Determining the real-world identity that corresponds
to a given IP address at a given time is usually not dif-
ficult, especially with the help of external agents, such
as the court system. There are many reasons why peo-
ple would like to ensure privacy when communicating
over the Internet, on both the client and server sides.
For example, an organization operating under an op-
pressive regime might want to offer information that
the government considers subversive, without expos-
ing any identifying information that would allow the
government to shut it down (or worse). Likewise, citi-
zens living under this government want to retrieve this
information without the possibility of being traced.
Anonymizing networks create a virtual network over-
lay on top of TCP/IP that allow parties to use existing
networks and protocols (such as HTTP over the Inter-
net) to communicate without exposing any sensitive
personal information.

One such network that is in actual production today is
Tor [6]. Tor uses onion routing to provide anonymity;
clients on the network have the ability to construct
a path to any other peer such that all intermediate
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Figure 3: Anonymizing Network: 1) Alice randomly
selects a rendezvous point (RP) from the set of
onion routers (ORs) and asks Bob to meet her at
the RP. 2) Alice constructs a random path to the
RP through the ORs. Any single OR knows only
the ingress and egress neighbor ORs for a traffic
stream, not the complete path. 3) The server sim-
ilarly constructs a random path through the ORs
to the RP. Communication is now possible without
Alice or Bob knowing each other’s origin.

Onion Routers

routing points only know the IP address of the ingress
and egress neighbors. Additionally, any intermediate
point cannot tell how many other routers are between
it and the connecting peers.

While Tor is primarily intended to provide anonymity,
we are particularly interested in the security proper-
ties offered by Tor’s concept of “hidden services.” A
server that wants to establish a service first chooses a
small set of other Tor nodes at random. These nodes
will be the service’s “introduction points.” The server
encrypts a list of the introduction points using a sym-
metric key k, and publishes the pair (hostname, Fy (in-
troduction point list)) in some globally available table.
Clients authorized to use this service will be given the
hostname and symmetric encryption key & out of band.

When a client wants to connect to the service, she first
randomly chooses a node to serve as a “rendezvous

point” (RP). She then constructs a random path through

the network of onion routers to the RP. After she
fetches and decrypts the list of introduction points for
the service, she connects to one of these introduction
points and transmits her name, selected rendezvous
point and a random cookie, all encrypted with the
server’s public key. In addition, the message to the in-
troduction point is signed with the client’s private key,
allowing the server to authenticate the client. The in-
troduction point relays this message to the server. The
server decrypts the message and connects to the RP,
using a randomly signaled path, sending it the random
cookie. At this point, 2-way authentication is com-
plete; both the client and the server are assured they
are communicating with the intended party. They use
the RP to relay all subsequent data. The anonymiz-
ing network communication setup process is summa-
rized in Figure 3. Note that neither the client nor the
server knows the other peer’s address, nor does the
rendezvous point know the address for either party.

When we refer to anonymizing networks in this paper,
we are not specifically discussing Tor, although Tor is
the only network we are aware of that offers hidden ser-
vices. We are interested in these high-level properties
for anonymous client-server communication: the client
and server should be able to find each other and com-
municate without knowing each other’s location, and
no one else on the network should be able to discover
either party’s identity or location.

3. BUILDING AN APPROPRIATE SECURITY

TAXONOMY

Algorithms have precise mathematical structure that can be
exploited to make absolute claims about security. Systems,
on the other hand, resist absolute claims due to the complex-
ity and variability of the real world. It is possible to create
mathematical models that approximate real behavior, but
the process is quite difficult. Without creating a mathemat-
ical model, defining the security of a system is an imprecise
business; there are just too many uncertainties. Yet we at-
tempt to do just that in this section, acknowledging up front
that the definitions we specify are neither complete for any
particular system nor do they lend themselves to absolute
mathematical security proofs. However, we feel that this
work does provide real value by providing criteria for evalu-
ating the quality of defensive countermeasures given realistic
threats.

Our approach to defining Cloaked Server Security is to spec-
ulate on the fundamental abilities of real-world adversaries.
Along the continuum of potential adversaries, we attempt
to choose an attacker that is sufficiently strong to provide
realistic security without being so strong that no scheme
can ever suffice. We build our security definition itera-
tively by evaluating each candidate against existing defen-
sive schemes, ending with the strongest model. Our last,
strongest security model is most inclusive of the broad spec-
trum of potential adversaries seen in common Internet at-
tacks.

3.1 Correct Behavior

Before presenting details of incorrect behavior where the se-
curity of the system is violated, it is important to acknowl-
edge proper behavior: Authorized clients are able to deliver
packets to and receive packets from the cloaked server on
demand. It does not suffice to merely send a packet to
the server, the service the packet is intended for must re-
ceive the packet. In practice, this communication will often
correspond to a two-way session. Communication with the
server be direct or indirect, but must be reliable relative to
the underlying transmission network. In addition, clients
are permitted to perform a setup phase before establishing
communication. There are no constraints on the the packet
payload; it may contain arbitrary information.

3.2 Lone Adversary

Security Definition

The ability of an adversary to subvert remote access con-
trol mechanisms centers around her ability to monitor and
manipulate network traffic for a given server and/or its au-
thorized clients. The location of the adversary has a great
effect on this ability, as she has no access to the data stream



for a given connection if she is not located on the same sub-
net? as one of the peers, or at some intermediate point on
the route between the peers. An attacker who is located at
one of these sensitive points is very powerful; for our first
and weakest adversary definition, we will assume that the
attacker is located elsewhere. However, the attacker can
attempt to take over other machines that are at sensitive
locations.

The types of take-over attacks on network-connected ma-
chines can be separated into two classes: opportunistic take-
overs, where the attacker has specific a vulnerability (or
set of vulnerabilities) she targets for exploit, and searches
for machines that exhibit that vulnerability; and targeted
take-overs, where the attacker has a specific machine that
she wants to compromise, and searches for an attack vec-
tor against that machine. Because of the vast size, diversity
and connectedness of the Internet, opportunistic take-overs
are much easier to execute than targeted take-overs. We
define our Lone Adversary as an individual who is able to
perform limited opportunistic take-overs, but not targeted
take-overs. We assume that this adversary wants to mini-
mize her risk, and therefore will only try to compromise a
few machines (< 10). It is important to note that because
the adversary has no control over which machines exhibit the
vulnerability she is exploiting, she has no control over where
her victims will be located relative to her target. While we
acknowledge that this adversary is very weak, we believe
she represents a large class of potential attackers on today’s
Internet?.

We must define the degree to which the Lone Adversary
can manipulate network traffic. Native TCP/IP does not
cryptographically ensure the authenticity of its header infor-
mation, so one popular attack is to either modify existing
packets or create new packets such that they have forged
source location information. This attack is known as IP
spoofing. An attacker can use IP spoofing to establish a new
connection that appears to come from a falsified origin, dis-
rupt an existing connection, or transparently take control of
an existing connection (session hijacking). This is a power-
ful attack vector, but also one that has become somewhat
difficult to employ on today’s Internet. Ingress and egress
packet filtering rules in routers make it harder for an ad-
versary to successfully change the header information, and
security features in modern TCP/IP stacks, such as unpre-
dictable TCP sequence numbers, make it harder to establish
a spoofed TCP connection. Our basic Lone Adversary will
not have the ability to spoof IP header information. She is,
however, free to modify packet payloads.

Given this adversary, we now define the challenge she must

2The term “subnet” refers to a portion of the network under
common administrative control where all hosts on the sub-
net share a common address prefix. We present subnets here
because they are an important and realistic consequence of
being connected to the Internet. It is often the case that an
adversary on the same subnet as her victim or her victim’s
traffic has a security advantage.

3The number of machines the adversary takes over may also
be limited by motivation, resources or ability. We are not
artificially weakening the adversary, but rather modeling a
realistic class of attacker. We strengthen the adversary sig-
nificantly in the next subsections

meet in order to breach Cloaked Server Security. To pro-
vide a strong degree of security, the challenge is fairly easy
to meet: the adversary succeeds if she can deliver a single
packet to an active service on the server. In other words, the
system or network must guarantee that any packets origi-
nating from or manipulated by unauthorized users will be
dropped before they reach the application layer. As the
Slammer incident demonstrated, a single packet can be all
that is required to compromise a system.

Evaluation of Security Schemes

e Firewall: The packet filtering firewall denies all traf-
fic with unauthorized source IP addresses. Because we
have defined our adversary such that she cannot forge
her source information, in order to bypass the firewall
she must have under her control a machine in a sensi-
tive location. The sensitive location is either a machine
with an IP address authorized in the firewall’s ruleset
or a machine along the route between an authorized
client and the server. As argued above, the adversary
has no control over the location, and hence addresses,
of her compromised machines. For a network of size «,
the existence of § sensitive locations on the network,
and a set of v compromised machines drawn uniformly
from the network, then the adversary will succeed in
compromising a sensitive location with probability

y—1

a—0B—k
-] (1)

k=0

Taking f = 1K, v = 10 and using a realistic value
for the number of hosts on the Internet, o = 500M,
the adversary succeeds with a rough probability of
2 x 10~°. While this probability is clearly not crypto-
graphically strong, it still provides a reasonable mea-
sure of practical security. Specifically, any adversary
that is strong enough to mount a coordinated attack
and significantly improve her odds falls into our next
class of adversary.

e Port Knocking: The analysis for the port knocking
scheme is very similar to the analysis for Firewalls as
given above. In order to bypass the port knocking
access control mechanism, she must have under her
control a machine along the route from a client who
authorizes himself to the server. Over time, the value
B will be on the same order as the value for the case
of firewalls. Therefore, we claim that port knocking
provides a similar degree of protection against this ad-
versary.

e VPNs: This defensive scheme is secure for a lone ad-
versary. Even if the adversary happened to locate her-
self between the client and the server, she could not
successfully insert a packet into the cryptographically
protected tunnel. The secure authentication prevents
the attacker from establishing her own tunnel to the
gateway. Therefore, she is unable to get a packet to
the server in the first place, let alone a higher-layer
process.

e Anonymizing Networks: This defensive scheme is
also secure with a lone adversary. The attacker does



not know the location of the server and can not deter-

mine it based on traffic exchanged amongst the anonymiz-

ing routers. Therefore, it is not possible for the at-
tacker to send a packet to the server.

3.3 Botnet Adversary

Security Definition

Because opportunistic take-overs are easy, they are also very
fruitful; an individual who deploys a worm designed to au-
tomatically perform take-overs can quickly assume control
of an army of tens of thousands of machines. These armies
are popularly known as “botnets.”

The second adversary we define is called the Botnet Ad-
versary because she has the ability (and the willingness to
accept the risk) to perform these automated opportunistic
take-overs. We still restrict her from performing the harder
targeted take-overs. In addition, the Botnet adversary has
the ability to spoof, or forge, the identity of packets in the
network.

As in the previous section, the adversary has no control over
which machines have the vulnerability she’s searching for,
so she cannot control the location of her soldier machines.
She must hope that the size of her army is large enough
to probabilistically ensure that she ends up controlling a
machine in a sensitive location.

We present the same challenge to our Botnet Adversary that
we gave to the Lone Adversary; she succeeds if she can send
a single packet to an active service on the server.

Evaluation of Security Schemes

e Firewall: The firewall aims to deny all traffic with
unauthorized source IP addresses. Because the adver-
sary is given the ability to spoof, the security of fire-
walls immediately fails. A remote attacker can sim-
ply assume the identity of a trusted host to subvert
the firewall. However, even in a world where spoof-
ing is not feasible, the security of firewalls still fails
by a probabilistic argument. In order to bypass the
firewall without spoofing, the attacker must have un-
der her control either a machine with an authorized
IP address or a machine along the route between an
authorized client and the server. As argued above, the
adversary has no control over the location of her soldier
machines. Reconsidering equation (1) with v = 100K,
a realistic figure for today’s large botnets, attackers
have approximately a 20% probability of success. This
surprising result highlights the power of botnets.

e Port Knocking: The adversary’s ability to spoof
packets immediately defeats the security of port knock-
ing. Because there is no strong coupling between the
knocking process and a session, an adversary can hi-
jack a session through spoofing. The attacker waits
for an authorized party to open the service and then
connects while the door is open before the true client
can. However, as with firewalls, even in a situation
where spoofing is not possible, the sheer size of the
botnet gives the adversary a non-negligible chance of
compromising a machine that can passively view the

knock sequence enabling a replay attack.

e VPNs: Because of the strong cryptographic two-way
authentication of VPNs, they remain secure against
the Botnet adversary.

e Anonymizing Networks: The anonymous nature of
services prevents an adversary from even knowing if a
compromised machine is along the routing path of a
circuit in an anonymizing network. Thus, the server
remains effectively hidden from a botnet attack.

3.4 Mobile Adversary

Recognizing that our security definitions thus far are some-
what weak in light of the range of Internet adversaries and
attacks, we present our final, strongest definition of Cloaked
Server Security. We strengthen the security definition in two
ways: giving the adversary more power and relaxing what
it means to compromise system security. We then evaluate
the four security solutions under this new definition.

Security Definition

To strengthen the adversary, we follow the notion of a mo-
bile adversary as defined in [10]. This adversary has the
targeted take-over ability discussed earlier: she can place
herself anywhere in the network. This power assumes that
the adversary can somehow communicate with her target,
which implies that she knows where the target is and can
deliver packets to that location. The adversary can place
herself at multiple locations, but, due to the effort required
to compromise a location, we limit the take-over rate.

As before, the adversary has complete power over the net-
work traffic at her location. She can observe, delete, and
insert arbitrary packets. By combining these abilities, she
can modify, delay, or exchange the order of packets.

However, the adversary’s unwelcome presence is detectable.
Once detected, she can be removed. We assume that secu-
rity mechanisms are in place everywhere to eventually detect
and remove an intruder. This, combined with the limited
take-over rate, places an upper bound on the number of lo-
cations the adversary can occupy at any given time.

We acknowledge that a mobile adversary is very powerful.
However, this adversary is appropriate given the current
state of the Internet; motivated and well-funded adversaries
have this power. Furthermore, by varying the take-over and
removal rates, our model is inclusive of a range of realistic
scenarios. Real world adversaries, those of varying degrees
of motivation and support, and real world targets, with dif-
ferent degrees of defensive abilities, are accounted for by the
two parameters to our adversarial model: how fast the ad-
versary can take over hosts and how quickly she is detected.

We can view the temporal aspect of our adversary as a queu-
ing problem. Formally, let A be the attacker’s rate of newly
compromised hosts and p the detection and removal rate.
For simplicity, assume that take-overs and removals follow
a random exponential (Markovian) distribution. g must
be greater than A or the number of compromised machines
would grow infinitely. The adversary’s pool of available ma-
chines can be thought of as corresponding to the number of
machines in a M/M/1 queue. The utilization of the queue



is p= % which we use to compute the average number of
compromised machines available to the attacker at any given
moment:
. p A
N=—=—+ 2
= 5 )
This number can help determine the security of a scheme
that relies on the proper behavior of a collection of multiple
systems to provide security to the server.

With a strengthened adversary, we now discuss relaxing
what it means to compromise security. Our weaker adver-
saries defined a security breach as an event where a packet
is successfully delivered to a higher-layer process. In Mo-
bile Adversary model, merely delivering a packet to the ma-
chine, directly or indirectly, is enough to compromise the
server. The justification for this seemingly-impossible-to-
prevent event is the prevalence of resource depleting De-
nial of Service (DoS) attacks. These attacks do not require
packet delivery to the higher-layer process to cause damage;
merely getting the packet to the server consumes critical
resources.

In addition to the above packet delivery requirement, we re-
quire that an adversary cannot determine whether the server
even exists. In other words, if the attacker can tell the dif-
ference between a server and an empty network jack, then
security is compromised.

Formally: Let A() be the adversary, M be the network ad-
dress for a server, N be an address that is not associated
with a machine, and §() be a negligible function in the size
of the network:

r & 0,1}
a— (rM+(1—-r)N)
B— N+ (1—-r)M)
d — Ao, B)
Pr(d= M) <1/2+6()

The above two security requirements (unknown existence
and inability to send packets) overlap somewhat, but they
are not redundant. Even if an attacker does not know
whether the server exists, she can still hypothesize and lob
packets in the hope of potentially disrupting the server or
the server’s network.

A summary of our strongest definition of Cloaked Server
Security is given in Figure 4.

Evaluation of Security Schemes

e Firewall: This scheme remains insecure. By our def-
inition, the adversary can simply target the firewall,
take it over, and control all of the traffic passing through.

e Virtual Private Network: By the same argument
as above, this scheme is now insecure. The adversary
simply targets the VPN gateway. Once the VPN gate-
way is taken over, the adversary has complete access
to decrypted traffic entering the server’s local network.
The adversary can determine the existence of the tar-
get server by examining this traffic, thus winning the

ADVERSARY’S ABILITIES

e Adversary can choose any single point (host, link,
router) to put herself

e Adversary can slowly take over other choice points at
rate A

e Adversary is eventually detected and removed from
these points at rate u

e Adversary can observe packets, delete packets, and in-
sert new (possibly spoofed) packets

SECURITY REQUIREMENTS

e Security is compromised if an adversary discovers that
the target server exists

e Security is compromised if an adversary can deliver a
packet to the server

Figure 4: Cloaked Server Security definition sum-
mary (mobile adversary)

game. Or, she can trivially insert new packets.

e Port Knocking: This scheme remains insecure. The
adversary can directly compromise the target server,
or she can target a nearby host to observe the knock.

e Anonymizing Network: This scheme remains se-
cure. Because the identity of communicating peers
remains unknown to everyone except the peers, the
adversary is unable to determine what traffic might be
destined for the target server. Therefore, she is unable
to determine the existence of the server.

Even if she were able to identify traffic destined for
the target server, tracing the traffic to the server’s lo-
cation would require compromising all of the routers
leading back to the server. This can be made arbitrar-
ily difficult by increasing how often the server’s random
path changes relative to the attacker’s take-over rate.
Therefore, the task of delivering a packet to the server
can be made arbitrarily difficult.

In essence, on an anonymous network, no host has
a discernible location and all traffic looks like pure
noise. Therefore, no information can be gleaned and
the server remains protected.

4. CONCLUSIONS

To the best of our knowledge, our work is the first attempt
to formally codify the notion of cloaked security. Table 1
summarizes our findings. Although, by necessity, we cannot
be completely mathematically rigorous about our definition
and proofs of security, we feel that we have been careful
enough in our definitions that they can serve as useful cri-
teria by which one can confidently reason about specific im-
plementations of cloaked security.

We join the chorus of security professionals proclaiming that
firewalls must not be used as the lone defense measure for
an organization. Not only do firewalls not provide cloaked
security, but as we have shown mathematically, they perform
poorly even at the job they are designed for: limiting access



Table 1: Cloaked Server Security Matrix: Summary
of scheme security versus adversary strength

Adversary
Scheme Lone | Botnet ‘ Mobile
Firewall
VPN Vv

Port Knocking
Anonymizing Network

NN

v v

to a network segment to a set of authorized IP addresses.
The advent of botnets makes firewalls an especially weak
tool. An adversary with a large botnet has roughly a 20%
chance at compromising the average organization!

We find it interesting that the concept of port knocking in-
spired our initial desire to define cloaked security, and yet
could only meet the weakest of our definitions (and even
then, only with reservations). In the end, port knocking
fared no better than firewalls. This failure underscores the
point made in our introduction: defining a security model is
a necessary first step to creating a security implementation.

VPNs meet a weakened, but still useful, definition of cloaked
security while maintaining efficient network operation. How-
ever, system administrators must ensure that the VPN is
only part of a larger network security strategy, taking pains
to avoid creating a so-called “hard outside, soft center”
model. No security system should rely on the soundness
of a single machine.

The success of anonymizing networks in meeting our strong-
est definition of cloaked security was a pleasant surprise.
We must note that current implementations of anonymizing
networks are not without their drawbacks; bandwidth and
latency are both much worse over the anonymous overlay
than over TCP/IP, making these networks too slow for most
purposes at the moment.

We believe that the concept of cloaked security is relevant
for many organizations and should be an important feature
of future network architectures. We hope that our findings
will help spur the participation and research necessary to
make anonymizing networks a widespread practical reality.
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